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Foreword

With 27 papers being presented in this Volume VI, the annual Conference on 
Computing and ICT Research (ICCIR) is growing stronger and stronger. It is 
apparent that the quality of research work being presented in the Special Topics in 
Computing and ICT is steadily being appreciated by researchers allover the world. 
For the last five Years, Makerere University, Faculty of Computing and Informatics 
Technology, the premier Computing faculty in East Africa has been organizing and 
hosting ICCIR which has now transformed into one of the main activities for the 
Kampala ACM Chapter. The conference has attracted many academic scholars and 
industrial practitioners to submit papers and share discussions during their paper 
presentations. Overall more than 60 papers are reviewed by the conference program 
committee in each conference track. These paper cover research areas in Information 
systems, Information technology, computer science, Computer engineering, ICT for 
development, software Engineering and Networking. It is interesting that we span 
not only the practitioners-researchers gap but also the social science-technology 
fields that address the needs of communities.  

African scholars have had an opportunity to interface with international scholars 
who present at this conference as Key note speakers. Besides, it is a premier event 
for disseminating innovative ICT research within the East and central African region. 
The sixth Annual Conference offers its participants;

1. Numerous well known keynote speakers including:

   Prof. Joseph Migga Kizza, University of Tennessee, USA
   Prof. Rodrigues Anthony, University of Nairobi, Kenya
   Prof. Janet L. Wesson, Nelson Mandela Metropolitan University in 

     Port Elizabeth, South Africa.
   Assoc Prof. Darelle Van Greunen, Nelson Mandela Metropolitan University in    

     Port Elizabeth, South Africa.
   Joshua J. Bloch, software engineer, Google

2. A PhD Colloquium, an opportunity for research students to network with 
   different scholars

3. Explicit interaction with renown scholars in the  area of ICT
4. Interaction with the Business Community under the theme Strengthening the Role 
of ICT in Development
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The Conference will be of interest to; Policy makers and politicians concerned with 
design and implementation of national and international ICT policy; R&D managers 
in funding agencies, in universities and research institutes, and in the business 
sector; Information scientists and stasticians, especially those interested in ICT and 
research; Researchers in the field of ICT studies; Science publishers and editors, 
writers and journalists and database vendors; Librarians, to mention but a few  

On behalf of the organizing committee we would like to express our sincere 
thanks to all the presenters and panelists who shared their works and ideas with 
all of us and especially the Keynote Speakers. We also want to recognize the 
important contributions of the track chairs and reviewers for this conference and the 
proceedings.  

Many thanks to the Local Organizing Committee, the Conference Secretariat and 
every one who has participated in the organization of the ICCIR’10 Conference.   

Last but not the least; we would like to express our heart-felt thanks to all the 
organizations that have supported this conference. We are grateful to Makerere 
University, the Netherlands Organization for International Cooperation in 
Higher Education (NUFFIC), GOOGLE, TWAS, Fountain Publishers, Uganda 
Communication Commission to mention but few  
 

ICCIR’10 General Chair  
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is a member of the Computer Society of South Africa (CSSA), the South African 
Institute of Computer Scientists and Information Technologists (SAICSIT), the 
ACM Special Interest Group on Human-Computer Interaction (ACM SIGCHI) 
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systems, mobile devices and multi-touch surfaces.  She is a NRF-rated researcher 
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Science and Engineering at the University of Tennessee at Chattanooga (UTC).  
He is also the Director of UTC  InfoSec  Center and Program, a National Center 
of Excellence in Information  Assurance Education. He is a member of ACM and 
IEEE  and a UNESCO expert in Information Technology. Kizza is the Editor-in-
Chief of the International Journal of Computing and ICT Research (IJCIR). He is 
an internationally known speaker on social computing  and information security and 
assurance. He has published extensively  in journals and  conference proceedings 
including  the following books: Computer Network Security  and CyberEthics, Third  
Edition. McFarland & Company (appearing Fall 2010);  Ethical and Social Issues in 
the Information Age. Fourth Edition, Springer-Verlag,  London,  2010; Special Topics 
in Computing and ICT Research Strengthening the Role of   ICT in Development,  
Kizza, et al. (Editors), Volume V. 2009. Fountain Publishers, Kampala; 

Anthony RODRIGUES is currently a Professor of computer science in the School 
of Computing and Informatics at the University of Nairobi. He holds a BSc.(Hons) 
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of sustainable integrated management information systems at various universities 
and is currently studying the developmental impact of various ICT policies and 
strategies (or the lack thereof) in the region.
Joshua J. BLOCH is a software engineer, currently employed at Google, and a 
technology author. He led the design and implementation of numerous Java platform 
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features, including the Java Collections Framework, the java. math package, and the 
assert mechanism. He is the author of the programming guide Effective Java, which 
won the 2001 Jolt Award, and is a co-author of two other Java books, Java Puzzlers 
(2005) and Java Concurrency In Practice (2006).Bloch holds a B.S. in Computer 
Science from Columbia University and a Ph.D. in Computer Science from Carnegie 
Mellon University. His 1990 thesis was titled A Practical Approach to Replication 
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of user experience, usability and user interfaces. Darelle has done research in user-
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Her research has covered UCD methods and processes, usability engineering and 
user experience research for product and service development. Many of the master’s 
and doctor’s theses supervised by Darelle have addressed the development of UCD 
methods and their practical integration to product development. 
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from Makerere University Kampala, and a MSc (Computer Science) from Radboud 
University Nijmegen. Richard is a PhD student in the department of Computer
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Applying a Mobile Human Computer Interaction (MHCI) view to the domain of 
education using Mobile Learning (Mlearning), the research outlines its understanding 
of the influences and effects of different interactions on the use of mobile technology 
in education. This research therefore evaluates specific mlearning projects, informed 
and directed from a MHCI perspective. The objective of this would be to highlight 
additional benefits, challenges, influences and effects of using mobile technology as 
an ICT in education. This investigation has led our research to suggest additional 
insights for MHCI and simultaneously provided a better understanding of the 
development and implementation of mobiles in teaching and learning.
Categories and Subject Descriptors: H.1.2 [User/Machine Systems]: Human Factors 
and J.1 [Administrative data processing]: Education
General Terms: Human Factors, Theory. 
Additional Keywords and Phrases:
Mobile Learning, Mobile Human-Computer Interaction, Mobility, Context

1. INTRODUCTION
The implementations of mobile technologies, applications and data services 
have become integrated in the field of education. The fast growing technological 
developments have enabled and encouraged the investigation of “new geographies 
of learning [Thackara 2000].” These investigation fields such as mobile and 
technology-enhanced learning, have emerged as well-defined research areas in 
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education and have their own design agenda and pedagogical concerns [Kelly, Lesh 
and Baek 2008; Kukulska-Hulme and Traxler 2005; Sharples, Taylor and Vavoula 
2007; Voogt and Knezek 2008]. Nonetheless, designing learning activities, and their 
supporting technologies, pose significant challenges as a result of the intertwinement 
of technological issues with pedagogical objectives and learning practices [Rossitto, 
Spikol, Divitini and Cerratto-Pargman 2010]. 

2. MOBILE LEARNING
Mobile technology’s application in education has been the focus of the emerging 
domain of Mobile learning and has, through numerous pilots and initiatives, 
been shown as having the potential to overcome several barriers experienced in 
education and to enhance the learning environment. Experience and expertise in 
the development and delivery of mlearning has resulted in a discrete community 
of practice evolving separately from the e-Learning community. Mlearning, an 
emerging discipline, has had a tendency to focus primarily on producing solutions 
and has tentatively developed distinctive theoretical conceptualisations [Hagen, 
Robertson, Kan and Sadler 2005; Traxler 2009]. The term Mlearning is currently 
applied to learning exploits with handheld computers and mobile phones as well as 
other mobile devices.

A definition of what Mlearning is, has been much debated, and appears to reflect 
the focus areas of the community that has put it forward. Solution based technology 
research have a propensity to define Mlearning in terms of learning through mobile 
devices [Chen, Kao and Sheu 2003; Houser, Thornton and Kluge 2002; Liang, 
Liu, Wang, Chang, Deng, Yang, Chou, Ko, Yang, Chan and W. 2005; Quinn 2000; 
Trifonova and Ronchetti 2004]. Learners are described as accessing mobile devices 
to “acquire and learn through a wireless transmission tool anytime and anywhere 
[Chen, et al. 2003].” Reflecting the early solution based technology focus, Traxler 
[2005] initially suggested that Mlearning be regarded as “any educational provision 
where the sole or dominant technologies are handheld or palmtop devices.” 

In contrast research which has been driven by concerns emanating from a pedagogical 
point of view, have defined Mlearning in terms of the extent it has enriched a 
particular learning environment and the learners’ experience of learning [Farooq, 
Schafer, Rosson and Carroll 2002; Grohmann, Hofer and Martin 2005; Rochelle, 
Vahey, Tatar and Penuel 2003; Rushby 2006; Young and Vetere 2005]. 
Another perspective has been in terms of the mobility affordance, framing Mlearning 
as “the study of how the mobility of learners augmented by personal and public 
technologies can contribute to the process of gaining new knowledge, skills and 
experience [Sharples, Arnedillo Sánchez, Milrad and Vavoula 2007].” Mobility is 
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further deconstructed by Sharples et al. [2007] as the mobility:
 experienced by the user due to the change in physical space,
 as being able to interface between different technologies,
 in conceptual space as users move between topics,
 in social spaces, and
 over time, extending the formal learning situations as a cumulative   

 experience.

Consensus, however, is that Mlearning, as a phenomenon needs to be considered in 
the context of the emergence of the mobile phone[Laouris and Eteokleous 2005]. 
Traxler suggests mobile technology be recognised as fundamentally transforming 
societal notions of communication and understanding. Nyiri [2002; 2005] articulates 
this, stating that the mobile phone is evolving towards the dominant medium. It 
is becoming the natural interface through which people conduct their shopping, 
banking, booking of flights, etc. Moreover, it is turning into the single unique 
instrument of mediating communication not just between people, but also between 
people and institutions or more generally between people and the world of inanimate 
objects.
Traxler proposes that “… mlearning is not about ‘mobile’ as previously understood, 
or about ‘learning’ as previously understood, but part of a new mobile conception of 
society [Traxler 2009]”.

The mlearning interaction is underpinned by the requirements of pedagogy and 
the attributes and affordances of the technology to realise and support the aims 
of the user. This acknowledged inter-relationships and dependency of mlearning 
on the technology that supports it, is well documented and accepted [Laouris and 
Eteokleous 2005; Quinn 2000; Sharples, et al. 2007]. Traxler [2009], however, while 
recognizing this interdependency, discounts technology as a defining characteristic 
stating that “different hardware and software platforms support rather different 
interpretations of Mlearning.” 

Mlearning is primarily about the mobility of the learner and the quality learning that 
it enables anywhere or anytime [Ally 2009; Laouris and Eteokleous 2005]. 



6

Figure 1: MHCI as support for Mobile Learning

The relationship between MHCI as outlining the affordances of the mobile technology, 
and Mobile Learning can be visualised as in Figure 1 above.  The requirements for 
the interaction emanates from pedagogical concerns. The technology affordances 
does not define the Mobile Learning interaction, but rather supports it by offering 
needed qualities to fulfil the requirements for the interaction. This distinction, 
although slightly diffused, provides layers that present a direct or indirect impact on 
the mobile learning interaction of the user while providing a useful schema in that a 
clear statement of concern is represented. 
 These endeavours are within proven practices and models of teaching. Traxler 
concurs stating “…hardware devices and technical systems are all without exception 
designed, manufactured and marketed for corporate, retail or recreational users. 
Any educational uses of the devices and the systems are necessarily parasitic and 
secondary [Traxler 2009].”

3 MOBILE HUMAN-COMPUTER INTERACTION
HCI as an academic discipline is concerned with the study of situations involving 
people and technology, as well as the design practices and the tools and techniques 
used. MHCI is concerned with the reasons and ways in which people act and interact 
with mobile technology and the data that is accessed through these mobile devices 
[Bauer and Patrick 2004; Love 2005]. Mobile HCI underpins the Mobile Learning 
interaction by providing affordances to the teaching and learning interaction. 
Context along with mobility emerge as common affordances framing mobile 
interactions [Bevan and Macleod 1994; Coursaris and Kim 2006; Han, Yun, Kwahk 
and Hong 2001; Lee and Benbasat 2003; Sarker and Wells 2003; Shackel 1991; 
Shami, Leshed and Klein 2005; Tarasewich 2003; Thomas and Macredie 2002; Yuan 
and Zheng 2005]. Each of these is elaborated on below: 
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3.1 Context
Context is a complex notion to define [Winters 2005]. According to Webster’s New 
Twentieth Century Dictionary [1980], context is  “the whole situation, background or 
environment relevant to some happening or personality.”  The concept has emerged 
and evolved alongside context-aware computing, but with little consensus on what 
is meant by it [Rodden, Chervest, Davies and Dix 1998; Winters 2005]. Oulasvirta 
et al. [2005] recognise two contrasting paradigms of thought. Realism, grounded in 
natural science, positing that context is a construct, ontologically, can be measured 
and if properly instrumented and programmed, computing devices can adapt to 
different contexts. The constructivism paradigm, rooted in social sciences, holds 
that contexts are human creations, mental and social, and that computing devices 
ought to provide resources for managing them.

Definitions and views of context that are rooted in a positivistic philosophy share the 
subsequent basic assumptions. Context is real and structured and the structure can be 
modelled. Contexts share properties that exist independent of human interpretation 
and computing devices can recognise these properties and adapt their behaviour 
[Dourish 2004; Oulasvirta, et al. 2005].  From this perspective, Scilit et al. [1994; 
2003; 1995] identified the location of user, the identity of user and the user’s proximity 
to resources as the focus of context. They view context as a constantly changing 
execution environment and offer the following broad definition for context, stating, 
“[c]ontext encompasses more than just the user’s location, because other things of 
interest are also mobile and changing. Context includes lighting, noise level, network 
connectivity, communication costs, communication bandwidth, and even the social 
situation [Schilit, et al. 1994:1].” 

Dey et al.[1998]  initially defined context as the user’s physical, social, emotional, 
or information state and later evolve their view of context as “any information 
that can be used to characterize the situation of entities […] typically the location, 
identity and state of people, groups and computational and physical objects [1998; 
2001]”. Brown, Bovey and Chen [1997] views context as location, the identity of 
the people around the user, the time of the day, the season, temperature and other 
physical attributes. Along the same lines Ryan, Pascoe and Morse [1998] define 
context as location of the user, the environment, the users identity and the time of 
the interaction. Referring to context as the environment or situation, Franklin and 
Flaschbart [1998] interprets context as the situation of the user and Ward, Jones and 
Hopper [1997] refer to context as the state of the applications surrounding [Dey, et 
al. 2001].

Dourish [2004] reflecting on these definitions of context, grounded in a realist 
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paradigm, identifies four assumptions that underlie this notion of context. These 
assumptions, he states, are:

 Context is information. This implies that context can be known and   
 encoded;

 Context is delimited. Implying that for some applications context can be  
 predicted;

 Context is stable. Once context elements have been identified these stay  
 the same;

 Context and activity are separable. Activities are viewed as happening   
 within a context, separate from the activity that is taking place.

In essence, Dourish argues for a constructivism view of context, which recognises 
multiple interpretations and understandings of context as constructed by the 
individual. A constructivism paradigm recognises that context is socially constructed, 
through interactions with agents in the world. Interpretation of context is constituted 
within a frame of reference with computing devices providing resources for people 
to create and maintain contexts in their actions [Oulasvirta, et al. 2005: 196]. Dourish 
holds that ”the idea that context consists of a set of features of the environment 
surrounding generic activities, and that these features can be encoded and made 
available to a software system alongside an encoding of the activity itself, is a 
common assumption in many systems.” 

Viewing context not as a representational problem, but as an interactional problem, 
Dourish interprets context as something that people do instead of something that 
describes a setting. Context is seen as an emergent feature of the interaction, 
“determined in the moment and in the doing” [Dourish 2004].
Oulasvirta [2005] highlights that “contexts are constructed in complex interaction 
and interpretation chains that include not only computers but also other resources 
and people […] context information is a resource for human action and has to be 
accounted by their users in social situations.” This shifts the focus from improving 
the correctness of the computing inference to their reparability thereof in social 
interactions. 

The notion of context for this paper lies in a balance between the two approaches. 
Not all interactions with and through mobile technology ascribes to the notion of 
ubiquitous computing. Aspects of context are viewed from a pragmatic viewpoint in 
that the research is cognisant of an amount of uncertainty in these interactions. The 
acceptance of constructed context, however, will have to be incorporated in some 
sense, as virtual reality through mobile technology becomes a reality. Elements of 
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context can be naively described as situations where the user’s physical relation to 
space and time would be significant (high context) to the interactions at hand and 
situations where the physical relation to space and time are less significant (low 
context). 
The concept of context as an affordance of MHCI is complimented by the mobility 
of the interaction.

3.2 Mobility
The term ‘mobility’ as applied to mobile technology is not underpinned by a clear-
cut definition or understanding in the MHCI or MLearning literature. Ballard argues 
that “mobility refers to the user, and not the device or the application [2007:3].” 
Oulasvirta and Brewster [2008] concur proposing that the major phenomenon 
surrounding mobile HCI is the user’s mobility. They argue that the user’s physical 
movement changes the conditions of the interaction so drastically that they suggest 
mobility of the user as one of the key challenges for MHCI research.
The focus on the user’s mobility contrast with literature where the view of mobility 
include users engagement in mobile activities in which there is a differentiation 
between highly mobile, slightly mobile and stationary interactions; capturing the 
intensity of mobility within the interaction [Kristoffersen, Herstad, Ljungberg, 
Lobersli, Sandbakken and Thoresen 1999]. This view incorporates the static use of 
mobile technology were the technologies are primarily seen as tools for accessing 
information, rather than as tools for making different types of communication and 
sociability possible [Hagen, et al. 2005]. 

Such interactions include the ability to connect to remote information or to interact 
with information on the mobile device itself [Harper 2003]. Mobility here refers to 
the potential portability of the technology rather than the mobility in the use thereof. 
Ballard recognized this as ‘The Carry Principle’ and identified this portability as the 
distinction between mobile and other platforms in that the user is able to, typically 
carry the device all the time. The implications of this for the device and the users are 
listed below [Ballard 2007:2-3]

For the device:
 Form. The devices are small, have small screens and input devices battery  

 powered with some type of wireless connectivity;
 Features. Any information or entertainment features;
 Capabilities. The wireless connection, size and power constrain the   

 connection and processing speed;
 User interface. Due to the small screen, the device is a single window user  

 interface making information sharing between applications awkward; and
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 Proliferation. As always present and on personal devices individual 
 taste and needs come into play negating a one fist all view to mobile   
 technology. 
 The implications for the user are:

 User availability. The user is more available for communication and   
 application interaction as the device is always present;

 Sustained focus. As the user is interacting in context, focus is not 
 sustained, often interrupted or shared; and

 Social Behaviour. Always-available connections intrude in social and   
 business activities. 

The implications for the device and the user are not mutually exclusive when 
analysed from an interaction activity perspective as it incorporates both. The user 
acts with and through the technology to accomplish a goal [Kaptelinin and Nardi 
2006; Nardi 1996]. 
Any analysis would include the actual interaction (mobile/stationary)  as well as the 
setting (context) in which this interaction occurs as “the tool reveals itself to us only 
in use” [Bannon 1985]

4 MODEL
Amid the great diversity of initiatives and interactions, the challenge is to compare or 
group similar interactions in order to identify synergies and commonalities from the 
educational practise to feed into the design criteria for the mobile interaction. Such 
an endeavour would be facilitated with a classification matrix. The value of  which 
would lie in its objective to establish and frame cross-disciplinary communication 
and understanding [Andriessen and Vartiainen 2006].
Thus, taking the interaction activity as the unit of analysis mobile technology enables 
mobility and interactions in context. 
 The following matrix for grouping and comparing mobile interactions, illustrated in 
the Figure 2, is discussed below to enable comparison.
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Figure 2: Mobility and Context in MHCI

4.1 Low Mobility
Low Mobility interactions can be viewed as the static use of mobile technology. The 
potential mobility of the device or the user is not essential for these interactions and the 
mobile technology is primarily in use because of other factors. These factors include 
low cost, availability, convenience and restricted connectivity. Such interactions 
include the connection to remote information or interactions with information on the 
mobile device itself. 

4.2 High Mobility
High Mobility interactions are viewed as interactions in which the mobility of the 
technology or user is essential.

4.3 Low Context
In a low context scenario, users do not actively use the surrounding context and act 
in context rather than with context. As such, context can be viewed as incidental. 
This does not imply that the context does not influence the interaction but rather that 
it does not actively feed in to make the interaction significant.

4.4 High Context
High context interactions are viewed as interactions in which the context feed directly 
into the interactions. This context is either the context of the user (marks, browsing 
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history, preferences, points that have been visited) or the context of the interaction 
(significant environmental factors, locality, state of movement, surrounding), the 
latter being an example of ubiquitous computing.

4.5 Discussion
4.5.1 Low Context Low Mobility Interactions
These interactions are characterised by a general broadcasting of information to a 
selection of users or individuals. Users can give their full attention to the content, 
the device and more allows some complex interactions to be navigated (for example 
charging airtime through USSD). 
Additional examples are use of SMS to inform parents of school activities, the 
announcement of lecturer consulting hours, sport results and the changing of lecture 
times or support of distance students [Riordan and Traxler 2005; Silander, Sutinen 
and Tarhio 2004; Viljoen, Du Preez and Cook 2005]. This interaction moreover 
incorporates the access of information or applications on the mobile device 
[McAlister and Peng Hui 2005]. 
The technology is used for other reasons than its mobility and these interactions 
can be viewed as about the ability to connect, either to communicate or to access 
remote undirected information. The mobile device is used because it is conveniently 
accessible, affordable and/or connected. Many ICT4D interventions fall in this 
category.

4.5.2 Low Context High Mobility Interactions
The portability of the device and the mobility of the users are facilitated in the 
interaction but the physical context does not feed into the interaction. Examples 
of these interactions are characterised by activities on the move [Trifonova and 
Ronchetti 2005], learning in a train, watching mobileTV on the bus or sending 
English text to second language learners [Thornton and Houser 2001; Thornton and 
Houser 2005]. These interactions are characterised by users that cannot give their 
full attention to the interaction and they happen against a dynamic, often noisy and 
mostly incidental backdrop. Content delivered is to the point and consists of short 
snippets of information, more often than not irrelevant to the surrounding context. 
Most of these interactions do not demand immediate user interaction and information 
transfer is asynchronous. 

4.5.3 High Context Low Mobility Interactions
In these interactions, the user has a virtual context or history. Some examples would 
include the stationary access to context in a lecture room or class that is linked to 
the specific learners context within the learning experience [Meawad and Stubbs 
2005] Medical records accessed in hospitals [Smordal and Gregory 2003; Smordal, 
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Gregory and Langseth 2002] or school attendance records being filled in by  teaching 
staff,  Classroom m-learning  that allows for personalised learning and scaffolding 
[Gwo-Jong, Yuh-Shyan and Kuei-Ping 2004; Kuei-Ping, Chih-Yung, Hung-Chang 
and Sheng-Shih 2005; Shih, Lin, Hsuan-Pu and Kuan-Hao 2004; Shih 2005] and the 
creation of ad-hoc classrooms [Chang, Sheu and Chan 2003]. These interactions are 
characterised by focussed user attention and often structured physical environments. 
The feedback needs to be instant as the user is waiting for a system reply. This type 
of interaction is often part of a formal environment and access is through a dedicated 
network specifically aimed at supporting the interaction. Many of these interventions 
are top down organisation initiated and users are supplied with identical devices. 

4.5.4 High Context High Mobility Interactions
In these interactions the context, physically and virtual, feed into the interaction that 
is on the move. Pervasive learning environments [Schwabe and Goth 2005; Schwabe 
and Goth 2005; Syvanen, Beale, Sharples, Ahonen and Lonsdale 2005]; embedded 
learning in natural environments, GPS based games and collecting data in field 
studies with GPS based coordinates [Nova, Girardin and Dillenbourg 2005] are some 
of the examples. Relevant campus announcements that are delivered to students in 
relevant proximities and campus navigation systems are additional examples. These 
interactions are typically restricted to higher end devices and demand some technical 
skill from the user due to design limitations. 

5 CONCLUSIONS
Mobile Learning has great potential to enhance educational environments by 
providing access to information and communication capacities in a personal and 
ubiquitous manner. A neat definition of mobile learning that incorporates the whole 
of the phenomenon is unlikely, as it seems to morph as it is examined from different 
perspectives and the focal point shifts to accommodate the context and individuality 
of the user. In approaching mobile learning, the focal point of the interaction has 
stayed with the enabling of teaching and learning and the structuring of environments 
to optimally enable learning. 

Mobile learning, however, is not a silver bullet. Mobile learning is perceived as 
successful when it appeases a pedagogical need within the complex interactions that 
frame the learning process, by either removing a barrier to the interaction or by 
augmenting an interaction. The versatility and ubiquitous nature of the technology 
allows Mobile learning to potentially service both measures in a host of innovative 
ways while increasing learner motivation as an additional extra. Mobile learning’s 
potential might be attributed to the attributes of the technology that allow it to 
seamlessly integrate into pedagogical practices and assist interactions between the 
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role-players in the teaching and learning interaction. 
The criteria for learning interactions should be that they are meaningful and useful to 
the educational communities in which they are contextualised [Beetham and Sharp 
2007]. The learner experience grounded in the teaching and learning context needs 
to be the focal point of any Mobile Learning design.

In contrast, the interdisciplinary nature of MHCI has the potential to silo results and 
research to domain specific investigations and theory development. The dynamic 
and volatile nature of the practice driven by rapid development in the commercial 
product market has far-reaching effects for research, demanding a rapid and relevant 
research base to reflect on. In order for this to become a reality, researchers will have 
to move on from writing about mobile usage as if they discover a new continent 
with unchartered landscapes. The categorisation framework that is presented aims to 
prompt discourse across domain distinctions in order to facilitate reflection beyond 
producing solutions.
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Abstract:
This paper examined the extent of the breach of the organizations’ information 
security safeguards, analyzed whether they conduct cyber intelligence within the 
company, investigated the adherence of employees to Incident Response Plan [IRP], 
and analyzed the application and users awareness of digital forensic techniques. 
Lastly the security incident reporting model was developed for adoption by novice 
users from developing countries like Kenya.
The methodology employed to achieve the stated objective was the questionnaire 
designed, developed and distributed to twenty randomly selected sample populations. 
Two hypotheses were stated and tested using statistical tools. The ISO 17799 
Theoretical Framework for security and control was adopted for this study.
The research found out that 70% of the employees were in agreement that reporting 
information security events and weaknesses is crucial to the well being of the 
organization while 30% disagreed. On the investigation about the existence of 
Incident Response Plan, 47.5% are aware but 15% conduct cyber intelligence 
against 65% who don’t know about computer forensic policies and procedures in 
their organizations.
The research survey was limited in a number of ways. The main limitation was that 
the research sample study was small hence the findings may not be generalized in 
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across all organisations. However this was an indication of the security threats 
caused by technology user. This implies that another research should be done using 
a reasonable sample population so that the finding may be generalized.
However this research could be of great importance to various organizations. The 
survey showed that 30% don’t agree with the need to report security incidents. This 
may be a great source of risk to the organization. The model developed will be 
used as a guide to enlighten the novice worker who constitutes a large number of 
the work force. To enhance information security, the research proposes a regular 
system audit to be done by trained personnel. The research also suggested that all 
employees should be made aware of security threats and their potential risks through 
the provision of IRP manual and quarterly appraisals relating to cyber intelligence 
and computer forensics.
Keywords: Incidents, Security, Cyber-intelligence, Forensics, Reporting 

1. Introduction
Robert [2010] in his paper entitled “Will the USA be hit with a Cyber Attack in the 
next six months” noted that malicious cyber activities are occurring on unprecedented 
scale with extraordinary sophistication. Many organizations, be it private or public 
possess valuable information that they guard closely. This information can be 
technical, commercial, financial, legal or confidential trade secrets. Organisations 
have come up with policy guidelines to tackle information security attacks that may 
range from employee’s involvement to hackers with expertise. According to a Remote 
system access article, accessed on 15th March, 2010 they argued that backdoor in 
software for energizer Duo USB battery charger allows a remote attacker to list 
directories, send, receive files and execute programs.

The main aim of this research was to find out whether information security incidents 
are reported effectively, accurately and with urgency such that forensic investigation 
may be initiated for further legal action. The research aimed to find out whether 
employees are aware of incident response plans by their organization. They examined 
the level of the organization’s information security safeguards, analyzed the cyber 
intelligence operations, investigated the adherence to the incidence response plan by 
users and lastly analyzed.

To guide this research, the European Council Framework Decision of 2005 on attacks 
against information was examined. This framework suggested that information 
security can be enhanced by giving law enforcement authorities the power to act.
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The ISO 17799 theoretical framework was adopted. This framework provides 
security policies and set of control that states that technology provides a foundation 
but in the absence of intelligent management policies, even the best technology 
can be defeated. The experts believe that 90% of successful cyber attacks could 
have been prevented by the technology available at the time but inadequate human 
attention made these attacks prevalent.

The research found out that 17.7% strongly agree that reporting, procedures, 
responsibility, monitoring, objectives and followed are as required by the 
organization’s policies and strategies. The analysis also shows that 15% of the 
organizations conduct cyber intelligence while 75% don’t. Since 50% is less than 
75% as shown in the figure 7, then we accept the null hypothesis that more than half 
of the organizations don’t conduct cyber intelligence. This implies that insiders such 
as company employee can defeat system security in a variety of ways.

The areas addressed in this paper were reporting information security event and 
weakness; cyber intelligence; incident response plan and computer forensics. Section 
1 gives the introduction, section 2 presents the literature reviewed with various 
relevant subsections. Section 3 shows the methodology employed and the findings 
and analysis are presented in section 4. Lastly the conclusion with future research 
was presented. But first, information security incident and cyber intelligence is 
examined.

2. Information Security Incidents and Cyber Intelligence
2.1 Information Security Incidents
According to William [2006] Information Security requirements have changed in 
recent times, traditionally provided by physical and administrative mechanisms. 
The over reliance of computer use requires automated tools to protect files and 
other stored information from unauthorised access. The use of networks and 
communications links requires that measures to protect data during transmission are 
employed. Towards this, governments and organisations have come up with policies 
and strategies to minimise information security incidences. According to Tianning 
[2008] current systems and sensors have a high false detection rate and lack post-
incident decision support capability.

2.2 Cyber Intelligence
Cyber terrorism has been defined by English dictionary as an act that disrupts 
information systems. These terrorist acts use various techniques to disrupt and 
damage or destroy computer-based information systems. Robert [2010] noted that 
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malicious cyber activities are occurring on unprecedented scale with extraordinary 
sophistication. The threats of crippling cyber attack are on the increase more especially 
on the computer networks. A great deal of computer security researches are being 
done especially on trusted computing [Tanenbaum 2007]. One of the researches 
done on cyber intelligence was information flow models and implementation [Castro 
et al 2006]. This research was done in developed countries with little mention on its 
implementation in less-developing countries where user of information systems are 
either aware or not aware of cyber intelligence. The cyber intelligence is usually 
spelled out in the organization’s incident response plan discussed in the next 
section.

2.3 Incident Response Plan
Many organizations, private or public possess valuable information they want to 
guard closely [Agrawal et al 2007]. The information can be technical, commercial, 
financial, legal or confidential trade secrets. Organizations have come up with policy 
guideline to tackle information security attacks that may range from employee’s 
involvement and hackers with expertise. According to Remote system access article 
accessed on 15th march 2010 they argued that backdoor in software for energizer Duo 
USB battery charger allow a remote attacker to list directories, send, receive files and 
execute programs. They also argued that the CISCO digital media managers allow 
information disclosure, unauthorized setting, system configuration and disclosure of 
default credentials with viruses [Henchin and Japkowicz 2006]. According to a 2001 
report by Computer Security Institute (CSI) and the FBI, 70 percent of respondents 
acknowledged that their networks were attacked over the previous twelve months 
and 30 percent didn’t know whether their networks were attacked and couldn’t be 
sure! In addition, Denial of Service attacks increased by an astonishing 33 percent 
over the same period. And all this took place across networks, where firewalls had 
been installed in 90 percent of instances. It’s clear that enterprises and government 
agencies need security vendors to step up and deliver innovative solutions that 
effectively protect their networks from malicious attacks and misuse.

An incident has been defined as an event with potentially serious consequences. This 
is an event that may cause a crisis if it occurs. The information security incidents 
are caused by the employees of an organization. According to Council Framework 
Decision of 2005 accessed on 15th March, 2010, a criminal act must be intentional, 
abetting and attempting to commit an offence such as illegal access to information 
or illegal system and data interference. These acts may lead to prosecution if they 
are reported to the relevant authorities. This is to enhance the security of information 
infrastructure, and giving law enforcement authorities the means to act.



23

As more and more organization information is stored in the computer system, the 
need to protect it is becoming increasingly difficult due to widespread acceptance 
of a bloated system plus bugs as normal phenomenon [Tanenbaum 2009]. This calls 
for efficient investigation to differentiate human error, technical error and malicious 
attacks. This may be achieved if users report the incident accurately and immediately. 
If this is done, then computer forensic investigators will investigate and find the truth. 
Computer forensics use tools to unearth illegal computer activities by employees or 
fraudsters as examined in section 2.4 below.

2.4 Computer Forensics
Computer crime may be defined as illegal activities by or using computers. To 
counter this, computer security has been integrated in both hardware and software. 
The computers hold confidential information. This confidentiality may be harmed by 
people using the system. Forensic evidence is needed to proove whether indeed they 
occurred. According to Robert [2010] sensitive information is stolen daily from both 
government and private sector networks, undermining confidence in our information 
and in the very information these systems were intended to convey.

There has been much work on defending systems against malware. Some of these 
works focus on antivirus software [Henchin and Japkowicz 2006]. Some of these 
antiviruses have failed to protect information systems from virus attacks. Viruses 
and malware are serious problem on organization information systems. Various 
researches on Trojan horse, viruses and malware have been done to try and find a 
quick fix to them [Agrawal et al 2007, Franz 2007, Tang and Chen 2007]. All these 
researches didn’t show how incidents, cyber intelligence and forensics may be of 
help. This research aimed to find the employee consciousness using the following 
methodology highlighted in the next section.

3. Methodology
This research adopted a quantitative survey approach. A questionnaire was developed 
and distributed randomly. The questionnaire that was used for this study was adopted 
from BS ISO/IEC 17799:2005 updated on 3rd May 2006 [Val 2006] and customized 
to suit this research. Three hypotheses were stated and tested. These were through 
t-distribution with 5% level of significance.  This approach was suitable for this 
study because of the diverse information that the researcher aimed to gather to meet 
the stated purpose of this study. Although this study was limited because of time the 
questionnaire prooved to be the best approach for this study.
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4. Research Findings and Result Discussions
4.1 Research Findings
The questionnaire was divided into four sections. The first section was reporting 
information security events and weakness, followed by cyber intelligence section, 
incident response plan and lastly computer forensics. The findings are as shown on 
the figures below.

Figure 1: Reporting Information Security events and weakness

Figure 2: Incident Response Plan
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Figure 3: Cyber intelligence Findings

Figure 4: Forensic Policies and Procedure

4.2 Result Analysis and Discussions
4.2.1 Reporting Information security Event and Weaknesses
The first section of the questionnaire required the respondent to respond to how 
information securities were reported, procedures and management responsibilities. 
From the findings 17.7% strongly agreed that reporting, procedures, responsibility, 
monitoring, objectives and followed are as required by the organization’s policies 
and strategies. However figure 5 shows that 40.4% agreed and 14.5%, 15.4%, and 
11.8% are either not aware, disagree or don’t know respectively.
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Figure 5: Security event and Weakness Reporting

Hypothesis testing:
The research tested the hypothesis that the average of the evidence relating to the 
incident are not collected, retained and presented to conform to the rules for evidence 
laid down in the relevant jurisdiction for a sample population of 20 is more than 10 at 
5% level of confidence under normal distribution. The hypothesis was stated as:
Ho: µ≥10
Ha: µ>10
From the finding 70% of the sample population agrees while 30% disagree. The 
sample mean is 10 therefore we reject the Ho. and conclude that above average of 
the evidence relating to the incident were collected, retained and conform to the rules 
of the organization

4.2.2 Cyber Intelligence
Cyber intelligence as defined earlier was the measure to identify, penetrate or 
neutralize foreign operations that use cyber means as primary tradecraft methodology, 
as well as foreign intelligence service collection efforts that use traditional methods 
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to gauge cyber capabilities and intentions. From the respondents, the organizations 
conduct and report disaster recovery as presented in figure 6 that highlight the cyber 
activities by organisation employees.

Cyber Intelligence

Conducting

Reporting

Disaster
recovery

Figure 6: Cyber Activity by organizations

The research tested the hypothesis that half of the organizations don’t conduct cyber 
intelligence of the sample population of 20
Ho: µ=50% of sample population
Ha: µ≠50% of sample population

From the findings, it shows that 15% of the organizations conduct cyber intelligence 
while 75% don’t. Since 50% is less than 75% as shown in the figure 7, then we 
accept the null hypothesis that more than half of the organizations don’t conduct 
cyber intelligence. This implies that insiders such as company employees can defeat 
system security in a variety of ways. According to Tanenbaum [2009] these defeats 
include logic bomb set, trap doors and logic spoofing. This also means that many 
kinds of bugs in the code can be exploited to take over programs and systems. These 
include buffer overflow, format string attacks, return to libc attacks, integer overflow, 
code injection and privilege escalation attacks.

4.2.3 Incident Response Plan
The organizations’ security incident response plan is to (i) provide general guidance 
to Information Technology Services staff, both technical and managerial to enable 
quick and efficient recovery from security incidents; (ii) respond in a systematic 
manner to incidents and carry out all necessary steps to correctly handle an incident; 
(iii) prevent or minimize disruption of critical computing services; and (iv) minimize 
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loss or theft of sensitive or mission critical information. From the analysis, it shows 
that 47.5% of the respondents’ organizations have IRP that guide them. 
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Figure 7: IRP awareness by employee

4.2.4 Computer Forensics
According to Louis [2008] Forensic Science or Medical Jurisprudence, also called 
forensics, is the application of science to law. He argued that forensic science uses 
highly developed technologies to uncover scientific evidence in a variety of fields. 
It is used in civil cases such as forgeries, fraud, or negligence. It can help law-
enforcement officials determine whether any laws or regulations have been violated 
in the marketing of foods and drinks, the manufacture of medicines, or the use of 
pesticides on crops. It can also determine whether automobile emissions are within a 
permissible level and whether drinking water meets legal purity requirements. 

This found out that 35% of the respondents are aware of the purpose of forensics, 
policies and procedure, evidence collection, preservation and legal guidelines as 
addressed in the incident response plan. From the sample population of 20, 20.7% 
said no, 21.4% said they don’t know and 22.8% are not aware as shown in figure 8 
forensics policies and figure 9.
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Figure 8: Forensic Policies

Figure 9: Forensic Policies and Procedure

From the analysis, 65% are not aware of computer forensic policies and procedure. 
This shows that if users are not aware of the forensics then it is possible that they 
possess a major threat to the organization they are serving. According to Charette 
[2010] the threat of crippling cyber attacks on the United State telecommunication 
and other computer networks and electrical grid was increasing. The argument 
here is that malicious cyber-activities are occurring on unprecedented scale with 
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extraordinary sophistication. Forensic science is used in these cases for monitoring 
the compliance of various countries to investigate criminal cases involving a victim, 
such as assault, robbery, kidnapping, rape or murder. Sensitive information is stolen 
daily from both government and private sector network, undermining confidence in 
our information and in the very information these systems were intended to convey.

5. Conclusions and Future Work
Information has become a weapon of war, both in the military and corporate world.  
A user cannot afford unawareness of the danger of attack of this valuable resource in 
any secure system. Users must be authenticated because malicious cyber activities are 
occurring at an unprecedented scale with extraordinary sophistication. The research 
tested the hypothesis that half of the organizations don’t conduct cyber intelligence of 
the sample population of 20.Ho: µ=50% of sample population; Ha: µ≠50% of sample 
population. From the findings it shows that 15% of the organizations conduct cyber 
intelligence while 75% don’t. Since 50% is less than 75%. Therefore forensic science 
should be adopted as it uses highly developed technologies to uncover scientific 
evidence in a variety of fields. It is used in civil cases such as forgeries, fraud, or 
negligence. It can help law-enforcement hence enhancing forensic investigations.

This research survey was limited in a number of ways. Mainly the research 
sample study was small and that the findings may not be generalized in across all 
organizations. This implies that another research should be done using a reasonable 
sample population so that the finding may be generalized. However, this research 
may be of great importance to various organizations. The survey showed that 30% 
don’t agree with the need to report security incidents. This may pose a great source 
of risk to the organization. The model developed will be used as a guide to enlighten 
the novice worker who constitutes a large number of the work force. To enhance 
information security, the research proposes regular system audit to be done by trained 
personnel. The research also suggested that all employees should be trained and be 
made aware of security threats and their potential risks through the provision of the 
IRP manual and quarterly appraisals relating to cyber intelligence and computer 
forensics.The research suggests that a study be done to determine how computer 
forensic tools may enhance the application of electronic evidence in courts.

REFERENCES

AGRAWAL D., BAKTIR S., KARAKOYUNLU, ROHATGI P and SUNAR B 2007. Trojan Detection 
Using IC Fingerprinting. In proceeding of 2007 IEEE Symposium on Security and Privacy, IEEE  
pp296-310 May 2007.



31

ANDREW S. TANENBAUM 3RD Ed 2009. Modern Operating Systems Prentice Hall

CASTRO, M., COSTA, M., and HARRIS, T. 2006 Securing Software by Enforcing Data Flow Integrity. 
In proceedings of Seventh Symposium on OS Design and Implementation, Usenix pp 147-160 2006.
Council Framework Decision of 24/02/05 on Attacks against Information System. www.europa.eu/
legislation. Accessed on 15th March 2010

DENNING D. 1999. Information Warfare and security. MA Adsion-Weslay

FRANZ M. 2007. Containing the Ultimate Trojan Horse. IEEE Security and Privacy Volume 5 page 52-
56 July-August 2007

HENCHIRI O. and JAPKOWICZ, N., 2006. A Feature Selection and Evaluation Scheme for Computer 
Virus Detection. In Proceeding of sixth International Conference on Data Mining. IEEE pp 891-895, 
2006.

LEVINE LOUIS 2007. Forensic Science. Microsoft Corporation.

MEAD N.R 2004. Who is Liable for Unsecure Systems. Computer, Vol 37 pg 27-34 July 2004

TANG, Y. and CHEN, S 2007.  Automated Signature-Based Approach against Polymorphic Internet 
Worms. IEEE on Parallel and Distributed System volume 18 pp 879-892.

TIANNING ZANG XLAOCHUM, YUN YONG ZHANG 2008. A Survey of Alert Fusion Techniques 
for security Incidents. Published 20-22 July 2008 pp 475-481 Web-Age Information Management 2008. 
WIAM’8 The ninth International Conference.

ROBERT CHARETTE 2010. Will the USA be Hit with Cyber Attack in the Next Six Months. www.
spectrum.ieee.org. Accessed on 15th March 2010

VAL THIAGARAJAN B-E 2006. Information Security Management BS ISO /IEC 17799:2005 SANS 
Audit Checklist.

WILLIAM STALLING 3RD Ed 2006. Cryptography and Network security. Prentice Hall.



32

3
Fsm2 and the morphological analysis of 

Bantu nouns – first experiences from 
Runyakitara

Fridah Katushemererwe (Ms)   Thomas Hanneforth
Information Technology   Department of Computational Linguistic  
Faculty of Computing and    Institute of Linguistics
Information Technology    University of Potsdam, Germany 
Makerere University, Uganda   Thomas.Hanneforth@uni-potsdam.de 
e-mail: fkatushemererwe@gmail.com  tom@ling.uni-potsdam.de
katu@arts.mak.ac.ug     

Abstract

This paper describes the implementation of Finite State methods, fsm2 in particular, 
in automatic analysis of Bantu nouns in one of the under resourced languages, 
Runyakitara. This is the first effort towards computational analysis of Runyakitara. A 
detailed description of Runyakitara noun classes and how they were analysed using 
fsm2 is given.  In the current state of developing the system, 80% of Runyakitara 
nouns are correctly analysed.  This is a positive step in confirming the success of 
fsm2 in the analysis of morphology of Bantu languages.

Key words: Finite-State methods, fsm2, morphological analysis, Bantu languages, 
Analysis of Runyakitara
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1.1  Introduction 
The need for computational morphology as an input for other text analysis applications 
is core, but literature on computational morphology for most Bantu languages is still 
scanty. Morphological analysis of natural languages is a well studied area and finite 
state methods have already been confirmed to effectively analyze the morphology 
of natural languages [Karttunen, 2005].   Finite-state technology is considered 
the preferred model for representing the phonology and morphology of natural 
languages [Wintner, 2007]. The model has been used to computationally analyse 
natural languages such as English, German, French, Finnish, Swahili, to mention a 
few cases [Beesley and Karttunen, 2003]. Most implementations on Bantu languages 
however, have used lexc and xfst, [Beesley and Karttunen, 2003], therefore, it is on 
this basis that the fsm2 was selected to be applied on the morphological analysis of 
Runyakitara nouns so as to provide another implementation perspective.

Using finite-state methods (fsm2), a comprehensive system containing all 
significant lexemes of Runyakitara nouns was compiled. So far, the Runyakitara 
noun morphological analyser is a combination of a symbol specification, a noun 
grammar module and a replacement rule module.  The purpose of developing the 
tool is to provide sharable morphological grammar rules of Runyakitara nouns in 
an organized framework so that they can be used for other applications. Currently, 
there are no such rules for Runyakitara, yet if important language applications like 
spell-checkers are to be developed for the language; a word grammar checker is 
required.

Although Bantu languages are classified as largely agglutinative and exhibit 
significant inherent structural similarity, they differ substantially in terms of their 
phonological features implying that each Bantu language requires an independent 
morphological analyzer.

This paper focuses on the treatment of nouns of Runyakitara, a Bantu language 
in Finite-State programming environment. The description of nouns was chosen, 
because nouns constitute a major word category in Runyakitara and play a major 
role in syntactic analysis. Secondly, the noun classification system in Runyakitara 
is computationally interesting. The remaining sub-sections on section one provide 
an over-view of Runyakitara language and related research on Bantu morphological 
analysis. Section two details a Runyakitara noun morphology, while three and four 
describe the formalization and implementation processes. Section five, gives the 
conclusion and plans for future work.

1.2  Overview of Runyakitara language
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Runyakitara is a name given to the four major dialects found in Western Uganda 
namely Runyankore-Rukiga and Runyoro-Rutooro [Bernsten, 1997].  Guthrie 
[1967] classifies the languages as narrow Bantu, of Niger-Congo family, Nyankore-
kiga (E.13), and Nyoro-Ganda (E.11). The languages are spoken by approximately 
six (6) million people in fifteen (15) districts of western Uganda. The four dialects 
are mutually intelligible to the extent that their lexical similarity is between 64% 
and 94%. That is why Runyankore-Rukiga use the same standard orthography and 
so is Runyoro-Rutooro. The sub-dialects of the mentioned languages are spoken in 
the Democratic Republic of Congo (DRC) and some parts of Tanzania, but in these 
countries, each dialect has its own name; Ruhaya in Tanzania, and Rutuku in DRC. 
In Uganda, Runyakitara is a standardized term referring to the four languages named, 
and it is one of Uganda’s major languages. The language is taught at Makerere 
University (Uganda’s oldest and largest institution of learning), in some private 
universities such as Kabale University, and in some primary schools in Western 
Uganda. The language has borrowed a lot from English (the official language of 
Uganda), Luganda and Kiswahili. 

The above overview is important, because Runyakitara is a major language that needs 
research, and more so, lexical items that are borrowed tend to behave differently 
from original words of the language.

1.3  Previous work on morphological analysis for Bantu languages
Considerable amount of work has been done in utilizing finite state methods for 
Bantu language processing.  Using Xerox Finite State tools, Karttunen [2003] uses a 
realizational framework to model Lingala verb morphology.  This approach focuses 
on using replacement rules to gradually construct the verb from the root, piece by 
piece. 
The Xerox finite state technology has also been utilized in the development of the 
analyzer prototype for Zulu (Pretorius & Bosch, 2003).  This analysis uses lexc, 
xfst and replacement rules to account for the morphotactics, morpho-phonology and 
orthographical issues in Zulu language. To account for long distance dependencies 
found in Zulu morphology, Pretorius and Bosch use flag diacritics as described in 
Beesley & Karttunen, [2003]. 

Work has also been done in Swahili using a language-specific morphological parser 
[Hurskainen 1992] known as SWATWOL. This parser is a two-level analyser that 
similarly accounts for morpho-syntax and morpho-phonology of Swahili. 
Related to the above is the Swahili language manager [Hurskainen, 2004]. The 
Swahili language manager, in brief SALAMA, is a storehouse for developing 
multiple computational applications.  It is a computational environment for 
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managing written Swahili language and for developing various kinds of language 
applications. It comprises the standard Swahili lexicon, a full morphological and 
morpho-phonological description of Swahili, a rule-based system for solving word-
level ambiguities, a rule-based system for tagging text syntactically, a rule-based 
system for handling idiomatic expressions, proverbs and other non-standard clusters 
of words and semantic tagging and disambiguation system for defining correct 
semantic equivalents in English. SALAMA is language specific and it does not 
necessarily account for the types of problems encountered in Runyakitara.

Muhirwe, [2007] describes a computational analysis of Kinyarwanda morphology. 
The author applies the Xerox finite state compiler to model Kinyarwanda phonological 
alternations concentrating on orthographical rules.  It is important to note that rules 
are language dependent. Therefore, the rules for Kinyarwanda or Kiswahili language 
are not directly applicable to other Bantu languages although they belong to the 
same group – Bantu language group.

Finite state methods have also been applied to the analysis of Seswana verb morphology 
(Pretorius, 2008); tonal marked Kinyarwanda [Muhirwe, 2009; Hurskainen, 2009] 
and solutions for reduplication in Kinyarwanda [Muhirwe & Trosterud, 2009].
There is considerable work that has been done on specific languages mainly 
applying Xerox finite state methods in morphological analysis and a number of 
implementations are successful. However, the fact that Bantu languages are more 
than five hundred (500) in number means a great fraction is still unaccounted for, and 
there is evidence that Runyakitara is not yet participating in the literature available. 
In addition, fsm2 as a scripting language has not yet been applied or implemented to 
any of the Bantu languages. This makes a publication on the application of fsm2 in 
automatic analysis of Runyakitara nouns unique and relevant.

1.4  Methodology
The design of the system was done in three phases: formalization, implementation, 
and testing.  Formalization involved most of the linguistic investigation required 
throughout the course of the design. Nouns were extracted from a dictionary, 
‘Kashoboorozi y’ORunyakitara’ [2007]. Initially, manual coding was done to 
identify sub-classes on main classes of nouns. Classes that do not have prefixes also 
had to be identified manually. Also to note is that, for nouns in  Kashoboorozi, noun 
class prefixes are not marked on their entries, so manual work was comprehensive.

The core of the system is a grammar implemented in fsm2 formalism [Hanneforth, 
2009].  All the regular aspects of nouns were encoded as regular expressions following 
quasi context free grammar framework.  The replacement rules were encoded as 
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regular expressions and compiled into fsm2. The grammar and rules were composed 
together using a composition operator also catered for in fsm2.

When the model was completely implemented, it was tested using the lookup tool, 
also provided for in fsm2 [Hanneforth, 2009]. Testing was done on a corpus of 
Runyakitara nouns extracted from a weekly newspaper (Orumuri) and a teachers’ 
handbook of Runyankore-Rukiga orthography. 

2.  Highlights on Runyakitara noun morphology
Similar to all Bantu languages, Runyakitara has a noun class system.  Demuth [2003] 
describes Bantu noun classification system as such: they are realized as grammatical 
morphemes rather than independent lexical items. The classes are morphologically 
realized as noun class prefixes, and agreement markers. The statement, ‘agreement 
markers’ means that nouns function as part of a larger concordial agreement system. 
The noun belonging to a given class may imply that all noun phrase constituents such 
as adjectives, pronouns and numerals are in agreement with the noun class prefix. 
Although some writers say that the semantic productivity of Bantu noun classes has 
reduced, this may need further research because some Bantu languages are not well 
documented.

Researchers in Bantu languages agree that that noun class features are determined by 
grammatical number, semantics, (that is, whether they are human/animal/non-living 
things); and in other cases arbitrarily [Aikhenvald, 2006; Katamba, 2003]. 
In Runyakitara, a noun can be analysed as a stem and an affix; the affix is mainly 
a prefix. Suffixation occurs mainly on derived forms from verbs, adjectives and 
adverbs. This is done by adding an appropriate class prefix on one hand and by 
replacing the final stem vowel on the other. Such nouns are treated under their 
respective classes, for example, a noun omu-shom-i (reader) from ku-shom-a (to 
read), is catered for in class 1/2 for humans, and the derivational process in this case 
is not relevant. 

Nouns in Runyakitara are associated with an initial vowel as a pre-prefix to the 
root or stem. These are a, (abantu) e, (ekitookye) and o, (omuntu) as presented by 
Ndoleriire & Oriikiriza [1990]. There are rules that govern the occurrence of the 
initial vowel. If the noun class prefix has the vowel a, e.g. ba, ma, the initial vowel 
will be a, thus, amata (milk) abakazi (women). When the noun prefix has i or -, the 
initial vowel is e for example, ekitookye, emiti, etc. The initial vowel is o when the 
noun class prefix has u, omuntu (person), omuti (tree). When a noun is pre-ceded by 
a preposition such as omu (in) aha (at), the initial vowel is dropped e.g. omu muti 
(in the tree).
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Although Bantu languages have a general noun classification system, each language 
has its own unique sub-classification system, therefore, the noun classification of 
Runyakitara is considered as knowledge which should be shared.
Whereas nominal morphology is a well studied area in Bantu, classification systems 
still lack a detailed account especially when considered for computational analysis. 
This is part of what has motivated a detailed description and computational analysis 
of Runyakitara morphological grammar.

 2.1  Runyakitara noun classification system
The noun class system used in this analysis has borrowed a lot from Katamba 
[2003] and Taylor [1985]. Katamba [2003] provides a detailed comparative analysis 
of different classification systems, singling out the Bleek-Meinhof system, and its 
revisions, as standard. This has provided important insights for Runyakitara analysis.  
To cater for Runyakitara needs, Taylor [1985:124] details a classification system of 
Runyakitara nouns describing 17 classes, but with few or limited sub-classes. The 
description on a noun class system of Runyakitara given in Ndoleriire & Oriikiriza, 
[1990], has twenty (20) noun classes.  However, this description falls short of a 
numbering system and a detailed description of sub-classes which belong to either 
singular or plural. The table below, therefore, provides a detailed description of a 
Runyakitara noun class system.
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Table 1: Noun classification system of Runyakitara

There are generally twenty noun classes in Runyakitara although only eighteen are 
in use because the two are derogatory, and, tend to be ignored especially in written 
contexts. Most of the classes are paired in singular and plural, however, there are 
exceptional cases where a class is in either singular or plural as already illustrated.  
The status of either singular or plural on the table is illustrated by a null prefix in 
either case. 

Also worth noting is that, some Runyakitara nouns do not take on affixes, but will 
still belong to their semantic classes, for example, taata (Dad) in class one and 
ebaafu (basin) in class 9 do not have prefixes and suffixes.  The class where such 
nouns belong is determined by following the concordial agreement markers on the 
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noun constituents like verbs or adjectives, for example, ebaafu eyangye n’eyera (my 
basin is clean).

Derivation is productive in Runyakitara where nouns are derived from verbs, 
adjectives and adverbs. This process is done by adding an appropriate class prefix, 
and by replacing the final stem vowel, for example o-ku-ega (to study), when derived 
becomes o-mu-egi (student). Such nouns are treated under their respective classes 
determined by the prefixes. 

Compound nouns are also productive in Runyakitara. Compound nouns are a result 
of combining two or more words of different meanings to form one word with a 
single meaning. The combinations are mainly between noun and noun, verb and 
noun, and noun and adjective.  Such nouns are treated basing on the prefix of the first 
noun, but most are in class nine which is open to new words.
Reduplicated nouns are rare in Runyakitara, although they can occur in abusive 
speech, for example, omuntuntu (not-worthy a person).  Runyakitara has catered for 
those reduplicated forms of nouns that are core to the language.

3.  Formalization 
Given the above highlights on Runyakitara noun morphology, quasi context-
free grammar, specifically employing the simple substitution approach proposed 
by Mohri & Sproat [1996] is preferred as the appropriate model for Runyakitara 
morphotactics because: 

- Rules to constrain the order of morphemes are easily written and can 
 output strings.
- Noun classes with their semantic roles can easily be catered for in quasi  
 context-free grammar.

Formally a context free grammar is represented as follows:

• Context free grammar: G = [T, N, S, R]
– T, a set of terminal symbols
– N, a set of non-terminal symbols
– S, a start symbol
– R, a set of production rules of the form:
» N à T = replace N by T
Modeling Runyakitara nouns using the above approach can be as below:
Non-terminal symbols: [N]  [NP] [NR]
Terminal symbols [NP] à (omu|mu)



40

[NR] à ntu

Where N, - noun; NP - noun prefix and NR - noun root.
The question now is whether one writes rules for each and every noun root. That 
would not be feasible and the solution is to categorize noun roots according to their 
classification scheme. As a result, the categorized roots which belong to the known 
noun classes of Runyakitara were labeled with an abstract class. For example, class 
1-2 was labeled PEOPLE, so that all roots that belong to that class are given a 
symbol representing roots. The PEOPLE symbol class will then be substituted into 
grammar.

Below is a table detailing the symbols given to different classes:

Table 2: Classes and symbols representing roots
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When the symbols representing roots are incorporated into the grammar, it looks 
like the extract below:
Non-terminal Symbols
[NOUN] --> [NOUN_PREF1][NOUN_ROOT1]
[NOUN] --> [NOUN_PREF1][NOUN_ROOT1A]
Terminal Symbols
[NOUN_PREF1] --> (omu|mu) [NOUN_PREF_1S 1s=npref1s]
[NOUN_PREF2] --> (aba|ba) [NOUN_PREF_2P 2p=npref2p]
[NOUN_ROOT1] --> [PEOPLE] [NOUN_ROOT_PS Ps=class1]
[NOUN_ROOT1A] --> [CREATOR] [NOUN_ROOT_1SI 1Si=singular1]
Runyakitara noun grammar extract

4.  Implementation
The grammar is implemented using fsm2 [Hanneforth, 2009], a scripting language 
within the framework of finite state technology. Finite-state technology is considered 
the preferred model for representing the phonology and morphology of natural 
languages [Wintner, 2007]. The model has been used to computationally analyse 
natural languages such as English, German, French, Finnish, Swahili, to mention 
a few cases [Beesley and Karttunen, 2003], and its main advantage is that it is 
bidirectional – it works for both analysis and generation. It is on this basis that the 
technology was selected to be applied on the morphological grammatical analysis of 
the Runyakitara noun.

Fsm2 was chosen as a resource tool for a morphological grammar of Runyakitara 
nouns because of a number of reasons: i)  it supports a full-set of algebraic operations 
defined on both unweighted and weighted finite state automata and weighted finite 
state transducers [Hanneforth, 2009]. Algebraic operations are useful to design 
complex morphological analyzers in a modular way. ii) fsm2 supports a number of 
equivalence transformations which change or optimize the topology of a weighted 
automation without changing its weighted language or relation, that is an automata 
can be minimized, determinized, optimized etc; iii) fsm2 uses symbol signatures 
which map symbols to numbers that are internally reconised by the automata. Symbol 
signatures are useful in language modeling since every word in a language constitutes 
an alphabet symbol, and a task of a developer is to define symbols that represent 
morphemes and their categories. iv) fsm2 provides an efficient way of compiling 
morphological grammars where the co-occurrence of roots and inflectional affixes 
common in Runyakitara is easily accounted for. 
Fsm2 is able to load lexicons, grammars and replace rules defined by the morphology 
developer. It is able to automatically transform rules into transducers.
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4.1  Application to Runyakitara nouns
The noun morphological system is built on a modular basis comprising a special 
symbol module/file, a noun grammar module and a replacement rule module. The 
three are composed together, and the result is a single finite state transducer. 
The following diagram demonstrates the overall architecture of a noun morphological 
system:

Figure 1: Noun morphological system architecture

4.1.1 A symbol specification module provides a unique mapping from user-defined 
symbols which are letters, categories, to integers (numbers) which are used internally 
by the automata and the operations. A symbol signature maps symbols to their 
internal integer representation on a one-to-one basis to allow symbolic computation 
[Hanneforth, 2009]. A symbol specification module for a noun is loaded first in fsm2 
before any other file is loaded.

4.1.2  Noun grammar module
The grammar module consists of a sub-set of quasi context-free rules accounting for 
concatenative nature of Runyakitara noun morphology. The grammar contains a large 
number of rules, but we present a sample, exemplifying the principles underlying the 
overall organization of the grammar:
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Non-terminal Symbols

[NOUN]  [NP1S] [NROOT1]  # omu-ntu (person)
[NOUN]  [NP2P] [NROOT1] # aba-ntu (people)
[NOUN]  [NP3S] [NROOT3] # omu-ti (tree)
[NOUN]  [NP4P] [NROOT3] # emi-ti (trees)

Terminal symbols:
   
   [NP1S]  omu
   [NP2P]  aba 
[NROOT1]  ntu
   [NP3S]  omu
   [NP4P]  emi
   [NROOT3]  ti

An extract of a noun context free grammar
Notes
[NP1S] – Noun prefix class 1 singular
[NP2P] – Noun prefix class 2 plural
[NP3S] – Noun prefix class 3 singular
[NROOT] – Noun root 1
[NROOT3] – Noun root for class 3
[NP4P] – Noun prefix class 4 plural

The above rules cater for prefixes and a root, and are able to give an output of one 
root at a time. Since writing rules for each root is not feasible, fsm2 provides two 
possibilities of catering for roots when developing a morphological analyzer:

a) Include statement. This works in the sense that one writes a sub-grammar 
containing roots (either verb or noun) preferably in a separate file, then includes the 
roots into the grammar of prefixes and suffixes using the ‘#include’ command. For 
example, (i) is a grammar for class one nouns:

(i) [NOUN]  [NP1S][NROOT1]
[NP1S]  omu
#Include [NROOT1] 

[NROOT1]  ntu
[NROOT1]  shaija
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[NROOT1]  kazi
[NROOT1]  gyenyi

#Include VROOT1 will include ntu, shaija, kazi, and gyenyi noun roots into a 
grammar of ‘noun prefix 1 singular and noun root1.’ The above grammar is catering 
for the following nouns: omu-ntu (person), omu-shaija (man), omu-kazi (woman) 
and omu-gyenyi (visitor).

This is the approach selected to implement Runyakitara nouns because it is easy to 
implement.

b) The second approach is to write lexicons for each class of noun roots, then 
use a substitution approach to include them in the grammar. Roots, already categorized 
into noun classes are catered for by lexicons, that is, lexicons are built for each noun 
class, compiled into Finite State machines, assigned to nonterminal symbols which 
in turn are replaced by the corresponding Finite State Machines in the Finite State 
Machine representing the main noun grammar. The substitution operation supported 
by fsm2 is able to substitute the roots into the grammar. Therefore, NROOT, as 
illustrated above, can stand in for many roots of various noun classes.

 
4.1.3  Morphotactics
The output from the noun context free grammar is still a set of morpheme concatenations 
forming strings but some are still abstract concatenations (morphotactics) without 
proper phonological and orthographical representation. The following can represent 
a sample of an output of a Runyakitara noun grammar from fsm2:
 
omuegi : omu[NOUN_PREF_1S 1s=npref1s]egi[NOUN_ROOT_PS Ps=class1]
omuegizo : omu[NOUN_PREF_3S 3s=npref3s]egizo[NOUN_ROOT_3SI 
3Si=singular3]
omuegoojooro : omu[NOUN_PREF_3S 3s=npref3s]egoojooro[NOUN_ROOT_3SI 
3Si=singular3]
omueguzi : omu[NOUN_PREF_1S 1s=npref1s]eguzi[NOUN_ROOT_PS 
Ps=class1]

Output extract from a noun grammatical system

The above four examples: omuegi, omuegizo, omuegoojooro and omueguzi are 
valid morphemes in Runyakitara, representing correct grammatical information, 
but are not correctly spelt and well pronounced words.  The grammatical forms are 
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omwegi, omwegizo, omwegoojooro and omweguzi. This calls for a change of u to 
w in all cases. Such and many cases of phonological and orthographical nature have 
been catered for by replacement rules.

4.1.4  Replacement  rules
Rules here cover morpho-phonological and orthographical occurrence. These 
phenomena are catered for by replace rules. Replacement rules are compiled into 
finite-state automata. Fsm2 provides for conditional and unconditional replace rules. 
An expression:

α -> β / γ_δ

states that: replace alpha by beta whenever alpha occurs in the context of lambda 
on the left and delta on the right can be manipulated by fsm2. Some examples 
of replacement rules that were included to account for morpho-phonological and 
orthographical processes are indicated below:

a) u -> w / m_ (a | o | i)
The above rule means: replace u by w, whenever u occurs between b and a or o 
or i. This kind of rule will change omu-egi to omwegi, omu-egizo to omwegizo, 
omu-egoojooro to omwegojooro and omu-eguzi to omweguzi; all are well formed 
Runyakitara words. 

A sub-set of replacement rules for Runyakitara nouns was developed following the 
above framework.  The rules in this category are able to delete, substitute, and insert 
symbols in the string as long as the context is clearly defined.

The grammar transducer, and the context rule transducer are composed together and 
the result is a single transducer outputting grammatical Runyakitara verbs.

5.   Grammatical output 
The output of a verb grammar includes morphemes, their categories and features. 
The following is a sample output of a noun morphological system:

abaakiizi : aba[NOUN_PREF_2P 2p=npref2p]akiizi[NOUN_ROOT_PS Ps=class1]
abaambari : aba[NOUN_PREF_2P 2p=npref2p]ambari[NOUN_ROOT_PS 
Ps=class1]
abaambuzi : aba[NOUN_PREF_2P 2p=npref2p]ambuzi[NOUN_ROOT_PS 
Ps=class1]
abaami : aba[NOUN_PREF_2P 2p=npref2p]ami[NOUN_ROOT_PS Ps=class1]
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byetengo : bi[NOUN_PREF_8P 8s=npref8p]etengo[NOUN_ROOT_8PL 
8Pl=plural8]
byevugo : bi[NOUN_PREF_8P 8s=npref8p]evugo[NOUN_ROOT_IT It=class7]
byeyariro : bi[NOUN_PREF_8P 8s=npref8p]eyariro[NOUN_ROOT_8PL 
8Pl=plural8]
byeyemekye : bi[NOUN_PREF_8P 8s=npref8p]eyemekye[NOUN_ROOT_IT 
It=class7]
byeyera : bi[NOUN_PREF_8P 8s=npref8p]eyera[NOUN_ROOT_8PL 
8Pl=plural8]
byeyerezo : bi[NOUN_PREF_8P 8s=npref8p]eyerezo[NOUN_ROOT_IT 
It=class7]

From the above output, the information on a noun is captured. Taking the first noun 
as an example, aba is captured as a noun prefix for class two and it is a plural marker. 
Akiizi is a noun root for people and it is in singular form. 
 
Interestingly, there is a noun abaami and baami all meaning the same noun but used 
in different circumstances. As already mentioned, nouns which do not have prefixes 
like baami (chiefs/men) are preceded by a preposition.

6.  Testing

Testing is one of the complex tasks in morphological analyzer development [Beesley 
and Karttunen, 2003], therefore it needs a lot of care and patience. One of the 
important aspects of fsm2 is the testing functionality to aid developers test and debug 
morphological analyzers. The fsm2 testing functionality can be described as:

 
Figure 2: Testing process in fsm2
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Applied to Runyakitara, Runyankore-Rukiga nouns were extracted from the weekly 
newspaper (Orumuri) and a Runyakore orthography reference book, [Taylor, 1957]. 
That constituted our testing raw material. Using the lookup operation provided by 
fsm2, the words were looked up in the analyzer and the result was two files: one of 
analysed forms and another of unanalyzed forms. The unanalyzed forms were re-
examined for further consideration into the noun morphological system.

The following table provides the results:

Table 3: results

The above results indicate that the noun system of Runyakitara in development has so 
far registered success by analyzing 80% of running text. The 1127 forms which were 
not analysed were not yet included in the system. All the 4472 strings were correctly 
analysed, both recall and precision are 80%. This is a positive remark on the ability 
of fsm2 to analyse noun morphology of Runyakitara. During the debugging process 
(which is our next step) the 1127 unanalysed forms will be processed and included 
into the noun grammar. 

6.1  Applications of Runyakitara noun system
The output which the noun system of Runyakitara generates can be used as an input 
for other applications such as:
- spell checker of Runyankore-Rukiga
- dictionary since the system can output lemmas 
- syntax analyser of Runyakitara
- language learning system for vocabulary and grammar depending on how it can 
be developed 

7.  Conclusion and future research
This work demonstrates the application of finite state approach in the analysis of 
Runyakitara noun morphology. Language specific knowledge and insight have been 
applied to classify and describe the morphological structure of the language, and 
quasi context-free and replace rules have been written to account for grammatical 
nouns of Runyakitara.

The research results presented above describe the first efforts aimed at building a 
morphological analyser of Runyakitara, a Bantu language with limited electronic 
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resources.  The system results from a combination of Item-and-arrangement and 
Item-and-Process models as proposed by Hockett, [1954; 1959] and it is evident that 
the models are applicable for Runyakitara morphology.

Specifically, this work demonstrates:
a) the first computational description of the orthography of the Runyakitara  
 nouns
b) proof that the fsm2-inspired approach (context free grammar 
 plus Replacement rules) is applicable to a morphologically complex 
 Bantu language, Runyakitara
c) a computational framework of the noun classification system of 
 Runyakitara. This is not existing in any Runyakitara text book, but was   
 devised in this research for computational purposes.

Future research: The entire plan for this research is to cater for all Runyakitara word 
categories to be a analysed by fsm2.  The overall aim is to develop a comprehensive 
morphological analyser of Runyakitara. The morphological analyzer will be an 
input for many other planned applications such as learning systems and machine 
translation.  

* The authors would like to acknowledge the continued support and expert advice of Prof. Arvi Hurskainen, 
of Helsinki, Finland and Prof. John Nerbonne of the University of Groningen, The Netherlands. 

This paper is a result of the six month visiting research period in Germany, supported 
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Abstract

This study presents how the legislative knowledge pertinent to the passage and/or 
consequently non passage of legislation is captured and processed using artificial 
neural network techniques. Qualitative data on the influence the environmental 
factors (social, political, economical, cultural and other emerging factors) have 
on legislative drafting practices were collected given their role in determining 
legislative passage.

Two classifier techniques, artificial neural networks and the nearest neighbour 
were trained using 200 legislative data and tested using 100 legislative data and 
the performance results were at 0.71 for the nearest neighbour technique and 0.72 
for the artificial neural network for passable legislation. Artificial neural network 
model is proposed for purposes of this study given its performance and flexibility. 

Key Words: Artificial Intelligence, Artificial Neural Network, Nearest 
Neighbour Classification, Legislative Drafting, Model, Optimization.
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1.  Introduction
Voermans and Verharen, [1993] are of the view that legislative drafting as a 
pertinent component of law-making process involves making decisions from a set 
of alternatives. It is a process in which the legislative draftsman weighs different 
alternative solutions. In artificial intelligence-oriented systems, an attempt is made 
to represent the knowledge needed to solve a certain legal or legislative problem in 
a way which allows computer systems to ‘reason’ with it. The duo are of the view 
that building such artificial intelligence-based systems requires accurate insight into 
how specific legal problems are solved and the kind of specific knowledge used 
during the problem solving process. Legislative drafting involves a much different 
and complex knowledge and reasoning to be represented in a computer system.

However, AI-based tools can be achieved through building tools for specific parts of 
the legislative decision-making process.

Artificial Intelligence (AI) has been successfully introduced to evaluate legislative 
drafts and verify whether drafting requirements have been met [Voermans and 
Verharen, 1993]. 
The relationship between Artificial Intelligence and Artificial Neural Networks 
(ANNs) is derived from the contention of Collins and Tricot [2008]  that in theory 
ANN’s  adjustment of weights is a form of ‘learning’ and therefore ANN is considered 
a form of artificial intelligence.

Although compliance with drafting requirements imply a good draft that could be 
passed into law, Crabbe [1993] sums up the basis of legislative drafting to the effect 
that the end product of legislative drafting should take cognizance of the cultural, 
economic, political and social conditions of the society within which it is intended to 
operate; and that any of these or a combination thereof forms the basis of legislative 
drafting.
 
The legislative drafting process is built on the basic unit of language - a sentence, 
which constitutes the provision to sanction, prohibit, mandate or even protect a given 
right. Every provision of a bill thus must constantly, where applicable, address the 
questions of: ‘who’, ‘when’, ‘where’, ‘why’, ‘which’ and ‘how’ aspects of the bill 
[Crabbe, 1993]. Complying with all these questions may raise other questions and 
Crabbe [1993] contends that a satisfactory answer to these raised questions would 
address the objectives of the intended law, the essence of which are tabulated 
below:
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Table 1

The contention therefore, is that addressing the questions of ‘who’, ‘when’, ‘where’, 
‘why’, ‘which’ and ‘how’ aspects of the bill (which forms compliance with the 
drafting instructions and the ingredients that a workable bill should have) without 
considering the likely impact of the social, political, economic and cultural conditions 
(environmental factors) of society at a given time, does not reflect a complete measure 
on the passage of a given bill into law. 

This measure could be achieved if a tool is introduced to address the extent to which 
the environmental factors influence the passage of a given law. This would involve 
identifying these factors and determining the influence each of them have for a bill 
to pass into law. The derived information will also help determine the underlying 
reasons for non-passage.

Therefore the event of a bill being classified as good or bad will depend on the extent 
to which the environmental factors influence are accommodated.

2.  Legislative Drafting Problem
Legislative drafting is a complex decision-making process requiring great skill and 
knowledge aimed at the enactment of legislation [Voermans and Verharen, 1993]. 

The search for the optimal solution in the solution space involves the use of 
decisions based on convincing arguments. The most convincing arguments will be 
the arguments which rate very high in the legislative discourse in which legislative 
draftsmen come together with politicians, members of parliament, interested parties, 
lobby groups, etc. [Hage, 1993]. Likewise, the search for authoritative arguments 
and their appropriateness is a process which can be conceptualised, modelled and 
formalised into computer systems.
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2.1  Classification Problem
The most frequently encountered decision making tasks of human activity is the 
one of classification. The task of classification occurs when an object needed to 
be represented by a feature vector is to be assigned to one of the many predefined 
classes. The aim of classification is to find a classification decision model that 
minimises the number of classification errors on future or test data, that is, the data 
that has not been used to build the model.  Many problems in business, science, 
industry and medicine can be treated as classification problems. Examples cited in 
literature include bankruptcy prediction, medical diagnosis, quality control, speech 
recognition, and handwritten character recognition [Mitchell, 1997]. 

The classification problem then requires the formulation of a model and the 
decision rule or mapping function with which a classification problem can be solved 
[Negnevitsky, 2002]. If the decision rule is known, the development of a classifier 
will perform classification using the selected features and the decision rule. However, 
if the decision rule cannot be formulated and formalised, then the classifier could be 
used to develop the rule from the learning process.

In most of the classification problems, the formalisation of the decision rule is very 
difficult or impossible at all [Negnevitsky, 2002]. In learning processes, knowledge 
is accumulated from previously encountered training examples. The learning process 
is successful if the trained model is able to approximate the decision rule.  Human 
beings use the brain to carryout complex classification tasks very successfully once 
exposed to learning examples.

3.  Artificial neural network 
A neuron is a specialised biological cell that processes information. It’s composed 
of a roughly spherical cell body called soma. The signals generated in soma are 
transmitted to other neurons throughout reaching tree-like branches, the axon 
and the dendrites. At the terminals of these dendrites are the synapses. A synapse 
is an elementary structure and functional unit between two neurons [Mitchell, 
1997]. When the signal reaches the synapse’s terminal, certain chemicals called 
neurotransmitters are released. The neurotransmitters diffuse across the synaptic gap, 
to enhance or inhibit, depending on the type of the synapse, the receptor neuron’s 
own tendency to emit signals. The synapse’s effectiveness can be adjusted by the 
signals passing through it so that the synapses can learn from the activities in which 
they participate.
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The ability to learn is fundamental to intelligent computer systems. Although 
a precise definition of learning is difficult to formulate, a learning process in the 
context of ANN can be viewed as the problem of updating network’s connection 
weights from training examples so that the network can effectively perform a specific 
task [Mitchell, 1997]. The network’s performance improves over time by iteratively 
updating the weights of the network. Instead of following rules specified by a human 
expert, ANNs appear to learn underlying input to output relationships from a given 
collection of representative examples.

The brain is a highly complex, nonlinear and parallel information processing system 
comprising basic processing units, the biological neurons [Kaastra and Boyd, 1996].  
For example, many tasks that human beings and animals perform very fast and easily 
are still hard for conventional computers. A number of attempts have been made 
to investigate and model the functionalities of the brain. These models developed, 
exhibit some form of learning abilities that form the basic notation of intelligent 
systems.

Artificial neural networks are powerful and flexible methods have been successfully 
used for pattern recognition, classification and forecasting, [Kaastra and Boyd, 
1996]. Artificial neural network, as defined by Pankaj [2008], is an interconnected 
group of artificial neurons that uses mathematical model or computational model for 
information processing based on a connectionist approach to computation. ANNs 
are practically non-linear statistical data modelling tools, which are applicable in 
modelling complex relationships between inputs and outputs or finding patterns in 
data.

The application of ANN to legislative drafting practices is seen in its flexibility which 
makes it adaptable. Where it cannot solve a given problem (due to changes in a 
given parameter, or the external environment, for example) then the inputs, outputs, 
number of layers, number of elements per layer, connection between the layers, the 
summation transfer, training algorithms and internal weights can be reviewed to 
achieve desired results [Negnevitsky, 2002].

Its flexibility can be further derived from Pankaj’s [2008] definition, that ANN is 
an adaptive system that changes structure based on external or internal information 
that flows through the network. In applying the classification technique adopted by 
Artificial Neural Network on a given legislation, to determine its passage or not, the 
choice from which a decision can be made is reduced to a binary classification which 
is the dictated threshold to be achieved in this study. 
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The application of artificial neural network techniques is being introduced at the 
critical stage of the drafting process requiring decision making and determining 
whether a given piece of legislation will pass into law, once the environmental factors’ 
influence have been accommodated. ANN is introduced to predict the passing and 
non passage of legislation.

4.  Legislative Drafting Model
The main actors in the legislative drafting process are the Executive (originate 
the legislative policy), Legislature (debate and pass the law) and the Judiciary 
(implements the law) as represented in Figure 1. The drafting process is guided by 
the operations of these actors and drafting principles, checklist or requirements from 
the Draftsman. The external/environmental factors however influence the legislative 
drafting process from conception (Executive), its drafting stage (Draftsman), and 
its passage (Legislature).  The implementation phase (Judiciary), which is a post 
drafting stage may raise legal and constitutional issues, which are accommodated 
at the Executive stage, involving amendment of the laws or even enactment of new 
laws as a result of dictates by the environmental factors. 

Figure 1 Legislative Drafting Model

l
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Figure 2 Proposed Legislative Drafting Mode

This overall aim of introducing ANN between the drafting process and legislature 
stages is to reduce on the chances of the legislation’s non-passage into law. The 
application of the MLP into the foregoing representation is being introduced at this 
critical stage of the drafting process requiring decision-making and determining 
whether a given piece of legislation will pass, once the environmental factors’ 
influence have been accommodated. 

The design of the model in Figure 2 takes care of the social, political, economical, 
cultural and other emerging issues as external/environmental factors, represented as 
the five input parameters at the input layer of the ANN.  The network processes the 
inputs and outputs the passage or non passage of the legislation.

 4.1  Data acquisition and processing
A total of 300 legislative data was collected from legislative drafting experts and 
practitioners, law makers, policy makers and the law implementers. Corroborating 
data in the form of documentary analysis and investigations augmented this process. 
Each of the legislative data collected was subjected to a rating/scaling technique 
given each of the environmental factor’s influence on it on a scale of 5, 4, 3, 2, and 1, 
respectively. The environmental factors identified being Social, Political, Economical 
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and Cultural. An additional attribute (Others) was introduced in the study to take 
care of emerging trends and developments in the legislative drafting practices in the 
country. Some of the indicators for each of the environmental factors’ influence are 
highlighted below:

(i) Political factors (International institution/community outcry or support;  
 internal politics/government influence or support; internal opposition from  
 political parties or support; society in riots or support, etc). 
(ii) Social factors on for example Marriage law (dowry or no dowry; age limit  
 or none; form of celebration, recognition  of cultural factors , recognition  
 of foreign cultures, etc)
(iii) Cultural factors on for example marriage law, anti-homosexuality   
 bill (advocacy on form of marriage-cultural or civil; proponent or   
 opposition to abolition of bride price; foreign principles, external 
 influence from donor communities, etc)
(iv) Economic factors ( positive budgetary implication, negative budgetary   
 implications, burden on the tax-payer, relief on taxpayers, level of 
 economic growth, etc);
(v) Others (human rights issues, international/external influence/development  
 partners/donors, etc)

The foregoing environmental factors’ influence on a given bill was found to depend 
on the nature of the bill. During the rating and scaling of legislative data, at the data 
collection stage, this component was factored in. 

Some of the factors however were cross-cutting across most of the 300 legislative 
data collected; political, economical (being dominant in all) and social, cultural and 
others’ dominance were dependant on nature of legislative data.

Each of the legislative data collected formed an input into the network; 200 of which 
were training data and 100 formed the testing data. The test results, performance 
using artificial neural network technique and a comparison of performance with 
the Nearest Neighbour Technique are reported in the presentation of result and 
discussion section.

4.2  Legislative Drafting Support Systems 
Voermans and Verharen [1993] are of the view that legislative support systems 
should be developed in accordance with the specific characteristics of legislative 
activities as opposed to application of the standard approaches of legal knowledge 
base development. This, according to them, does not rule out the relevance of 
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legal computer science and Artificial Intelligence techniques for certain legislative 
activities, even though they are dependent on legal knowledge.

The duo address the use of legal informatics to assure rationality of legislation and 
argue that artificial intelligence can be employed to analyze and assist in law making, 
much the same way as it has been used to simulate legal reasoning by judges. They 
illustrate the use of Artificial Intelligence in the development of the Legislative 
Design and Advisory System (LEDA) which guides users through an interactive 
drafting checklist and assesses legislative drafts to verify whether important drafting 
requirements are met. 

However, Hage [1993] contends that the development and maintenance of 
legislation has a lot in common with the development and the maintenance of 
software, calling for intelligent Computer Assisted Legal Engineering Tools. He 
contends that information network can be used for legislative drafting, maintenance 
of legal knowledge systems, version management of legislation, and development 
of documentation of legislation. The network makes it possible to link connected 
pieces of information from different representations of the law.

Koerdelaas [1993] designed a system-Expertisze which was used to detect defects 
in the legislation. The text of the legislation was first modelled using the Knowledge 
Representation Language (KRL) and the knowledge base. The knowledge base was 
compiled and the system was able to model and detect errors in 13 sections of the 
law which formed a substantial portion of the law. The foregoing Expertisze System 
by Koerdelaar’s [1993] was successfully used, albeit, at the post drafting stage. 

The foregoing systems, among others have been used to support the legislative 
drafting process with success given their functionalities, however, for purposes 
of this study determining the passage and/non passage of a bill would require an 
approach which in its design accommodates the influence of the environmental 
factors in the legislative drafting process, compliance with drafting requirements 
notwithstanding. 

Crabbe [1993] summed up the basis of legislative drafting which should of essence 
accommodate the environmental factors, and the proposed model aimed at capturing 
the influence the environmental factors have in the passage and/or non passage of a 
legislation using artificial neural networks’ techniques of classification.

Multilayer Perceptron (MLP) Classifier and training algorithm
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The study adopts a multi-layered feed forward neural network. The network 
propagates the input pattern from input layer to upper layers until the output pattern 
is generated by the output layer. If this pattern is different from the desired output, 
an error is calculated and then propagated backwards through the network from the 
output layer down to the input layers. The weights are automatically modified as the 
error is propagated [Negnevitsky, 2002].

Legislative drafting being a problem solving process which is not linearly separable 
can be amenable to the technique of multi-layer neural networks/perceptron. This 
network defines its layers, in the neural net, as follows (Pankaj, 2008):

(a) input layers; this is the first layer, composed of the of artificial neurons 
 that receive neurons and combine them;  
(b) hidden layers/ units; this is a layer of artificial neurons between the layer  
 connected to inputs and the layer connected to outputs; it may not be clear  
 to a human observer what the individual units in this layer presents; and
(c) output layers; this is the final layer, composed of artificial neurons that   
 combine results from the neurons in the hidden layer and produce outputs.

According to Negnevitsky [2002] the most popular method of training a multilayer 
perceptron is the back propagation, which is a supervised method of learning with 
the algorithm taking two phases. The supervised learning paradigm is employed 
in the ANN to learn the relationship between the input and the desired output 
[Pankaj, 2008]. The training data will consist of input objects (different rated/scaled 
legislative data) and desired outputs. The goal is to have the output function classify 
the legislative data’s passage into law accordingly.

4.3  Learning in MLP networks
Scholarly literature in this field shows that the connection weights and threshold 
in a neural network are adapted during training to a given desired network output. 
By changing the connection weights of the network through various algorithms, 
the neural networks can be adapted to estimate a given function. The input layer 
of the network has a set of n synaptic connections to the n inputs. Each of them is 
characterized by a weight. Each of the neurons in the proceeding layers has similar 
connections until the output neuron of the output layer. A signal xi, i=1, …, n at the 
ith input is multiplied (weighted) by the weight wi, i=1,…, n. The weighted input 
signals are summed. Thus, a linear combination of the input signals is obtained.  A 
“free weight” (or bias), which does not correspond to any input, is added to this 
linear combination and this forms a weighted sum. A nonlinear activation function 
φ is applied to the weighted sum. A value of the activation function is the neuron’s 
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output. At every neuron in the network, this is done till the network output is 
processed [Mitchell, 1997]. If threshold (T) is the desired output of a network for 
a certain input vector and Y be an actual output of a network then if T=Y, there is 
nothing to learn.  However, if T≠Y, then a neuron has to learn, in order to ensure that 
after adjustment of the weights, its actual output will coincide with a desired output. 
The error-correction learning rule determines how the weights must be adjusted to 
ensure that the updated actual output will coincide with the desired output. 

Mitchell [1997] contends that the learning algorithm consists of the sequential 
checking for all vectors from a training set, whether their classification is recognized 
correctly or not. If so, no action is required to the current weight set. If not, a learning 
rule must be applied to adjust the weights. This iterative process has to continue for 
all vectors from the training set until their classification will be recognized correctly 
or it will not be recognized just for some acceptable small amount of samples from 
the training set. 

The backpropagation algorithm was developed in the 1970s but became prominent 
in the 1980s and is still the most commonly employed learning algorithm for multi 
layered feedforward neural network However several optimization modifications 
have been made to it over the years. The steepest gradient descent and stochastic 
conjugate descent algorithms are some of the commonly mentioned in literature 
[Mitchell, 1997]. 

4.4  Nearest Neighbour Classifier and training algorithm
Yang, et al. [2007] contend that the nearest neighbour (NN) or K- nearest neighbour 
(K-NN) algorithm has to be designed for each query point. The distance measure 
between the query point and all the training data are calculated, and the query point 
is assigned the class label that most of the K-closest training data have. The KNN 
algorithm assumes that all the data points correspond to points in the d dimensional 
space. If the number of training data is N, then N such distances are calculated, and 
the closest K-training data are identified as neighbours.

The K nearest neighbor classification method is a simple and appealing approach to 
this problem of classifying objects: It finds the K nearest neighbors of query object 
in the training set, and then predicts the class label of the query object as the class 
most frequently occurring in the K neighbors. Such a method produces continuous 
and overlapping neighborhoods and uses them for each individual query so that all 
points in the neighborhood are close to the query, to the extent possible.
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Leading authors however, contend that the nearest neighbor classification becomes 
computationally less appealing with finite training samples, due to the curse of 
dimensionality. Severe bias can be introduced in the nearest neighbor method in a 
high dimensional input feature space with finite samples. As such, the choice of a 
distance measure becomes important in determining the outcome of nearest neighbor 
classification. 

5.  Presentation of results 

(i) Data collection and analysis
A total of 300 legislative data collected from legislative drafting experts and 
practitioners, law makers, policy makers and the law implementers were subjected to 
a scaling/rating technique depending on each of the environmental factors’ influence 
on each of them. Data collected comprised both passed legislation and legislation 
pending passage into law. The aim here was to determine the degree of influence of 
the environmental factors that facilitated passage of the already passed legislation 
and predict the likelihood of passage for the pending bills by still subjecting them 
to influence of the social, political, economical and cultural factors. An additional 
attribute (others) was introduced in the study to take care of emerging trends and 
developments in the legislative drafting practices in the country.

Data collected had a percentage distribution of 210 passed legislation and 90 bills 
pending passage during the period 1986 and March, 2010. Needless to mention, is 
that by the time of data analysis, some of the bills analysed were already passed into 
law.

Each of the legislative data collected was subjected to a rating/scaling technique 
given each of the environmental factor’s influence on it on a scale of 5, 4, 3, 2, 
and 1, respectively, by the relevant experts, for ease of capture by the network and 
implemented using MATLAB programming language.

The 300 legislative data were split into 200 training data sets and the evaluation of 
performance was done on the 100 distinct test data sets. 

(ii) Parameter Optimization
The parameters of the network, number of neurons in the hidden layer, the algorithm 
learning rate, and momentum applied were adjusted to speed up the learning. The 
parameters were experimentally determined which is quite time consuming. Table 
2 and Table 3 show how the network structure and training algorithm were derived. 
The input parameters were normalised to have them in the forms that support the 
activation functions used. 
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(iii) Results 
Experimentally, different network structures were used and the results are indicated 
in Table 2.  A 5:3:1 network structure performed to satisfying results with 0.28 error 
rate.

Table 2 ANN Structure

Given the 5:3:1 network structure that performed with satisfying results, the same 
network was subjected to five different learning algorithms and results are indicated 
on Table 3, below. 
The network was adaptable with satisfying results using training algorithms of 
gradient descent backpropagation with momentum with an error rate of 0.28.

Table 3 Learning Algorithms

(iv) Comparison of the ANN results with the Nearest Neighbor Techniques
The nature of the legislative data to be classified usually influences the classifier 
performance and a comparison in this study has been done using two classifier 
techniques as tabulated below. This technique has been introduced to play an 
evaluation role to the ANN’s performance.

Table 4 show the test results and performance using the K-Nearest Neighbour 
Technique and Table 5 showing the error rate for each classifier.
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Table 4 K-Nearest Neighbour and structure

Table 5 Performance Comparison-KNN and ANN

Discussions 
The most critical stage in legislative drafting is harmonizing government interest 
and the expectation of the governed (Society). This must of essence, involve the bill 
meeting the expectations of the social, political, economic and cultural aspects of the 
governed and/or prevailing at a given time. 

The experiment follows the principle that bills are drafted to be passed into law and 
that the environment factors’ influence has to be factored in the legislative drafting 
process. The same principle can apply to underscore reasons for considering why 
bills fail and are not passed.

A 5:3:1 multilayer perceptron network structure performed to satisfying results with 
0.28 error rate for passage of legislation. A comparison of the two techniques was 
done to determine performance and suitability for legislative drafting practices. 
Looking at table of results for K-NN, we note that with over tuning the recorded 
result was achieved yet ANN techniques still performed to expectation of the study.

This classification approach does not explain how results are arrived at although 
performance as a general concept is emphasised. Needless to mention, it does not 
show instances where there are conflicting opposing forces influencing the passage/
non passage of a bill, although the output is in one direction- a passage with a given 
measure in passage. 
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The functionality of this approach does not peg any formula to achieve a given 
performance. This could only be achieved experimentally.  This likewise applies 
to the process of obtaining best structures and the algorithm. Given the size of the 
structure of this model, it is envisaged that its applicability to a big structure is time 
consuming and the repetitive/iterative approach is equally time consuming.

6.  Conclusion and Recommendations
The research findings aim at informing and influencing policy and practices in 
the country’s legislative drafting practices. Notably according to data collected, in 
order of priority, for a developing country like Uganda generally, is the political, 
economical, social, cultural and others (human rights, international intervention, 
etc) factors influencing legislative passage. The approach adopted however reports a 
collective influence on the legislative process.

The same technique can be replicated to determine likely factors that may undermine 
the passage of any legislation, given the fact the environmental factors influence are 
part and parcel of the legislative drafting process.
 
In order to capture data, scaling and rating of each of the environmental factors’ 
influence could only be done by the experts, yet interesting avenues could be explored 
on how to capture this knowledge, given the time consuming factor. 

However the extent to which ANN is amenable to the legislative drafting practices 
in the country is promising given the performance results reported.

The influence of environmental factors cannot be underestimated, yet the law 
making actors need to check the absurdities that characterise some of the demands 
of the environmental factors. The need to strike a balance, at the earliest opportunity, 
between the legislative drafting process and the environmental factors for an effective 
legislative process can be achieved since their influence is known to have an impact 
at all the stages of the legislative drafting process.

The changing face of the environmental factors (past, present and future) also plays 
a big role in the legislative process and should be considered in the design of models 
regulating legislative drafting practices. 

7.  Future Work
The life of a given legislation, once passed into law, is occasionally influenced 
by the Constitution, which is the grand law of a given society. A constitutional 
dictate may at a given time influence all existing legislation despite the dictates 
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of the environmental factors for passage. The need for a harmonising model to 
take into account the societal changes that impact on the life of legislation and the 
constitutional implications could form an extension of this study. Noteworthy is the 
fact that the Constitutional making process in most jurisdiction, like any other law, 
is also influenced by the social, political, economic and cultural condition of the 
society at a given time.
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Abstract
In this paper, we propose a Web-based Productivity Analysis and Reporting Tool 
(W-PART) for applications that necessitate gathering productivity data from remote 
sites for a given business entity. W-PART is aimed at reducing on productivity 
data entry and analysis workload from a central input point. Other benefits that 
we expect to realize from the tool include reduction of data loss and time taken 
entering productivity data. The tool is generally aimed for utilization by any given 
organization in a ‘developing area’, but relies on availability of the Internet in any 
form. We report on the current status in the development of the tool and discuss its 
software implementation prospects. For the purpose of discussing different aspects 
concerning the tool, we use banks as a case study. We avail general implementation 
requirements for the tool which we expect should lead to a variety of options for 
implemention.

1. Introduction
Productivity and profit margins are considered one of the most important performance 
indicators for Managers or CEOs in their strategic decision-making (Stevens, 1998). 
The measurement of productivity for a given business entity is obtained through what 
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is commonly referred to as Productivity Analysis. Productivity analysis comprises 
measurement, interpretation, and evaluation of the measurement results (Rao et al., 
2005). Before the onset of computers, productivity analysis was carried out manually, 
but later in the 20th century, many companies started using computerized techniques 
mainly for the measurement function. Of recent, computerized techniques for the 
Interpretation and Evaluation functions have also been proposed and implemented, 
mostly in the form of expert systems (Rao et al., 2005) and decision support systems. 
This paper is concerned mainly with the capturing and analysis of productivity data 
or information in the Measurement function of productivity analysis. Currently, 
spreadsheet technology stands out as the prevalent tool for productivity measurement. 
A common procedure is as follows: data for productivity measurement is captured in a 
spreadsheet from different sources within an organization or outside the organization 
and the spreadsheets are emailed or manually submitted to an analyst who tallys 
the various records and merges them into one, plots graphs, and writes some basic 
spreadsheet logic to enhance the functionality of the results for management review. 
For some business entities, this may be a sufficient procedure for productivity 
measurement. However, when a business entity is spread over various geographic 
sites (for brevity, we hence use the phrase “remote sites” for such sites) and there is 
need to access productivity information from the remote sites on a frequent basis, 
the just described procedure that utilizes spreadsheet technology will not scale well. 
There are also other problems that are associated with using spreadsheet technology 
regardless of the nature of the productivity information requirements: there is 
a high possibility of data loss or loss of data integrity as the data is copied from 
one spreadsheet to another; portability of the data is also difficult since technical 
specifications such as formulas for referencing data from other spreadsheets will 
return errors if they are copied from one location to another without the source 
spreadsheet being copied as well. 

Based on the limitations of using spreadsheet technology for productivity 
measurement,  and the requirements for accessing data from various external sites 
of a business entity, we propose: first, a model for the automated distributed capture 
of productivity measurement data that can be used within an organization – this 
constitutes the preliminary work associated with this paper; later, we propose 
extended work on implementing this model for automated capture and analysis of 
productivity measurement data from various remote sites of an organization. We take 
as our case study, financial institutions, specifically banks in a developing country. 
However, the ideas presented in this paper can be adapted to many organizations 
where productivity analysis and reporting is essential. In section two, we present 
related work, in the third section, we propose an approach for developing the tool, 
in the fourth section we describe the different requirements and propose abstract 
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structures for the tool, in the fifth section, we show the architecture of the proposed 
tool and propose implementation requirements for the different components. The 
sixth section concludes the paper with pointers to future work.

2. Related Work
The need to develop web-based distributed data-entry, analysis, and reporting 
systems has been realized for various applications and by different organizations. 
Based on the requirements of data entry, analysis and reporting, different approaches 
have been used. Recently, Choe and Yoo (2008) proposed a secure multi-agent 
architecture for accessing healthcare information through the Web from multiple 
heterogeneous data sources. Choe and Yoo (2008) use a multi-agent architecture 
that supports authorized information access and secure exchange of information 
based on Web-services. Because security is one of the main features required in their 
application, Choe and Yoo use a Role-based access control system (RBAC) and an 
eXtensible Markup Language to enable user authentication, data integrity, and the 
selective encryption of patient information. 
Chassiakos and Sakellaropoulos (2008) proposed a system based on the technologies 
of integrated databases within Web applications for managing construction 
information. Chassiakos and Sakellaropoulos (2008) design for relational databases 
and use dynamic data-driven Web applications that enable users to access data and 
perform certain transactions. 
For our case study, some requirements differ from those presented the related work. 
It is therefore necessary to identify a suitable development approach for W-PART. 
However, there are cases where approaches such as those in Choe and Yoo (2008) 
could benefit the development of our proposed tool considering similar requirements 
for W-PART. 

3. W-PART development approach
A variety of approaches have been proposed for developing web-based applications 
depending on the application requirements. Some of the common Web development 
methodologies include: Intranet Design Methodology (IDM) (Lee, 1998), Website 
based development methodology (Howcroft and Carroll, 2000), Web Application 
Extension (WAE) (Conallen, 2000), Internet Commerce Development Methodology 
(ICDM) (Standing, 2002), Object Process Methodology (OPM/Web) (Berger et al., 
2002) and Event driven Method Chain (EMC) (Rittgen, 2000). 
One major requirement for the proposed W-PART, is to support distributed data 
entry. Figure 1 illustrates the kind information sources for W-PART. Most of the 
arrows represent bidirectional data flow. The figure illustrates access to a Web-based 
application server via the Internet from various sites and using various data input, 
output, and processing technologies. Another major requirement for W-PART is the 
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need to ensure secure transfer of productivity data. Currently, there exist a variety 
of Web-service technologies that can be adapted for this purpose. We expect to have 
additional requirements for the proposed application for which we are bound to 
use more than one approach for developing the proposed tool. However, we have 
observed that an object-oriented framework should be the basis upon which we should 
integrate recent and suitable techniques for meeting the expected requirements of the 
application. 

Out of a survey of some of the major object-oriented methods for web application 
development, we have selected a generic object-oriented approach referred to as the 
Web Composition Component Model (Gellersen and Gaedke, 1999) for developing 
the proposed tool. The Web Composition Component model is characterized by 
the properties of object-orientated design including modularity, abstraction, and 
encapsulation. Moreover, for implementation purposes, it is possible to define the 
model as an XML-based implementation technology (Gellersen and Gaedke, 1999) 
that is expected to lead to a seamless and reversible development process.

Figure 1: Illustration of Information access via the Internet from different data sources

4. W-Part system requirements
An organization’s productivity can be viewed as a relationship between the 
organization’s outputs and inputs during a given period (Lawlor, 1985; Murdick 
et al., 1990; Sumanth, 1984; Swierczek and Shrestha, 2003). For our case study, 
Swierczek and Shrestha (2003) provide a concise definition for productivity in the 
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context of banks while describing generic examples of common inputs and outputs 
that can be used in analyzing the productivity of a bank.  From these examples, we 
can already draw the expected core functional requirements for our proposed Web-
based Productivity Analysis and Reporting Tool (W-PART). 

4.1. Input Requirements
According to Swierczek and Shrestha (2003), “the inputs of a bank are the resources 
consumed in providing products and services.” Generally, there are two categories 
of inputs: monetary and non-monetary inputs. Examples of monetary inputs include: 
labor expenses, tangible asset value, operating costs, etc. Examples of non-monetary 
inputs include: labor hours paid or worked, number of employees, total floor area of 
business premises, etc. We expect our proposed W-PART to capture data representing 
all the different types of input that are needed in estimating a bank’s productivity. The 
system therefore requires an interface which we propose to develop as an independent 
entity that accepts the different types of input in a ‘form’ that is required by the 
W-PART system for productivity analysis. By ‘form’ we mean that the interface 
for capturing the input data uses the same programming language (XML) as that 
proposed for use in W-PART and also formats the data in a way so as to enable 
precise estimation of a given productivity metric. Figure 2 illustrates the basic input 
structure for W-PART. For a proposed prototype of W-PART, we will assume that 
the measurements for each of the inputs will have been already determined by some 
functions outside the functional requirements for W-PART. As illustrated in Figure 
1, access to data is expected to be from different sources using different electronic 
devices. We therefore expect W-PART to scale well with heterogeneous systems and 
hardware that will be used for providing productivity data. We also assume that an 
organization will be interested in estimating productivity at given times. So W-PART 
system should be able provide a time stamp for all input productivity data to enable 
accurate estimation of the organization’s productivity with regard to a particular time 
frame. It should also be noted that inputs required for estimating productivity can 
vary to a large extent. As the workings of many organizations change over time, it 
is expected that new inputs that are necessary for determining the productivity of an 
organization will also emerge. We therefore expect our proposed W-PART to evolve 
easily with organizational changes over time. This means that it should be easy to 
modify the input interface to incorporate capturing of any new inputs that can affect 
an organization’s productivity.

Figure 2: Illustration of basic Input structure for W-PART
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4.2. Computational Requirements
W-PART is expected to handle computational procedures associated with various 
productivity analysis and reporting tasks. The tool is also expected to support the 
execution of primitive computations for example, summations of productivity values 
provided per clerk or per department for a given task within a given organization 
for a given timeframe for which productivity is to be estimated. We use the term 
‘clerk’ to refer to any organizational members who are expected to use the proposed 
W-PART. Most importantly the tool should have procedures for determining the 
different metrics that are necessary for reporting on the organization’s productivity.  
Just like in the case of expecting new inputs over time for the input requirements, we 
also expect new productivity metrics to emerge. We therefore expect that W-PART 
can again be easily modified to support new computational procedures for estimating 
the new productivity metrics. To support this kind of feature, the system is expected 
to enable the definition of an arbitrary number of varying functions that represent the 
different metrics and also enable an easier way to factor in the new function while 
incurring very limited time and cost during modification. Figure 3 is an abstract 
representation of the computational structure for W-PART. In Figure 3 we have a 
mapping component that defines various mapping options based on 

Figure 3: An abstract model for W-PART’s computational structure. PAi represents the ith Productivity 
Analysis module where i = 1…n for n PA modules. fi represents the ith factor used by the Aggregation 
Component (AC) to factor in the metric provided by the ith PA module.

the type of input productivity data that it receives and maps the data to an appropriate 
one of n Productivity Analysis (PA) modules. Each of the PA modules implements 
a function for computing a particular productivity metric. Based on our proposed 
development approach, the PA modules should exist as separate objects within a 
Web-based Productivity Analysis component. The Aggregation Component (AC) 
implements a function for determining an estimate of an output based on parameters 
fi (i = 1…n) for PA metrics provided by any of the PAi components. Such a function 
can be a summation of the multiples of the productivity metrics and their parameters 
for estimating a given productivity output:
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For any proposed prototype of W-PART, we will assume that parameters required in 
the aggregation component exist and the only requirement for the W-PART system 
is to allow for their specification and modification.

4.3. Productivity reporting Requirements
The proposed W-PART system should transform results from the Productivity 
Analysis component into knowledge about an organization’s status. For example, 
the system should enable the determination of trends, patterns, and predictions. A 
user of the system should be able to obtain this information through a Web-based 
Output Interface. It is expected that such information may be of interest to other 
sites of the organization; therefore the ability to acquire this information from 
remote sites using the Web is expected to be of benefit. Figure 4 illustrates the 
output structure for the proposed W-PART system. In Figure 4, we expect the tool to 
utilize statistical functions that generate information in a manner that appropriately 
describes the productivity outputs of a given organization. For the W-PART we refer 
to such functions as Productivity Report Generation (PRG) functions. The user of 
the W-PART system will be interested in generating information about a particular 
productivity output with regard to the organization. W-PART should be capable 
of determining the particular PRG function to use for providing information that 
the user requires. We also envision that new outputs will emerge for measuring the 
productivity of a given organization. Just like in the requirements described in the 
preceding two subsections, we expect W-PART to allow for easy modification for 
integrating any new output productivity measures. 

Figure 4: Illustration of output structure for W-PART. PRGi (for i = 1…n) represents the ith Productivity 
Report Generation function
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5. W-Part Architecture and Implementation Requirements
Figure 5 illustrates the overall architecture for W-PART. The architecture is subdivided 
into three major top level components, a productivity data entry component, a 
productivity database management system, and a Productivity Analysis (PA) and 
Productivity Report Generation (PRG) component. In the following subsections we 
describe each of these components and propose how they should connect to each 
other to form a complete system that can be used for analyzing productivity data and 
generating reports out of the analyses. General implementation requirements for the 
components are also discussed. 

Figure 5: Proposed W-PART Architecture. 

5.1. Web-based productivity data entry interface
Existing Internet standards such as SOAP and WSDL (Web Service Description 
Language) are expected to benefit interoperability between different software 
applications on the different data entry devices. We expect the data input to be 
structured or semi-structured in nature and for that we propose an XML-based data 
capture interface be implemented following a suitable XML implementation method. 
We propose to develop a user interface model that can be easily implemented on a 
variety of data entry devices. We intend to use the User Interface Markup Language 
(UIML) (Abrams et al., 1999) to enable an easy and automated specification of the 
data entry interfaces. Recently UIML has been adapted to enable the definition of, a 
data model, service model, and navigation model which allows data communication 
from one User Interface to another (Iñesta et al., 2009). 
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We also know that for the productivity analysis functions, we expect to perform 
computational operations, some of which could be complex. We therefore propose 
to use XForms to simplify the process of transfer of XML data from the Web-based 
data entry interfaces to the Productivity DBMS.

5.2. Productivity Database Management System
An abstract discussion of a DBMS for handling productivity data is given in this 
section. Depending on the application domain, the type of productivity data that 
should be handled by the system will vary. For some domains, the data required for 
productivity analysis will increase in complexity. A DBMS that scales well with 
the various requirements is proposed. Four major categories of DBMSs exist: File 
System DBMSs; Relational DBMSs, Object-oriented DBMSs; and Object-Relational 
DBMSs. Of these categories, the Object-Relational approach is becoming popular in 
recent applications and is mainly aimed at dealing with complex data requirements. 
We currently propose implementing an object relational DBMS that should allow for 
data input and access from heterogeneous interfaces. We propose to evaluate existing 
Object-Relational DBMS implementation approaches in future work to enable select 
one that is suitable for the application in this paper.

5.3. PA and PRG component
There are various web-based implementation options that we can consider for 
analyzing productivity data and generating reports. One main requirement, however, 
is that the online processing cost should be as minimal as possible and the productivity 
report generation and display should also easily be fast enough in places with 
minimal Internet bandwidth. Again as described in section 5.1, UIML is proposed 
for specifying output user interfaces for the variety of devices that may be used. The 
PA component will obviously comprise software designed to perform computations 
as described in section 4.2 and 4.3 above. The software used at this stage is expected 
to interface with the DBMS based on a given query or set of queries, and use the 
specified implemented functionality to make computations on the data. At this point, 
we consider using a Web-based object-oriented programming language that will 
ensure lighter implementations of the PA and PRG functionalities, but also ensure 
faster online execution of these functionalities. For accessing productivity data from 
the DBMS, we have a number of options for implementing database connectivity to 
the DBMS. For the PA functions, there also exist a variety of Web-based programming 
languages that can be employed including Java technologies and C#. For the PRG 
component, we could either use one of the Web-based programming languages, but 
depending on the complexity of report generation functionality, there is a variety of 
Web-based statistical software that could be easily adapted.
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6. Conclusion and Future Work
A model of a Web-based Productivity Analysis and Reporting tool has been proposed. 
This model is expected to open up different avenues for implementing the proposed 
W-PART system depending on available Web implementation technology. We have 
also made available an implementation proposal for a prototype that can be adapted 
in future. It should also be interesting to investigate the extent of applicability of the 
proposed W-PART system on different application domains.
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ABSTRACT
The increasing ability to access Internet via mobile devices means that learning 
objects can be deployed and utilized on those devices. Increasing research attention 
has been accorded to the design and development of reusable learning objects for 
tethered and mobile based learning management systems. Little research has been 
undertaken in regard to pedagogical models geared towards effective deployment and 
utilization of mLearning objects in different contexts and particularly of developing 
countries. This paper uses the Design Research approach to develop a UML based 
model for instantiating applications for deploying and utilizing learning objects on 
multi-generation order mobile phones in developing countries of Africa. 
KEYWORDS
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1. Introduction
Gone are the days when mobile phones were only used for placing and receiving calls 
and text messages. The convergence of mobile phones with the Internet has added 
more value to them. This convergence has caused a paradigm shift by replacing 
the prefix ‘e’ with ‘m’ in the term ‘eLearning’ so as to give the equivalent term, 
‘mLearning’ [Traxler 2007]. Likewise, an equivalent shift is brewing from the phrase 
‘eLearning objects’ to the phrase ‘mLearning objects’. An eLearning object is a 
digital educational resource which is granulated into units that are reusable, adaptive, 
and can be re-purposed to different learning styles, knowledge levels and conditions 
[Wiley 2001]. eLearning objects are not suitable for mobile devices because these 
devices possess resource constraint limitations, including low resolution, tiny screens 
and keyboards and low bandwidth [Grant et al. 2007]. Consequently, learning objects 
(LO) for mobile devices have to be authored. Such learning objects are known as 
mLearning objects (MLO) [Ayalla and Castillo 2008]. 

A mLearning object could take the form of carefully designed materials that take 
cognizance of mobile device limitations. However, according to Ayala and Castillo 
[2008], considering mobile limitations alone in the design of mLearning objects 
is being short sighted. Designing for learner personalization, collaboration and 
interaction completes the picture of a mLearning object [ibid].

A mLearning object could be used for online performance support to guide a learner 
working through a task, could be used for augmenting classroom instructions and 
other learning materials and could be used as instructions for operating a given 
device [Quinn 2002].  The size, presentation and scope of a mLearning object is 
dependant upon the capacity of the mobile device in question and how a given 
institution conceptualizes a learning object. A SMS sent out to students for academic 
and administrative support can be regarded as a mLearning object. In Ayala and 
Castillo’s [2008] definition of a mLearning object, a software component is regarded 
as a mLearning object. In developing countries where learners own mainly low end 
mobile phones, SMS based learning objects are more feasible than resource heavy 
multimedia learning objects such as software modules [Brown 2005]. 

When a mLearning object is expressed as a software module, it can be run on a 
Java enabled mobile phone. Multiple choice quizzes, examination and lecture 
calendars, reminders for important events and frequent errors committed by students 
in a given course can be developed as Java midlets and delivered on java enabled 
phones [Toledano 2006]. The success of mLearning lies in the need to recognize the 
limitation of mobile devices so as to deploy learning objects onto them which address 
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pedagogic assistance. Consequently, mLearning objects should be characterized by 
appropriate pedagogic values. 

As the name suggests, mLearning objects abet mLearning. mLearning is a relatively 
young educational technology paradigm. As such, it has been variously defined. 
While considering a mobile device as an enabler of learner mobility, Traxler [2007] 
defined mLearning as learning which takes place at anytime in anyplace using a 
mobile device. Similarly, Luis de Marcos et al. [2006] defined mLearning as a form 
of eLearning which employs wireless, tiny, handheld and portable devices to extend 
and deliver learning to learners. A view earlier espoused by Brown [2005] emphasized 
that mLearning is eLearning which uses mobile devices to deliver learning. It is 
evident from the various definitions that mLearning is a form of eLearning which 
takes place at anytime in any place using ubiquitous technologies such as mobile 
phones. While emphasizing the mobility afforded by mobile devices, Traxler [2007] 
observed that mLearning is more than just the use of mobile devices for learning but 
the ability for one to electronically learn on-the-go. 

The ability to learn on-the-go has been occasioned by the increasing ability of mobile 
devices to access mLearning objects from Internet and content repositories. There 
has been significant research in the design and development of learning objects for 
wireless handheld devices [Ayala and Castillo 2008; Nakabayashi et al. 2007; Yang 
2007; Goh and Kinshuk 2006; Toledano 2006; McGreal et al. 2005; Quinn 2002] 
but less research on how to effectively deploy and utilize them in different contexts 
[Kurubacak 2007; Pettit and Kukulska-Hulme 2007] including those of developing 
countries of Africa. In this paper, we report on a generic UML based model that we 
developed for instantiating mLearning object applications for multi-generation order 
mobile phones of learners in developing countries of Africa. The model is called a 
mLearning Objects Deployment and Utilization Model (MoLODUM). The model 
was developed as part of the corresponding author’s PhD output (http://distance.mak.
ac.ug/mpbirevu/phd_dissertation). This paper is organized as follows. In Section 2, 
we show the need for the MoLODUM in developing country context.  In Section 
3, we use operational scenarios from a distance learning student support system to 
derive the MoLODUM classes. In Section 4, we show one aspect of MoLODUM 
validation and provide concluding remarks and future research work in Section 5. 

2. Contextualizing developing countries
The focus in this paper is placed on developing countries of Africa. We argue that 
learning contexts in developed countries are different from those of developing 
countries of Africa and hence require rethinking of eLearning delivery model. 
The physical infrastructure, ICT access and usage, mobile phone acceptance and 
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ownership, and demographics and geography of developing countries present unique 
factors. The physical infrastructure in developing countries is characterized by: 

 Fewer brick and mortar universities and secondary schools
 Always leading to high illiteracy levels
 Poor roads and postal services 
 Poor landline phone network connectivity
 Poor connectivity to national electricity grid system 
 Little or no desktop computer Internet bandwidth outside major cities 

 and towns
 Internet connectivity is usually found in Internet cafes and university   

 campuses
 Limited number of desktop computers 
 With a high computer illiteracy rate, especially in rural and non-city areas.

 
Whereas the above factors are detrimental to ‘conventional’ eLearning, all is not lost 
for developing countries in this sphere. The grey areas in ‘conventional’ eLearning 
can be re-engineered through mobile telephony features. The mobile telephony 
features in developing countries that can re-engineer the ‘conventional’ eLearning 
model include:

 Mobile network connectivity that is permeating even in remote villages 
 High levels of mobile phone ownership, acceptance and usage. By 2007,  

 Africa had 89.7% of its total telephone subscribers as being from mobile  
 phone users [ITU, 2007]. In Uganda alone, the ratio of mobile phone   
 subscribers to fixed telephones stood at about 9.7 to 1 [ibid]. At Makerere  
 University in Uganda, by 2008, over 98% of the distance learners owned  
 mobile phones [Muyinda et al. 2010]

 Abundant supply of sunshine hence a high potential for solar power for   
 charging mobile phone batteries even in rural areas [Muyinda et al. 2010]  
 and

 Regulatory and licensing systems for mobile network connectivity that are 
deregulated and hence encouraging investments in the telecommunications sector.
In addition to the mobile telephony features, African countries are increasingly 
adopting the distance learning model. The distance learning model in developing 
countries is more traditional than that in developed countries [Muyinda et al. 2009]. 
Traditional distance models mainly depend on hardcopy study guides and modules 
and residential sessions [ibid]. Of late however, traditional distance learning units 
are making efforts to integrate ICTs into their student support systems [Muyinda 
et al. 2010; Muyinda et al. 2009; Aguti and Fraser 2006]. For better results, model 
based ICT integration is preferred. The MoLODUM reported on in this paper comes 
in handy. The MoLODUM provides a development framework to enable learners in 
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developing countries obtain access to and use learning objects, delivered over the 
Internet, regardless of their proximity to higher education institutions through the 
use of mobile phones.

3. The MOLODUM 
Whereas resources are abundantly available for PC learning objects, learning objects 
for mobile devices have to be granulated so that they are viewable and sequenceable 
on tiny screens via limited bandwidth pipes. Learning objects that can be accessed 
by and delivered on mobile devices are called mLearning objects [Ayala and Castillo 
2008; Nakabayashi et al. 2007; Yang 2007; Trifonova and Ronchetti 2006; Toledano 
2006; Quinn 2002]. A mLearning object is “an interactive software component, 
personalized and reusable in different contexts, designed to support an educational 
objective through a mobile device in situated learning or collaborative learning 
activities” [Ayala and Castillo 2008, p.153]. This implies that a mLearning object 
is not only restricted to content on the mobile device but also the interface to the 
content or activities related to the use of the content or all of these. 

Research into the design and development of mLearning objects is ongoing [Ayala 
and Castillo 2008; Nakabayashi et al. 2007; Yang 2007; Trifonova and Ronchetti 
2006; Goh and Kinshuk 2006; Toledano 2006; Zhang 2003; Quinn 2002]. Equal 
research effort has been called for in the area of mLearning objects deployment 
and utilization [Pettit and Kukulska-Hulme 2007; Kurubacak 2007]. Since uptake of 
mobile phones in developing countries has surpassed industry analysts’ predictions, 
development of the MoLODUM was vital. The MoLODUM provides answers to 
the research question, ‘How can learning objects be brokered and utilized on varied 
generation order mobile phones’?  The MoLODUM presents several benefits.
Wide access to mobile phone technology, coupled with the need to educate a population 
that is geographically dispersed and with limited number of higher education 
institutions, accentuates the need for a pedagogically effective MoLODUM. Once 
learners are able to automatically broker and utilize content from learning object 
repositories using their mobile phones, they can learn regardless of their location and 
the time. This adds value to existing eLearning and classroom models and increases 
flexibility and personalization in learning, and more importantly, provides a wider 
access to education.  

Education is a major key in bringing developing nations forward and out of 
poverty. However, within these countries, there is a significant disparity between 
the availability of higher education in rural and city based regions.  The ability to 
access education using the accepted, accessible and affordable mobile phones has 
the opportunity to bring higher education into the hands of all deserving citizens.
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A new breed of learners, now referred to as the “net generation” [Fisher and Baird 
2007, p.2] or digital natives [Prensky 2001, p.2], with high affinity for mobile 
technologies for accomplishing communication, business, banking and educational 
related tasks is emerging. In the not so far future, it will be difficult to draw a 
line between mobile and ‘conventional’ eLearning or distance and ‘conventional’ 
classroom learning for these learners. The MoLODUM is one such effort to tap into 
the digital learning styles [Fisher and Baird 2007] of the net generation or digital 
native learners.

The MoLODUM is a novel research contribution to the maturity of the field of 
mLearning in particular and information systems in general. As a young field, 
scholars such as Traxler [2007], Kurubacak [2007], Pettit and Kukulska-Hulme 
[2007], Motiwalla [2007], Sharples et al. [2005], Keegan [2005] and others, have 
called for the development of theories, models, frameworks and tools that can enable 
the mLearning field to mature. The development of the MoLODUM responds to this 
call. In Section 3.1, we profile the MoLODUM development process.

3.1 MoLODUM development process
The MoLODUM was developed following an object oriented methodology 
underpinned by the Design Research approach [AIS 2007; Reeves et al. 2005].  In 
developing the MoLODUM, we aimed at grounding the development of mLearning 
applications for supporting distance learners. Why distance learners? Authors such 
as Traxler [2007], Goh and Kinshuk [2006], Trifonova and Ronchetti [2006], Brown 
[2005] and others have established that mLearning is most suited for supporting 
learners on-the-go. In the section that follows, we give operational scenarios for 
actors in a distance learning model and elicit challenges from them which have 
mLearning based solutions. These solutions form the constructs from which we 
abstract the MoLODUM classes. The key actors in a distance learning model are 
lecturers, learners, administrators and information and communications technology 
[Muyinda et al. 2009].

3.1.1 Distance learning, teaching and administration scenarios
ICT based learner support is still deficient in the majority of distance learning units 
in developing countries [Aguti and Fraser 2006]. Consequently, most of the learner 
support systems are manual, a thing which presents enormous challenges to the 
actors. Most of the challenges could be solved through mLearning. The scenarios 
given here below were drawn from the Department of Distance Education at 
Makerere University in Uganda. They embrace academic and administrative learner 
support processes.
Distance learners come for residential sessions at the University main campus for 
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six weeks in a semester of seventeen weeks. In the remaining eleven weeks, learners 
carry out independent studies at their homes, in study centers, in public libraries, in 
their offices or while traveling. Attending residential sessions is not compulsory for 
learners. Lecturers, administrators and learners provide academic and administrative 
support to learners during and after residential sessions. 

The lecturers’ academic support include: provision of course outlines, study guides 
and modules, overview of content in the course modules, additional reading 
materials, reading lists and take-home assignments. The lecturers also provide 
rhetoric questions and clues to such questions so as to stimulate group discussions. 
After each residential session, lecturers support learners by answering their queries, 
giving them summaries of what transpired in the residential sessions, providing 
explanations to perceived difficult portions in the course modules and sending 
learners useful soft and/or hardcopy content whenever deemed necessary. With 
funding support from the Department, lecturers visit study centers and provide more 
tuition and academic support to learners. 

The administrators provide information related to fees payments, reminders to 
learning events, university almanac, deadlines for assignments and registration, 
information about lecture and examination venues, alerts about timetable changes, 
due dates for library books, overdue library books and new reading materials in 
the library.  Other administrative information passed on includes requirements for 
attending a given class, motivational messages, counseling services and location of 
various services in the university. 

The learners support each other by sharing useful academic and administrative 
information. In addition to information being pushed to them, learners also pull 
information from the other actors.
The most common media for information exchange are: admission letters, circulars, 
fliers, brochures, radio, telephone calls, text messages, newspapers and residential 
session meetings. Circulars are pinned up on notice boards at the main campus and 
study centers. Learners sometimes physically visit their administrators, lecturers 
and classmates or place calls or text messages seeking academic and administrative 
assistance. The different actors could use Internet and e-mail for learner support but 
less than 25% of the learners have access to the Internet. All actors have access to 
mobile phone services but these services are financially and cognitively costly. The 
mobile phones owned by the learners are of low through to high end generation 
order and are prone to the usual limitations of mobile phones – low bandwidth, low 
resolution, limited memory and tiny keypad and screen. Low end mobile phones 
cannot be used to access Internet but can be used to place and receive audio calls 
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and text messages. In addition to these services, high end mobile phones can access 
Internet via a GPRS connection.

3.1.2 Challenges from the scenarios
The scenarios in Section 3.1.1 present several challenges. To start with, a circular 
can be removed from the notice board as soon as it is pinned up. In some instances, 
some learners miss seeing the circular altogether because it is mixed with many other 
notices on the notice board or because it was removed. Some learners will only read 
the circular when they come for a residential session or visit a satellite center. Some 
learners will read the circular when the message being communicated is obsolete. 
A circular may not be pinned up on all the notice boards at the main campus and 
satellite centers. A circular does not provide just-in-time synchronous collaboration 
and thus can not personalize information for last minute changes to learning events. 
For instance, a lecture venue change cannot be suitably communicated using a 
circular. It can also not be communicated by an e-mail due to its asynchronous nature 
in environments with scarce desktop computers and Internet. 

The suitable media of communication would be the mobile phone but it is associated 
with high financial and cognitive costs, resource limitations and lack of policies for 
its use in learning. The high financial costs have forced some actors to subscribe to 
more than one telecommunication service provider in a bid to enjoy cheaper tariffs 
for within network services. This has led to instability in telephone contacts of some 
actors. Constant changes in telephone contacts also arise due to the rampant theft of 
mobile phones. Thus just-in-time collaboration is constrained as a result of not having 
some actors’ telephone contacts. High financial costs also arise from the high cost 
of acquiring a high end mobile phone and maintaining a GPRS Internet connection 
and other communication needs. The high cognitive costs arise as a result of actors 
receiving and having to attend to a great number of calls and text messages at the 
same time. Besides, the actors’ mobile phones have only limited memory to hold a 
limited number of text messages. Thus ensuring learning equity among learners with 
varied generation order mobile phones presents an enormous pedagogical challenge. 
Further, network connectivity is not uniform in all locations of developing countries 
of Africa. 

Some learners do not attend residential sessions and the challenge with this is how 
to ensure that all information packaged for a residential session is passed on to 
them. Relatedly, there is a challenge of inability by the learners to have synchronous 
assistance for hard to understand portions in given study modules because they are 
not in the vicinity of their lecturers or classmates. In some cases, learners may not 
even know their classmates. The learners incur travel costs to physically get to their 
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lecturers or classmates.
Most of the challenges illuminated here can be solved through mLearning.

3.1.3 mLearning solutions domain
In our design, the mLearning solutions adduced to solve the challenges in Section 
3.1.2 formed the MoLODUM constructs. Constructs are the conceptual vocabulary 
of a solution domain [AIS 2007]. In this section we briefly provide these constructs 
and draw object oriented classes from them. Then in Section 3.1.4 we collaborate 
and inter-relate the classes using UML to form the MOLODUM.

The challenge of learner support via mobile phones calls for value addition to 
these devices by way of pedagogically deploying and utilizing learning objects 
onto them. This calls for the MobileLearningObject class responsible to profile 
the mLearning objects. Such mLearning objects could be SMS messages, WAP 
objects, audio podcasts, Internet to mobile text messages and rich text files. The 
MobileLearningObject class should therefore consist of attributes for organizing 
learning objects, granulating learning objects and determining appropriate media 
types for deploying on the rendering device.  Learning objects can be organized 
as course modules having attributes related to content parts, chapters and sections 
[Goh and Kinshuk 2006]. They can also be granulated according to the level of 
difficult to cater for beginning, intermediate and advanced learners [ibid]. The 
MobileLearningObject class should be responsible for rendering content in different 
media types including text, audio, video, graphics or a combination of these. Further, 
the class should have an attribute to determine whether a required learning object 
is resident online or offline the system. Above all, there should be pedagogical 
considerations in the entire composition of a mLearning object. The pedagogy 
attribute represents the teaching models and expertise needed in delivering the 
content in the learning object [Goh and Kinshuk 2006]. Thus this class should have 
operations for getting the required pedagogy, the properties of the device on which 
the learning object is to be deployed, the interface of the rendering device and the 
mobile network connectivity conditions.

Learning objects are deployed and utilized by different actors. Consequently, 
there is need for a MobileLearningObjectUser class to profile all the usability 
issues of a mLearning object. The main actor in our model is the learner. The 
MobileLearningObjectUser class should therefore be responsible for determining the 
learner’s learning history, style, context and motivation to learn [Goh and Kinshuk 
2006]. Other mLearning object users are administrators and lecturers. There should 
be an attribute in this class to profile the roles of the mLearning object users in the 
system. This helps in deploying the right learning object to the right user. Usability 
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issues for a learning object depend on the capability of the user’s mobile device and 
the mobile pedagogy at play. This requires the MobileLearningObjectUser class to 
have operations for determining the device property, rendering device interface and 
the pedagogy being applied.

Since learning objects users employ mobile devices to collaborate and interact with 
each other, we need a MobileDevice class to profile the mobile devices. This class 
should profile the mobile device being used by the learner before learning objects 
are deployed on it. By profiling the device in use, its generation order, presentation 
and operational capabilities can be determined. Likewise, the MobileDevice class 
should be able to determine the mobile device’s limitations. Once the limitations 
are determined, the MobileDevice class should be able to permit a mLearning 
object user to put in place mechanisms to mitigate the mobile device limitations. 
The MobileDevice class should consist of operations for determining an institutions 
device policy and mitigating mobile device limitations.

There should be a LearningObjectBroker class to coordinate the activities of all other 
classes. This class should provide software and algorithms to enable other classes 
in the model to perform their responsibilities. It should coordinate the presentation, 
interactions and navigation of the learning object. It should have attributes for 
identifying the different sources of learning objects, their access types, IPR issues on 
them and the cost of acquiring those learning objects. It should also be responsible 
for determining all the resources needed to utilize a brokered learning object and 
the transformations needed, if any, on a learning object retrieved before being 
deployed on a mobile phone. The LearningObjectBroker class must have operations 
for determining the required pedagogy, composing a learning object, searching and 
retrieving a learning object from learning object repositories, transforming a learning 
object from PC to mobile devices format and providing an audit trail for learning 
object usage and deployment.

The LearningObjectBroker class should use the ConnectivityProfiler class to 
profile network conditions. In developing countries, Internet and mobile network 
connectivity is intermittent. There are times when a learner’s mobile phone is offline 
because they are in an area with no connectivity or due to lack of electricity for 
charging the mobile phone battery. Internet may not be accessible due to limited or 
lack of airtime credit. All these situations present conditions of offline connectivity. 
The ConnectivityProfiler class must be able to profile the offline and online 
states of the learner’s mobile device with the aim of mitigating offline states. The 
ConnectivityProfiler class has a responsibility of profiling the network condition 
of the learner’s mobile device, the networking technologies and network service 
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providers available to the learner. It should thus have operations to determine 
the mobile network condition and mobile device property. The class should have 
operations for pre-fetching and hoarding learning objects for use during offline 
times.
The LearningObjectBroker class searches, retrieves and stores learning objects in a 
learning objects database represented in our model by the LearningObjectRepository 
class. The LearningObjectBroker class also warehouses actors’ credentials. 
Whereas the mLearning system can have its in-house learning objects repository, 
it is a good idea to allow the system to access external repositories as well. The 
LearningObjectRepository class should have an attribute for determining the devices 
to which a given learning object is renderable. It must therefore have operations for 
receiving and processing learning object requests and giving appropriate responses. 
It should be able to warehouse learning objects for PCs and mobile devices.

In order to use PCs and mobile devices to access, deploy and utilize learning objects, 
it is necessary to implement PCInterface and MobileInterface classes to profile PC 
and mobile devices interface respectively. Learning objects for mobile phones 
are different from those for desktop computers because of the different interface 
characteristics. The mobile phone interface is tiny and of a low resolution. Hence 
content has to be transformed to fit this interface. The MobileInterface class should 
be responsible for providing a mobile phone interface in which content transformed 
for mobile phones can be deployed and utilized. MobileInterface class profiles 
interface characteristics of a mobile device in question so that learning objects are 
appropriately rendered into it. This class should have operations for requesting, 
composing, deploying and receiving mLearning objects. On the other hand, learning 
objects users employing desktop computers need a PCInterface class to model 
the desktop computer interface for learning objects. The PCInterface should have 
operations for requesting, composing, deploying and receiving learning objects.
All operations in the different model classes should be underpinned by an institution’s 
mLearning pedagogy (MobileLearningPedagogy class) which in turn should be 
guided by that institution’s mLearning policy (MobileLearningPolicy class).
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3.1.4 The Model

FIGURE 3.1. The MoLODUM
Arising from the responsibilities of the ten classes abstracted in Section 3.1.3, we 
modeled each class and established the collaborations and relationships among the 
classes as per the scenarios in Section 3.1.1.  The class diagram arising from the 
class relationships and collaborations formed the mLearning object deployment and 
utilization model (MoLODUM) shown in Figure 3.1. 

4. MOLODUM validation
We developed a prototype mLearning system and used it to validate 82% (27 out 
of 33) of the MoLODUM class operations. The system was based on thin client - 
server architecture. The architecture comprised a Web server, Web and WAP portals, 
DBMS, an SMS gateway with a mobile phone modem, low and high end mobile 
phones, desktop computers and GPRS, GSM and Bluetooth network connectivity. 
The functional requirements for the system were designed using use cases. The Web 
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server was implemented using IIS. Web and WAP portals were implemented using 
ASP.NET and C#. The DBMS (learning objects repository) was implemented using 
MySQL. The SMS gateway was implemented using C#.

We validated the MoLODUM by comparing the prototype mLearning system 
functionalities with the operational scenarios in Section 3.1.1. For purposes of 
illustration, we validate the aspect of ensuring equity in learning among students 
using multi-generation order mobile phones. Such a cocktail of mobile phones 
generations presents serious limitations. The illustrations are shown in Figures 4.1, 
4.2 and 4.3.

FIGURE 4.1. Lecturer deploying a LO using the Web portal

FIGURE 4.2. Low end mobile phone user receives a SMS with a LO URL link
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FIGURE 4.3. Low end mobile phone user utilizing a LO from an Internet cafe
Our system employs the notion of an SMS to mitigate mobile phones limitations. 
A lecturer wishing to deploy a learning object onto learners’ mobile phones uses 
the Web portal in Figure 4.1 to prepare a learning object. Learners’ mobile phone 
capabilities are profiled at the time of capturing their credentials in the database. The 
system pushes the learning object plus an SMS containing a URL link to the learning 
object to low and high end generation order mobile phones. Low end mobile phones 
only receive the SMS message (Figure 4.2). Using the URL in the SMS, a learner 
goes to an Internet café and accesses the learning object (Figure 4.3). This blending 
mitigates the mobile phone limitations and ensures equity in learning.

4. Most Feasible Learning Objects
Considering the constraints imposed across the continuum of mobile phones available 
to learners, it is feasible to deploy text and audio based learning objects on these 
phones. In the distance learning scenario, the text based learning objects could be 
related to  reminders for residential sessions, changes in lectures and examinations 
venues, deadlines for assignments and registration, tips for studying at a distance, 
information about study materials, due dates for library books, university almanac, 
field research guidance, and other academic counseling information. Audio snippets 
of learning materials could also be deployed for learners to listen to during their free 
time.

5. Conclusion and Future Work
It is possible to deploy and utilize learning objects on multi-varied generation mobile 
phones. The MoLODUM presents a framework for instantiating mLearning objects 
applications for learners in developing countries. By putting in place mLearning 
object applications instantiated from the MoLODUM, the digital divide brought 
about by limited access to desktop computers and Internet in rural and non-city 
locations of developing countries can be narrowed. Further, cheaper ways of just-in-
time and just-in-place collaboration, interaction and support to distance learners can 
be achieved. Also, mLearning applications instantiated from the model can provide 
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a stepping stone for breaking into the digital learning styles of the digital native or 
net generation learners. The inherent limitations to the fulfillment of our model are 
likely to emanate from the high cost of mLearning and lack of mLearning policies, 
pedagogies and curricula. Commitments to mLearning from all its stakeholders 
can mitigate the high costs. We suggest future research work in mLearning 
pedagogies and curricula, mLearning policies and strategies and service oriented 
architectures for mLearning and mLearning management systems (mLMSs) based 
on MoLODUM. Also, more research work need to be done in determining the unit 
cost of implementing mLearning.
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Abstract
The alienation of information systems (IS) research from practice is blamed on the 
dominance of the positivist paradigm which may not always produce practically 
relevant knowledge that is practicably adopted.  To date most IS research is hinged 
on a positivist approach mainly because IS has evolved by adopting concepts from 
other disciplines that use the same paradigm for research.  Research in IS however, 
is a multi-activity process that may require different research approaches.  Use of 
mono-methods poses potential inadequacies in solving IS problems since strengths 
and weaknesses of various methods for the different stages of research differ.  
The purpose of using multi-method research is meant to address these potential 
drawbacks of the individual methods by exploiting the strengths of each method 
at the various stages of research. Analysis of the epistemological assumptions for 
each of the methods is therefore essential not only to establish the appropriateness 
of use of a method in a phase of research but also the compatibility of methods to be 
used together.  The strength of methodological pluralism therefore depends on how 
well the epistemological characteristics of the research methods are matched.  This 
paper reviews leading works in IS research paradigms and proposes an approach 
that uses a matrix to guide methodological pluralism analysis which is the major 
contribution of the paper to literature.  The matrix has a six phase logical flow 
criteria of analysis that can iteratively guide a user to decide whether or not to use 
methodological pluralism through sequencing or triangulation that is augmented by 
a similar logical flow chart.
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1. Introduction
Information Systems (IS) research is described as a rich tapestry of diverse research 
methods, paradigms, and approaches that are multi-disciplinary and multi-national 
[Becker and Björn 2007].  These two further assert that in the recent past most 
of the IS research has been carried out using mainly the positivist approach with 
results that are difficult to apply in industry or generalizable to other disciplines.  
Becker and Björn [2007] further cite that the research done since the late 1960s 
was initially based on 100% positivist approach but has gradually reduced to 89% 
positivist approach in the USA and 66% in European journals by 2004.  This status 
quo is attributed to the IS research community considering qualitative research that 
is inherent in the interpretivist paradigm as having no place in scientific research 
[Mingers, 2003]. 

There is increasing use of interpretivism [Munro and Mingers 2002; Becker and 
Björn 2007; Hirschheim and Heinz 1989] to enable capturing of social factors that are 
key in information system development.  Triangulating the methodologies based on 
the interpretivist paradigm with those based on the positivist paradigm can therefore 
improve social responsiveness of IS research.  It has commonly been argued that the 
use of methodological complemetarism within the information system (IS) discipline 
and within individual pieces of research will produce richer and more reliable results 
[Brocklesby 1993]. Multi-method research was advocated on the grounds that both 
the target of the research and the research process are complex and multidimensional, 
requiring a range of different approaches [Mingers 2003].  Becker and Björn [2007] 
whose arguments are in favor of methodological pluralism, assert that all IS research 
situations should be viewed as intrinsically complex and multidimensional and 
can therefore be solved by various research methods. Their arguments are based 
on the fact that different research methods provide a different view on a certain 
observable fact of interest and research processes take place in different phases, 
which show substantially distinct characteristics and thus require the application of 
methodological pluralism.  However, for methodological pluralism to be a success 
there is need for interoperability of the research methods in question to help solve 
different IS research situations.  Currently there is no streamlined procedure for 
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determining compatibility of the research methods used to address particular IS 
research situations.  This paper reviews leading papers in IS research paradigms 
and proposes a framework to guide methodological pluralism and suggests ways of 
overcoming drawbacks in the use of multi-methodologies research.

2. A Philosophical Approach to Methodological pluralism
Information systems are complex systems usually with a number of activities that are 
intertwined with feedback relationships amongst them but also having some activities 
having stronger influence on the system as a whole than others.  Researchers in IS cite 
this as the major justification of methodological pluralism [Mingers 2003; Becker and 
Björn 2007].  Brocklesby [1993] point out that the question which is asked, however, 
is; “Which Methodology and when should it be used?”  The determinants for these 
is based on; “the number of elements in the system, the nature of their interactions, 
their attribute and the degree of organization in the system” [Brocklesby 1993].  This 
author further suggests classification of methodologies before use, using critical 
thinking.  This is in order to reveal the strength and weaknesses of the available 
system approaches given the assumptions made independent of the problem to 
be solved but with ability to consider a particular problem situation.  He asserts 
that while this may be easy to do in a particular paradigm, its legitimacy has been 
questioned in methodological pluralism from different theoretical and philosophical 
paradigms posing the problem of paradigm incommensurability.  

Mingers and Brocklesby [1997] support Brocklesby’s [1993] argument by asserting 
that methodological pluralism should be taken as a separate pluralist paradigm that 
accepts a plurality of theories and approaches that should be integrated in the long 
run.  Mingers [2003] also supports Brocklesby’s [1993] need for the comparison 
of the strengths and weaknesses of the individual methods before combination so 
as to reflect upon the interests being pursued and proposes a need for alternative 
theoretical frameworks to guide the logical investigation in combining methods.

Using critical thinking, one can then avoid paradigmatic incommensurability based 
on analysis of the four paradigm qualities.  Brocklesby [1993] in order to support 
the promotion of pluralism makes use of Habermas’ theory of human interest which 
provides for “work allowing individuals to accomplish objectives and to enhance 
material well being through social labour” He argues that Habermas’ theory bridges 
the different methodologies and makes them compatible by serving the three key 
social interests of technical, interaction and power.

Concerns about Methodological Pluralism
A number of authors have argued for and against use of methodological pluralism 
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in information systems research, notable among them being, Gil-Garcia and Pardo 
[2006] who suggest six (6) advantages for methodological pluralism namely; a more 
comprehensive approach to a phenomenon, triangulation of results, validation of 
methods, asking broader sets of questions, integrating of results amongst disciplines 
and the enabling of discoveries.   Those for methodological pluralism argue that it 
provides a more comprehensive approach to studying a phenomena by giving more 
comprehensive answers and increasing the understanding of the problem.  Mingers 
[2001] argues that “Different research methods especially from different paradigms 
focus on different aspects of reality and therefore a richer understanding of a research 
topic will be gained by combining in a single piece of research.”  Mingers and 
Brocklesby [1997] concentrate on designing a framework to overcome the impact of 
cognitive biases and social and cultural obstacles to methodological pluralism. They 
leave out the need for an approach to guide upcoming researchers on the analysis of 
the epistemological assumptions of the methods to determine compatibility of the 
methods themselves. 

Gil-Garcia et al. [2006] explain that methodological pluralism can triangulate results, 
which is useful in validating interpretation of results from one method to the other in 
a particular environment. They further argue that methodological pluralism not only 
validates results but also methods when weaknesses of one method are overcome by 
strengths of another method in a single study. This is especially helpful given that 
research follows a phased approach in which case a method could be stronger for 
one phase but weaker in another phase when compared to another method [Munro 
and Mingers 2002] as is the case for all methods.    

The analytical power of having both qualitative and quantitative paradigms being 
used in one study gives researchers a broader exploratory potential and ability to 
capture both subjective and objective information in a research process [Mingers 
2003].  In addition Mingers [2003] argues that there is better contribution of insight 
from multiple disciplines and potential feedback into the disciplines themselves as 
well as fostering future research enabling discovery of new outcomes. 

However, those against methodological pluralism cite a number of factors as 
disadvantages to using methodological pluralism including cost of studies, publication 
pressure, limited research knowledge on methodological pluralism, incompatibility 
and incommensurability between methods, and too much knowledge being revealed 
in the research.  The increased cost in multi-methodological pluralism arises from 
increased time required to do the research, human and other resources given the 
amount of work involved.  Researchers are also under pressure to publish yet article 
reviewers are not very familiar with methodological pluralism literature [Mingers 
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2001] given the inherently interdisciplinary disciplines involved in methodological 
pluralism research.  Pollack [2005] further argues that a novice researcher may 
encounter method incompatibility and sometimes incommensurability if they do not 
critically analyze the epistemological and ontological assumptions underlying the 
methods to be combined before commencing the research.

The case for methodological pluralism can therefore be successful only if 
one thoroughly reviews literature in the methods to be analyzed upon which 
a comprehensive analysis of the epistemological and ontological assumption 
underlying the methods is done to mitigate the disadvantages as highlighted above 
and decide whether to continue or not.

3. Analysis of a method’s epistemological characteristics to enhance 
methodological pluralism
A paradigm consists of assumptions about knowledge and how to acquire it.  These 
assumptions are shared by the scientific community that uses a particular paradigm.  
Burrell and Morgan [1979] give two types of assumptions; epistemological and 
ontological.  Combining the subjective and objective dimensions of these assumptions 
enables systems to be treated as natural yet one is able to study the social aspects 
in them.  Mapping the subjective and objective dimensions to order and conflict 
allows the capturing of distinguishing assumptions of alternative information system 
research approaches [Brocklesby 1993] in a philosophically grounded way.  Burrell 
and Morgan [1979] further assert that for methodologies to be combined, consistency 
must be achieved by constructing and defining a virtual paradigm with a predefined 
cognitive purpose.  This can easily be achieved by exploring the methodological 
mission, goals and aims.  This is because “the mission, goals and aims of a 
methodology represent a cognitive projection to the behavior domain that enables 
the natural congruence of methodologies” [Mason 2006].  Frank [2006] argues that 
“A method is meant to guide research, emphasize core requirements of scientific 
work, and support evaluation and comparability of research.  However, only if a 
method is suited to support all intellectually inspiring and promising prospectives on 
developing knowledge can this serve the purpose.”  Frank’s [2006] work goes a long 
way in ensuring that there is a balanced use of methodologies through methodological 
conceptualization and analysis which helps avoid either methodological dominance 
or methodological anarchy when combining methods.

Frank [2006] asserts that there is need “to differentiate between the generic 
epistemological contribution, abstract and concrete knowledge contribution (i.e. 
construction and critique), its representation, the criteria used to justify the knowledge 
contribution as well as the corresponding justification procedure.”  Frank [2006] 
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further attributes critique to represent a generic epistemological contribution that is 
aimed at challenging or evaluating given knowledge contributions.  Frank [2006] 
puts methodological pluralism to a new dimension by suggesting the configuration 
of research methods in which case a unification of conceptions into conceptual 
frameworks of the candidate research methodologies is done and core concepts are 
chosen for compatibility in methodological pluralism.  This notion is what this paper 
labors to make more explicit such that new knowledge about combining methods is 
gained by the researcher to enable them make informed decisions.  Frank [2006] like 
Mingers [1997] suggests a conceptual framework idealized design science approach 
in information systems research and emphasizes the need for a procedure in arriving 
at the social impact and theoretical underpinning of the methods being combined.  
However, he only explicitly spells out criteria for the knowledge contribution 
aspects of; originality, abstraction, justification when compared with requirements, 
inspiration, aesthetics, dependence from technology, purpose, specification and 
empirical test for the methods being compared.  This paper furthers Frank’s work by 
developing an epistemologically based criterion for analysis methods to ensure not 
only compatibility but also the way in which they should be combined.

To operationalize his contribution, Frank [2006] suggests that application through 
prototypical research that are common in IS research is done in such a manner 
that concepts that are not required are omitted.  This is so, given the fact that the 
conceptual framework is only an abstraction of the real world situations.  Frank 
[2006] further asserts that to develop an explanation to this conceptual framework, 
one or more theories are applied to the resulting phenomena to form a set of 
hypotheses.  The hypotheses are tested against reality referring to the corresponding 
theory of truth performed as a field study. However, in his suggestion for application 
of this conceptual framework to methodology analysis for use in methodological 
pluralism, Frank [2006] introduces criteria based only on the knowledge contribution 
for the different methods and omits criterion of the analysis of their ability to solve 
problems.

This leaves a gap of a systematic approach for decision making on whether or not to 
use methodological pluralism, which methodologies should be combined and which 
type of methodological pluralism should be used.  This paper proposes a systematic 
approach that can be used by researchers who would wish to use methodological 
pluralism as a research approach.

4. Proposed approach for methodological pluralism approach
The methodological pluralism approach is used basing on the assumption that the 
strengths of the methods used to solve a particular problem should outweigh the 
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weaknesses of both methods and therefore are able to address the problem in a more 
comprehensive manner [Jack and Raturi 2006].  However, this comes with draw 
backs in case the methods that are combined are incompatible or do not have a 
similar theoretical base.  This is attributed to the researchers not first establishing the 
approach that will be used to combine the different methodologies.  The different 
approaches include [Cooper 2003]:

 Paradigm bracketing that first determines the difference between the   
 method  assumptions and does not combine approaches that differ.

 Discordant pluralism where there is synergism in conditions which are   
 highly regulated but may fail under relaxed ones.

 Paradigm bridging that combines theoretically and 
 methodologically incommensurate methods with a bridging theory 
 that resolves the difference.

 Complementarism that requires combining methods with the same   
 theoretical base [Yolles 1998].

 Methodological imperialism by subsumption that considers methods from  
 one paradigm and uses them within the theoretical and methodological   
 assumptions of another. 

Upon identifying the appropriate approach to be used for methodological pluralism 
to address the problem at hand, the researcher has to ensure that the triangulated 
methods have their combined strengths overlapping the weaknesses in order to 
achieve robustness of the methods.  The researcher should also use a variety of 
validity methods when using methodological pluralism to ascertain that there are no 
wide variations in the results across the methods used [Jack and Raturi 2006].  

When a researcher embarks on using methodological pluralism as a research 
approach, the matrix below in form of a table and a flow chart can be used to 
determine whether the underlying theories and philosophical underpinnings will 
lead to synergism and cost efficiency.  The proposed approach is based on concerns 
raised by various researchers as discussed above.  It should be noted that carrying 
out the activities in the table below may be iterative until the researcher has reached a 
certain level of understanding of the nature of the problem at hand given the fact that 
most researchers start with a broad picture of the problem situation [Gil-Garcia et al. 
2006].  The process begins and ends with reviewing literature [Richardson and Pugh 
1981]; this is because whether the analysis reveals that the researcher should use 
one or the other type of methodological pluralism or revert to any of the individual 
methodologies, a review of literature needs to be redone to justify the choice.
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Table1: Matrix for analyzing candidate methodologies for methodological pluralism.
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Yes

No

Yes

No

No Yes

Yes

Yes

No

1. Review literature for the 
methodologies to be 

analyzed

Assumptions 
support 

pluralism?

Triangulation 
method

Are methods 
commensurable ?

3. Identify strengths and weaknesses for 
each method

Sequencing 
Method

4. Ascertain whether strengths 
of both methods are synergistic

Strengths outweigh 
weaknesses

Synergistic effect 
beneficial for the 

problem?

5. Carry out cost benefit analysisPluralism gives net 
benefit?

Methodological 
Pluralism

No

2(a) Compare paradigms to which the 
methods to be combined belong

2(b) Ascertain whether 
inputs for one method are outputs for 

the other

Use more beneficial 
method

Figure 1: Flow chart showing the proposed approach for analysis of methodological pluralism use.

5. Discussion
Methodological pluralism is the paradigmatic research approach for future IS 
research given the multi-phased nature of research in the discipline.  However, up to 
now challenges to researchers in choice of the approach has not only been between 
sequencing and triangulation but also with how to arrive at the appropriate duo or 
trio to be used together.  Methodological compatibility is a must for methodological 
pluralism to be of value and not to be detrimental to IS research; however, this 
should go along preferably with symbiotic mutualism or at the least, symbiotic 
commensalism of the candidate methodologies. An in depth concurrent analysis of 
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the epistemological assumptions of the candidate methodologies needs to be done to 
ascertain a number of areas. First and foremost, one has to ascertain that generally 
the cognitive aspects of each method support pluralism. Secondly, that there is 
beneficial synergism between methods given the strengths and weaknesses of each 
method when applied to same phases of the research. Finally but by no means the 
least, that the most efficient form of pluralism to be used will not lead to costs of the 
research over perceived benefit that cannot be justified while using methodological 
individualism.  These three cognitive theoretical requirements for methodological 
pluralism are the key to a researcher’s decision on whether or not to triangulate or 
sequence two or more methods.

The findings of this paper affirm Frank’s [2006] and Mingers’[1997] assertion where 
they recommend a conceptual framework idealized design science approach in 
information systems research which emphasizes the need for a procedure in arriving 
at the social  impact and theoretical underpinning of the methods being combined.

6. Conclusion and Recommendations
Methodological pluralism makes it possible for multi-dimensional research strategies 
to narrow the qualitative-quantitative divide.  It further has the ability to enhance and 
extend the logic of qualitative explanation [Mason 2006].  However, methodological 
pluralism poses challenges of exploiting and mitigating epistemological and 
ontological differences between the methods thus the necessity for an approach to 
guide researchers in analyzing candidate methodologies for compatibility and cost 
effectiveness. This paper has proposed a means of achieving this goal.  The paper 
neither looked into the breakdown of activities for analysis of the methods nor the 
level of effort required for each phase of analysis.  Further work can be done in this 
area.
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Abstract
Achieving Business process agility requires organisations to be able to identify 
change in their business environment and respond promptly. In addition, they should 
be able to identify internal and external drivers for improvement. Business Process 
Management (BPM) suites have thus been developed to support the business process 
lifecycle by enabling timely changes to be made on process models.  However, most 
BPM suites give little attention to the decision process that takes place when analyzing 
a business process and deciding on how to improve it. This research therefore 
proposes to develop a platform (Studio) that will provide an interactive environment  
to enhance the decision process involved in coming up with alternative solutions on 
how to improve the business process in response to changes, and identified internal 
and external drivers for improvement. The design science research method that 
emphasizes the ‘utility’ of developed artifacts is followed during this research.
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1. Introduction
The ever increasing competition in terms of cost and quality, and the continuously 
changing business and political environments in the world today [Hill et al. 2006] 
has increased the demand for Business Process Agility (BPA). Business Process 
Agility (BPA) is the ability to ‘swiftly’ and appropriately adjust the set of related 
activities performed to achieve a given business goal in response to the unpredictable 
internal and external changes that occur in the business environment, beyond the 
normal level of ‘flexibility’ [Oosterhout et al. 2006; Hill et al. 2006; Lin et al. 2006; 
Sarkis 2001; Sharifi and Zhang 1999]. BPA enables an organisation to (i) have a 
competitive advantage in an ever changing world and (ii) satisfy its customers at a 
minimum cost. This competitive advantage is achieved by having the ability to (i) 
detect and/or predict unexpected changes e.g. new customer requirements, drop in 
prices for a given product, (ii) identify opportunities to improve business processes, 
(iii) flexibly modify/adjust business processes at a minimum cost, (iv) easily develop 
new products whenever there is an opportunity (innovation), and (v) quickly respond 
to detected/sensed changes in the business environment [Oosterhout et al. 2006; Hill 
et al. 2006; Lin et al. 2006; Sarkis 2001; Sharifi and Zhang 1999]. 

The demand for BPA has led to a shift in Business Process Management (BPM) [Hill 
et al. 2006;] from management theories and practices such as Business Process Re-
engineering [BPR] to technologies that have Continuous Process Improvement (CPI) 
[Neubauer and Stummer 2007; Hill et al. 2006]. CPI a core aspect of BPM enables 
continuous [Miers 2006; Neubauer and Stummer 2007], and direct improvement of 
business processes [Hill et al. 2006] thus BPA. In achieving BPA, many approaches 
have been developed in form of suites to support flexibility and dynamicity of specific 
business process aspects. This has been done by implementing BPM suites with a 
number of points of agility [IBM Corporation 2008]. A BPM Suite is defined [by 
Hill et al. 2006] as “a set of integrated technologies that enable process stakeholders 
and users to go quickly around the process revision cycle”. The BPM suites among 
others include: BPM Suites [Singh and Thompson 2008; IBM Corporation 2008; 
BizAgi Limited 2008; Christine 2008; Miers 2006;Hill et al. 2006], Service Oriented 
Architecture (SOA) enabled BPM Suites usability [Unisys 2009; Dan et al. 2008; 
Christine 2008; Singh and Thompson 2008; Kuhr and Hamilton 2008; Kamoun 2007; 
Hill et al. 2006], BPM with Event Driven Architecture (EDA) Suites [Christine, 
2008; Lundberg, 2007], and Collaborative BPM [Christine, 2008]. 

Despite their strength on business rules as a key enabler for flexible and dynamic 
processes [IBM Corporation 2008; Singh and Thompson 2008; BizAgi Limited 
2008], it is observed that these BPM suites have not paid much attention to other 
points of agility (analytics, events, policies, active content and service selection). 
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Moreover these suites provide limited usable functionality for analyzing the behavior 
of a business process from event logs [Aalst 2007].  In addition, BPA requires one 
to have the ability to (i) detect and/or sense change in the business environment, 
and respond quickly, and (ii) identify internal and external drivers for business 
process improvement [Lin et al. 2006; Sharifi and Zhang 1999]. However, most 
of the BPM suites have very limited support for sense-and-respond patterns thus 
providing limited support for BPA [Christine 2008]. Last but not least, the decision 
process involved in exploring possible alternative ways of improving a business 
process in response to detected change or when an opportunity for improvement 
has been identified, calls for interaction amongst stakeholders. This interaction has 
nevertheless received minimal support due to the limited support for collaborative 
BPM [Christine 2008]. It is thus clear that there is need to provide an interactive 
environment to enhance the decision process involved in coming up with alternative 
solutions on how to improve the business process in response to both detected and 
sensed change, and identified internal and external drivers for improvement. This 
poses a challenging question: How can the decision process be enhanced in order to 
improve business process agility (BPA), i.e. exploration of different modifications/
adjustments of a business process?  

To this end we propose a decision enhancement studio as means of improving 
business process agility by providing an interactive environment/platform that 
comprises a set of tool/techniques that will support the decision making processes 
involved in exploring alternatives ways of improving business processes in response 
to change. A studio has been defined by Keen and Sol [2008] as an environment 
or shared space or forum, which contains a set of integrated tools/technologies 
(suite) that enable stakeholders (people) to interactively collaborate to generate 
and analyse ‘what-if’ scenarios of the possible solutions to a given problem. To 
address our research question, first we provide an overview of the existing business 
process management and agility solutions, from which we derive how best the studio 
approach can be used to strengthen these solutions in order to improve BPA. This 
is detailed in sections 2 and 3 respectively. To design the decision enhancement 
studio, we followed the design science research approach as presented in section 4. 
In section 5, the description of the case used during an exploratory study including 
the findings and the design of the studio to support the analysis and exploration of 
business process improvement alternatives are presented.
 
2. Business Process  Agility (BPA)
Business Process Agility (BPA) arose from Business Process Management (BPM) 
as a result of a need to remain competitive by responding promptly to changes in a 
dynamic business environment [Oosterhout et al. 2006; Hill et al. 2006; Sarkis 2001; 



113

Sharifi and Zhang 1999]. BPM can be summarized as being both a methodology and 
a toolset for solving process problems [Christine 2008]. The main aims of BPM are: 
representation of business processes, activities and execution constraints between 
the process activities [Weske 2007], and the controlling, monitoring, optimizing 
and modification of business processes [Hill et al. 2006]. In the quest to achieve 
agility, organisations sought key enablers in making a process flexible and dynamic. 
That is, points in a business process that can easily be monitored and modified by a 
stakeholder or user [IBM Corporation 2008]. Such points are referred to as ‘points 
of agility’ [IBM Corporation 2008]. In order to affect the performance of a business 
process, persons that are knowledgeable about the business process manipulate a 
given point of agility without having to change the whole process [IBM Corporation 
2008]. Six points of agility have been identified by IBM [IBM Corporation 2008]. 
These are: (i) Events; in cases where the instances of a process originate from 
multiple sources or users, they appear to be random and non-sequenced. These 
are correlated into a single actionable instance pattern, (ii) Analytics; this point of 
agility deals with the analysis of information related to a business processes. This 
information may be historical data, data from application, generated during execution 
i.e. event logs, or other sources. Analysis of such data supports decision making 
and improvement of business processes and business performance in general, (iii) 
Rules; business rules refer to an arrangement of procedural logic that are applied and 
followed when making basic decisions e.g. assignments and routing, (iv) Service 
Selection; this involves selecting an appropriate service or set of services to respond 
to a given service request. This is a point of agility since a set of services will be 
selected to respond appropriately to change that may have occurred in the business 
environment, (v) Active Content; this point of agility refers to information or data 
that is logically filled and/or automatically changed or personalised. It is a point of 
agility since each time this information is altered; there are a number of actions that 
are triggered in a business process and (vi) Policies; these refer to a combination 
of business level declarations that are used to dynamically form business processes 
from gather business functionalities of an organisation. 

To enhance BPA, many approaches were developed as introduced in the preceding 
section. BPM Suites: BPM suites consist of tools to support the modeling, 
configuration, enacting and to support simulation and optimization of business 
processes [Christine 2008]. It they may have additional components such as a 
business rules engine or decision services, a content management tool such as a 
database, collaboration tools, an Enterprise Service Bus (ESB), and industry-specific 
or application specific frameworks [Christine 2008]. Some examples of BPM suites 
that have been developed to enable BPA are the IBM Business Process Management 
(BPM) suite [IBM Corporation 2008], AgilePoint BPM suite [Singh and Thompson 
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2008], BizAgi Business Process Management (BPM) suite [BizAgi Limited 2008] 
among others.  

Service Oriented Architecture (SOA) enabled BPM Suites. The combination of 
BPM and SOA leads to an increase/enhancement of BPA through the provision of 
better flexibility to respond to changes and re-usability [Dan et al. 2008; Christine 
2008; Kuhr and Hamilton 2008; Kamoun 2007; Hill et al. 2006]. This is done by 
enabling the quick assembly of new business processes to meet the changes in the 
business environment from existing services [Dan et al. 2008; Christine 2008]. 
However, BPM with SOA suites face a problem of slow speeds experienced when 
communication between the SOA components which is made up of a combination of 
pull and scheduled (batch) operations [Ghilic-Micu et al. 2008; Lundberg 2007].
Event Driven Architecture (EDA) enabled BPM Suites. EDA introduces the concept 
of events into traditional business processes [Christine 2008; Ghilic-Micu et al. 
2008]. EDA is defined by Chandy and Shulte [2007] as “a style of application 
architecture centered on an asynchronous ‘push’-based communication model”. On 
EDA architecture, an application detects change and issues a notification that will 
initiate a reaction in the receiving node [Ghilic-Micu et al. 2008; Lundberg 2007]. 
The ability to listen and respond to incoming events will lead to improvement in 
BPA [Christine 2008]. CEP systems have also been run as a parallel platform to a 
BPM suite to support the sense-and respond patterns [Ammon et al. 2008; Lundberg 
2007]. These suites may be enhanced with SOA to enable faster communication 
[Lundberg 2007]. However, from the survey carried out by Oracle [Christine 2008] 
very limited support for sense-and-respond patterns by traditional BPM suites or 
supporting technologies was noted.  

Collaborative BPM is a commonly overlooked yet important aspect of BPM with the 
involvement of people. It has been used in three areas: Exception Handling, Case 
Management and Research Processes [BizAgi Limited 2008; Christine 2008]. Most 
BPM suites do not support collaborative interactions that may take place before an 
action is taken at a given step in the flow of a business process [Christine 2008]
From the above discussion, an improvement in  the aspects (weaknesses) mentioned 
above will improve BPA leading to better operational performance as a result of 
continuous process improvement. This will also lead to increased profits through 
making optimum improvements [at a reduced cost] of their business processes which 
saves money, and quick responses and the satisfaction of customers’ requirements. 
To do this, we propose the development of Decision Enhancement Studio (DES) 
consisting of suites (set of technologies) to support the decision process involved 
in achieving business process agility. A studio is an environment or shared space or 
forum, that contains a set of integrated tools/technologies  that enable stakeholders 
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[people] to interactively collaborate to generate and analyse ‘what-if’ scenarios 
of the possible solutions to a given problem [Keen and Sol 2008]. Such a set of 
integrated tools/technologies is referred to as a Suite [Kol et al. 2008; Hill et al. 
2006]. The proposed studio will also provide an interactive environment to support 
the decision process involved in coming up with alternative solutions on how to 
improve the business process in response to the detected changes. The DES will lead 
to the improvement of business process agility by enhancing the decision process 
involved in making of business process improvements in response to detected and 
sensed change. Business process agility can therefore be improved through a DES.

3. Decision Enhancement: Studio-based Approach
A studio is an environment or shared space or forum, that contains a set of integrated 
tools/technologies  that enable stakeholders (people) to interactively collaborate to 
generate and analyse ‘what-if’ scenarios of the possible solutions to a given problem 
[Keen and Sol 2008]. Such a set of integrated tools/technologies is referred to as 
a Suite [Keen and Sol 2008; Hill et al. 2006; Kol et al. 2008]. These suites are 
deployed in a studio using experimental process methods and recipes on how the 
stakeholder/users can interactively use the deployed suites [Keen and Sol 2008]. The 
studio-based approach is therefore useful in solving a problem that requires the input 
from various knowledgeable people.

The studio approach has been used in several fields such as education [Hundhausen 
2002; Bequetter et al. 2001; Bequetter et al. 1999], decision enhancement (DE) 
[Keen and Sol 2008] and in BPM [Corticon Technologies 2009]. In DE, the studio-
based approach is used to enhance the decision-making process in order to achieve 
decision process agility by enhancing interaction between participating individuals 
[Keen and Sol 2008].  A studio consists of a suite(s) and recipes on leveraging the 
suite(s) or a Decision Enhancement Service (DES). The use of the studio approach 
in BPM has been limited to providing tools that generally support the business life-
cycle e.g. the BizAgi BPM suite [BizAgi Limited 2008], and to support a specific 
point of agility e.g the Corticon Business Rules Management Studio supports the 
business rules point of agility. The Corticon Business Rules Management Studio 
provides stakeholders with an environment to author and verify business rules 
[Corticon Technologies 2009]. 

The studio approach is used in this research to propose a design of an interactive 
environment/platform that comprises a set of tool/techniques that will support the 
decision making processes involved in exploring alternatives ways of improving 
business processes in response to change. In addition, a set of guidelines on how the 
set of tools/techniques should be organised and used by stakeholders collaboratively 
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in an interactive environment/platform, are also provided. The proposed decision 
enhancement studio design will therefore provide stakeholders with tools/techniques 
to collaboratively explore business process improvement alternatives in response to 
identified changes. 

4. Research Approach
This research is being done following the Design Science research method. Design 
Science is a problem-solving paradigm that aims at stressing ‘utility of artefacts’ that 
is, producing artefacts that contribute to the body of knowledge and are relevant to 
the community [Winter 2008; Carlsson 2006; Hevner et al. 2004]. Design Science 
research consists of three cycles namely, the relevance cycle, the design cycle also 
known as the ‘build-and-evaluate loop’, and the rigor cycle [Winter 2008; Hevner 
2007; Carlsson 2006; Hevner et al. 2004]. ‘Relevance Cycle’ deals with identification 
of a problem, opportunity in a given application domain in terms of business needs. 
This is an input to the design cycle. The ‘Rigour Cycle’, involves thorough review 
of past knowledge in terms of foundations and methodologies to identify applicable 
knowledge. The rigour cycle also provides input to the design cycle in terms of 
appropriate theories and methods for construction and evaluation of artefacts. The 
‘Design Cycle’ is the core of design science. It involves the building and evaluating of 
artefacts following a set of guidelines defined in Hevner et al. [2004].  Following the 
relevance cycle, the researcher explored a case’s business environment to gain an in-
depth understanding of the business environment in terms of their goals, operational 
activities, problems and opportunities with respect to BPA. Interviews were used to 
gather information on the factors leading to change and those affecting the decision 
process involved in exploring business process improvement alternatives in response 
to the identified changes. User requirements were identified from this data and 
functional requirement for the decision enhancement studio derived from these. In 
the rigor cycle existing literature was reviewed to identify tools and techniques that 
will be used in the decision enhancement studio to support the activities and decision 
process involved in exploration of business process improvement alternatives. In 
the design cycle, the studio functional requirements from the relevance cycle and 
the tools and techniques identified in the rigor cycle were used to develop a global 
design of the studio.  

5. Case Study: National Social Security Fund (NSSF) Uganda
The National Social Security Fund (NSSF) is a national saving scheme mandated 
by the government through the National Social Security Fund Act, Cap 222 (Laws 
of Uganda) to provide social security services to employees in Uganda. All the 
organisation’s operations are performed within the boundaries of the NSSF Act, 
directives from the Bank of Uganda (BOU) and the Ministry of Finance. Over the 
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years, NSSF has had the monopoly of providing these services in Uganda however; 
the vision of liberalizing the business will bring about more competition on the 
scene. In order to prepare for this and to remain competitive in the free market 
there is an increased demand for business process agility.  Secondly, with the 
increase in the number of members (employees contributing to the fund) there is 
need to improve service delivery especially when it comes to processing benefits. 
The organisation therefore sought to improve its business processes to meet these 
needs. The following section presents the challenges business process agility in the 
organisation particularly the decision making process involved in the exploration of 
business process improvement alternatives, identified from this case study. These 
challenges were used to identify user requirements and thereafter to derive studio 
functional requirements which were used as the basis for the proposed studio design 
for a decision enhancement studio to improve business process agility. 

5.1. Challenges to the Decision Making process: Exploring Alternative   
 business process improvement solutions
To identify the key performance indicators and factors that drive the need for 
business process improvement and to get a better understanding of the decision 
process involved in the exploration of different alternative ways of improving a 
business process, an exploratory study was done at NSSF-Uganda. The study was 
done to identify the major factors that affect the operations of the organisation and 
the challenges that stakeholders face during the decision making process involved in 
business process improvement. 

The heads of the Risk, Information Systems, Operations (Customer Care) departments 
and the Performance Intelligence Unit at NSSF-Uganda were interviewed in face-
to-face sessions. The operations department was selected because it is the core 
department in that it interfaces with the employees and employers delivering the 
organisation’s services to them. The other departments were selected because they 
are primarily involved in the analysis of the organisation’s business processes to 
monitor it’s performance and to seek opportunities of improving it. In addition to 
these, they also take part in the decision making process of determining how the 
business process should be improved.

From the data collected, the following problems/challenges were identified as to be 
affecting the decision making process involved in exploring alternative solutions for 
improving their business processes. These may be categorized into 2 groups namely 
internal and external challenges. Internal challenges are those that are caused by 
factors within the organisation that can be controlled, whereas external challenges 
are those that are caused by external factors that the organisation has no control over 
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and yet they affect the decisions made on how to improve the organisation’s business 
processes. 

5.1.1 Internal Challenges 

i).  There is limited stakeholder participation; The limited participation is attributed 
to a number of factors such as lacking or limited clarity and understanding of an 
improvement opportunity and failure to clearly envision the benefits associated with 
a given proposed improvement alternative. These factors minimize the participation 
of a stakeholder that is to say, failure to clearly envision the need for proposed change 
or to understand how one will benefit from a given business process improvement 
alternative, causes stakeholders to participate less in the decision making process 
and thus inhibits business process agility.

ii).  Poor information flow; In cases where decisions have been made on how to 
improve a business process, failure to pass down information concerning the 
decisions to concerned users or other stakeholders has hindered or slowed down the 
implementation of improvements to their business process. 

iii).  Rigidity in the decision-making process; In some departments, decisions 
concerning what improvement should be made to a business process have been 
limited to a small section of the departmental staff for example heads of departments 
and/or a selected number of other departmental staff. This has been seen to cause a gap 
between management and junior employees which may later impede implementation 
of improvements to a business process.

iv).  Bureaucracy; The existence of strict organisation structures through which 
decisions are to be made, has a tendency to slow down or even inhibit responsiveness 
to changes in the business environment that require improvement or adjustments to 
be made to business process. Lack of flexibility in the decision-making process may 
therefore reduce the agility of an organisation. 

v).  Lack of enough and/or current information; Periodic data is used to analyze the 
performance of the organisation’s business process. Data that has been logged by the 
workflow management system over a given period of time is collected by a member 
of staff and filtered to generate reports that are then used to analyze the performance 
of the business process. This means that decisions will be made based on static 
information and not real time. 

vi). The need to cut costs; this has affected the decision making process since the 
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stakeholders have resorted to Microsoft applications such as excel for data analysis. 
As a result complex analytics that are performed by specialized software cannot be 
performed. This has made the data analysis and later report writing activities within 
the process such as risk assessment and business process analysis labour intensive.

5.1.2 External Challenges 
i). Fluctuating stock prices; NSSF invests the contributions in stock shares. 
Any drop in the stocks prices means that the anticipated revenue from the sale of the 
stocks will not be reached. Such a loss means that the interest rate being awarded to 
customers needs to be lowered for that financial year. However it should be noted, 
that once an interest rate is set in a given financial year, it can’t not be changed until 
the next financial year. This places a challenge on the business process agility.

ii).  Political influence; NSSF’s operations are governed by the Ministry of Finance, 
thus changes in its operations have to be approved by the minister.

iii).  NSSF Act and Directives from Bank of Uganda and the Ministry of Finance; 
these affect the decision making process since all the decisions have to be made in 
alignment to these directives and Act.

iv).  Economic stability (inflation, credit crunch); the stability of the economy 
determines the interest rates that are comprised within rules used by business process 
activity that deals with crediting a beneficiary’s account. 
It was also discovered that the external challenges were factors affecting the decision 
process however beyond the control of the staff members of the organisation. 
This is because they are controlled by other national and international parties and 
therefore only form a boundary as to what kind of improvements can be made to the 
organisation’s business process. External challenges such as economic stability and 
fluctuating stock prices may be monitored independently and the information used as 
a basis for improving the organisation’s business process. Secondly, the management 
of NSSF-Uganda can only recommend changes to be made to the NSSF Act but not 
change it. The organisation is also required to abide by the directives from Bank of 
Uganda and the Ministry of Finance. 
To this end, this research focused on the internal challenges because these can be 
controlled by staff members of the organization thus leading to the derivation of the 
following user requirements.

i).  There is a need to encourage stakeholder participation. This can be done by 
providing a way of enhancing stakeholders’ ability to identify and understand 
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improvement opportunities and the benefits associated with a given proposed 
improvement alternative. 

ii).  Once business process improvement alternatives have been selected, there 
is a need to improve and monitor the flow of information between concerned 
users or stakeholders in order to enhance the implementation of business process 
improvements. 

iii).  A flexible way of making decisions is necessary in order to increase 
responsiveness to changes in a business environment, and bridge/reduce the gap 
between management and junior employees which may otherwise reduce the agility 
of an organisation, and impede implementation of improvements to a business 
process respectively.

iv).  There is a need for a way of gathering enough and/or current information 
for business process analysis in order to make decisions based on real time 
information. 

v). There is need for a cheap and effective way of carrying out complex data 
analysis within risk assessment and business process analysis activities.
From the findings above, it is clear that there is need for a solution that flexibly 
enables speedy and efficient analysis of logged data from the workflow management 
system. The solution should also encourage participation of, communication and 
collaboration between the concerned stakeholders during the process of analyzing 
a business process and exploring different ways of improving it in a cost effective 
manner. It should promote understanding of the benefits and downsides of different 
alternative solutions in the stakeholders so as to encourage participation from them. 
Also, the external factors should be considered when proposing business process 
improvement alternatives. For such a solution, it is important to identify the specific 
user requirements that will be used to guide in establishing the functionality that 
should be supported by the solution. This research therefore proposes a decision 
enhancement studio as a solution that can meet these requirements. 

5.2. Decision Enhancement Studio for Improving Business Process 
 Agility in NSSF
The decision enhancement studio concept and it;s components have been defined in 
section 3. The proposed decision enhancement studio will support the exploration of 
business process improvement alternatives in response to identified changes in social 
security schemes’ business environment such as the National Social Security Fund 
(NSSF) in Uganda. The appropriate set of technologies’ functions requirements i.e. 
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the activities or functions that the studio needs to provide the stakeholders with were 
derived from the identified user requirements. The derived functional requirements 
are presented in the following section. 

5.2.1 Functionality Requirements
The functional requirements include: 

i).  Enable in-depth workflow analysis giving insight into the performance and 
behaviour of a business process so as to identify the opportunities for improvement 
by providing a set of tools/techniques that can be used to analyze different aspects of 
a business process in a timely manner.

ii).  Support risk assessment of an organisation’s business process in order to identify 
the opportunities for improvement by providing a set of tools that support the risk 
assessment activities. In addition, provide an environment that the concerned 
stakeholders can work with jointly to identify, analyze and generate recommendations 
for dealing with the identified risks.

iii).  Enable multiple stakeholder participation in the generation and exploration 
of improvement alternatives, risk assessment and decision making by providing a 
group support system to support these activities. The group support system would 
enhance collaboration, interaction as well communication among the stakeholders.

iv).  Allow for manipulation through interaction with the business process model. 

v).  Enable the simulation of the different possible modifications/improvement to 
a business process. The studio should thus provide simulation tools that can mimic 
the behaviour of a business process, logging events during its execution. The 
logged information from the simulation would then be analyzed to provide a better 
understanding of the proposed business process improvement alternatives. 

vi).  Provide visualization of the analysis reports/results; different presentation 
formats of the analysis results should be presented to the decision makers in order to 
improve their understanding on how beneficial a given improvement alternative is. 

vii).  In addition enhance the stakeholder’s willingness, commitment and motivation 
to take part in the decision making process involved in exploring and selecting a 
business process improvement alternative. 

viii).  Provide a means of disseminating or sharing of information about decisions 
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made (action points and responsibilities) through the short messaging system and/or 
email systems to improve the flow of information among concerned stakeholders.
In order to meet the need for a way to gathering enough and/or current information 
for business process analysis, the decision enhancement studio should provide an 
environment where various stakeholders can contribute their ideas freely as well as 
provide a set of tools/techniques (suites) that can perform business process analysis 
on the collected event logs. Being able to analyze the event logs of an information 
system supporting the business process automatically or  with less human intervention 
reduces the time spent on business process analysis and thus more analyses can be 
performed thereby achieving analysis on near to real time information. In addition 
to this, the set of tools/techniques that provide the above functionalities should be 
well organized following a defined recipe/method. It is thus hoped that the decision 
enhancement studio will provide a cheap and effective way of carrying out complex 
data analysis within risk assessment and business process analysis activities. 
In the next section we provide a global design of the proposed decision enhancement 
studio for improving BPA.
 
5.3. Studio Design
Looking at the functional requirements mentioned above, we propose a decision 
enhancement studio consisting of 4 suites to provide the required functionality. 
These are the (i) Risk Assessment suite (ii) Workflow Analysis suite (iii) Suite for 
exploring business improvement alternatives and (iv) the Communication suite that 
is responsible for ensuring that the concerned parties in an organisation(s) receive 
information on the decisions made. The suite for exploring business improvement 
alternatives also supports the generation of a method or procedure on how to 
implement a selected business process improvement alternative. The diagrammatic 
representation of Studio’s global design is given in Fig. 1.

The first step in the process of generating and exploring business process improvement 
alternatives is the analysis of the business process. Using the Risk Assessment and 
Workflow Analysis suites in parallel, the business process is analysed to understand 
the level of risks involved, its behaviour and performance with the aim of identifying 
opportunities for improving it. Event logs and business process specifications 
(models) from an organisation’s workflow management system (WFMS) are provided 
as input to the Workflow Analysis suite whereas the business process specifications 
are provided as input to the Risk Assessment suite. 
During the risk assessment activity, the responsible stakeholders collaboratively work 
together to identify risks; that is, detecting threats and opportunities for improving 
a business process. The input into the risk assessment activity will be a process 
specification and additional information gathered from different stakeholders who 
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interact with the business process. In the risk identification activity, stakeholders 
collaboratively analyze the business process to identify the events of concern. 
Business process risks are then formulated from identified events. These are then 
categorized in terms of importance. The generated list of risks is then reviewed to see 
if it is complete or not. The steps are repeated till a complete list of risks is achieved. 
Once risks have been identified, stakeholders collaboratively develop metrics for 
corresponding risks to act as risk indicators for newly identified risks. Risk indicators 
are used as a basis for analyzing business process risks. During risk analysis, risk 
levels are identified and stakeholders collaboratively generate recommendations on 
how to deal with identified risks by discussing the identified risk levels with the 
aim of generating mitigation or control measures. The risk indicators are monitored 
and risk levels controlled using the recommendations. This information is compiled 
into a risk assessment report that is used during the generation of business process 
improvement alternatives.

In the workflow analysis activity, the responsible stakeholders evaluate the 
performance and behaviour of a business process. The workflow analysis will be done 
using a set of tools such as the process mining (ProM) framework which consists of 
various process mining and analysis techniques; process verification tools such as 
Woflan; and simulation tools such as Coloured Petri-Net (CPN) tools. It will involve 
mining the as-is process model from the log file generated by an organisation’s 
workflow management system during process execution. This will be done using 
the mining techniques for example the Alpha (α) algorithm, provided in the ProM 
framework. The performance and behaviour of the mined as-is process model will 
then be analyzed and a report containing this information generated. This report will 
be used during the exploration of business process improvement alternatives.

The reports generated from the business process risk assessment and workflow 
analysis activities are used during the exploration of improvement alternatives and 
decision making activities. Using the suite for exploring improvement alternatives, 
the responsible stakeholders collaboratively work together to generate and explore 
possible improvement alternatives. Using a group support system e.g. Meeting 
Works, the stakeholders evaluate the risk assessment and workflow analysis reports 
on the existing business process. During this evaluation, aspects of the business 
process that need to be improved are identified and a goal defined.  The goal 
definition consists of the process to be improved and the aspect(s) to improve. 
Stakeholders then work collaboratively to identify a business process improvement 
alternative by first brainstorming on possible ways or alternatives of improving the 
business process model. The alternatives are evaluated and the most feasible/suitable 
are selected. The selected improvement alternatives are then fed into the Workflow 
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Analysis suite and the Risk Assessment suite so that a risk assessment and workflow 
analysis of each alternative can be performed. Following the same procedure that was 
used on the existing business process, each improved business process alternative 
is assessed for the risks involved. Recommendations on how to deal with them are 
made. A risk assessment report consisting of this information is then generated. 
Concurrently, simulation will be used as a means to analyse the proposed business 
process improvement alternatives. An initial business process simulation model will 
be mined from the log file generated by an organisation’s workflow management 
system during process execution. 

Basing on the improvements suggested by stakeholders, the initial model will then 
be modified into different simulation models representing each business process 
improvement alternative. The ProM framework analysis techniques will then be 
used to analyze   the performance and behaviour of the different improvement 
alternatives. Analysis reports containing this information will generated and used 
in the decision making process. The reports generated from the risk assessment 
and workflow analysis of the possible business process improvement alternatives 
are then fed into the suite for exploring improvement alternatives. The reports will 
be used by a group of stakeholders to select the most suitable alternative to be 
implemented. This decision-making task will be carried out using a group support 
system (GSS). The stakeholders will evaluate the alternative improvement solutions 
against the desired improvement goal i.e. How does a given alternative improve the 
identified aspect of the business process? Through a voting session the improvement 
alternative that best satisfies the defined goal i.e. best improves the identified aspect 
of the business process is selected. 
Once a business process improvement alternative has been selected, stakeholders 
will discuss and agree on an implementation procedure. The selected business 
improvement alternative and the agreed implementation procedure are then 
communicated to the people responsible for implementing the improvement to the 
workflow system. The communication will be done using a script provided in the 
communication suite.
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Fig. 1.: Global Design of Decision Enhancement Studio for Improving Business Processes Agility

6. Conclusion and Future research
In this research we have looked at a number of approaches that support enhancing 
of the business process agility in organizations. Not withstanding their efforts, 
we observed that these approaches scantily give attention to the decision process 
involved in the exploration of alternative solutions to improve business processes 
in response to detected/sensed change [Lundberg 2007; Christine 2008]. More 
so, the points of agility such as the analytics that would give more insight to the 
behaviour of business processes, have not received much attention in most BPM 
suites. Additionally, most of the BPM suites have very limited support for sense-
and-respond patterns in terms of implementing EDA in BPM suites [Christine 2008]. 
Lastly, there is limited support for collaborative BPM [Christine 2008] especially in 
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the process of exploring possible alternative ways of improving a business process 
in response to identified changes. 

It is on this basis that this research proposes, first, to enhance collaboration and 
interaction between stakeholders, and secondly enhance the existing BPM suites 
to support the sense-and-respond patterns. To address this, a decision enhancement 
studio should eb developed to provide stakeholders with tools/techniques to 
collaboratively explore business process improvement alternatives in response 
to identified changes. The developed studio should also provide an interactive 
environment to support the exploration business process improvement alternatives, 
and the decision process involved. In addition, a set of guidelines/recipes to 
coordinate the interactions between people and the technologies and collaboration 
among people within the studio should be provided. As a step to realizing the above 
environment, an exploratory study of one case was carried out at National Social 
Security Fund (NSSF) Uganda. From the study, it was discovered that analysis of a 
business process in terms of its performance, behaviour, and the risks involved are 
vital inputs to the process of exploring business process improvement alternatives. In 
addition to this the internal challenges were used to establish the user requirements 
and later the studio functional requirements. A studio design consisting of 4 suites to 
support the analysis and exploration of business process improvement alternatives 
was then developed. The suites comprise tools/techniques to support risk assessment 
(Risk Assessment suite), workflow analysis (Workflow Analysis suite), collaborative 
exploration of business process improvement alternatives (suite for exploring 
business improvement alternatives), and the communication amongst stakeholders 
(communication suite).
The next step is to implement and test the studio design using case studies in order 
to develop a refined validate design with the aim of enhancing Business Process 
Agility that is, the sensing or detection of changes in the business environment, and 
the identification of business process improvement opportunities. The designed DES 
once validated will therefore provide an approach to achieving collaborative BPM 
by enabling stakeholders to make effective decisions on how to improve a business 
process.   
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Abstract
With the increasing interoperation of information systems (ISs) within and between 
companies, the problem of Enterprise Application Integration (EAI) is becoming 
increasingly challenging and pressing. This is attributed to the dynamic and rapid 
pace of emerging trends with a diversity of EAI solutions for business domains. 
Attaining a consummate EAI solution for a specific business domain is still a 
challenge to enhancing suitability analysis amongst a diversity of correct EAI 
solutions for specific business domains. Other researchers have established the 
interdependences between the EAI evaluation criteria factors; however, to the best 
of our knowledge, what is missing is a method to support feedback analysis between 
these factors to support complete evaluation of EAI solutions for business domains. 
In addition, most EAI evaluation methodologies provide insights from one or two 
evaluation perspectives and yet in reality, evaluation of EAI solutions should arise 
from an aggregate of various perspectives to enhance a comprehensive EAI solutions 
evaluation. Therefore, there is still lack of a holistic methodology that supports 
complete evaluation criteria factor analysis from the different stakeholder perceptives 
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to realize complete EAI solutions evaluation for specific business domain.  In this 
paper, we identify major sources of problems that make it difficult to evaluate and 
implement complete EAI solutions for a specific business domain and further give 
a comparative evaluation matrix to highlight the differences between various EAI 
technologies, EAI evaluation models and EAI Frameworks. We argue that complete 
EAI evaluation can only be realized on the basis of the successful accomplishment 
of EAI adoption Life cycle stages. The analysis to realize a “complete decision” 
in evaluation of EAI solutions possesses interesting challenges: What evaluation 
methodology can best represent completeness of an EAI evaluation to suit a specific 
business domain?  A number of evaluation criteria factors for EAI completeness 
are proposed with particular emphasis on the Dynamic System Modeling approach.  
The systems dynamics modeling approach proposed  extends existing EAI evaluation 
models based on systems theory; where a number of evaluation criteria factors are 
considered with their causal inter-relationships and feedback analysis determined 
to guide comprehensive decision making towards a diversity of  correct  EAI 
vendor solutions for a given business domain. The novelty of this model lies with 
interdependence, dynamic and feedback analysis between evaluation criteria factors 
from multiple evaluation view points to give a realistic and complete evaluation of 
EAI solutions rather than from one evaluation perceptive. This model will inter-relate 
different evaluation criteria factors from a multitude of stakeholder evaluations 
perceptive in order to have completeness in evaluation amongst diversity of correct 
EAI solutions in a rapidly changing business environment.  

Categories and Subject Descriptors: H. Information Systems, H.4.2 [Types 
of System]: Decision Support: Management Information Systems- Enterprise 
Information Systems Integration Evaluation.
General Terms: Systems Approach; Enterprise Application Integration Evaluation; 
Evaluation Models and Frameworks.  Additional Key Words and Phrases:  
Evaluation, IS Integration, System Dynamics
ACM Reference Format  Modeling Enterprise Information Systems Integration 
Evaluation as a Dynamic System.  International Journal of Computing and ICT 
research.
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1.0 Introduction 
“The integration of enterprise information systems (EIS) represents one of the most 
urgent priorities to permit intra and inter business process organization to meet 
increasing organizational and managerial needs” [Bose et al. 2008].  To achieve 
greater automation of processes, organizations face the challenge of integrating 
disparate information systems that have produced isolated silos of information.  An 
organization’s management system, for example, is considered a silo if it cannot 
exchange information with other related systems within its own organization, 
or with the management systems of its customers, vendors or business partners. 
“Therefore, this may lead to business applications to continuously be locked into 
inflexible integration infrastructures because an effort to connect them is a costly, 
time-consuming and risky endeavor “[Lam, 2005; and Kamal et.al 2009]. In 
addition, the rapid pace and continuous evolution of business enterprises usually 
implies either: discarding, maintaining, modernizing and reassessing its existing 
applications, or even overhauling its established business processes than what 
the enterprise anticipates [Renuka and Srinivas, 2005]. The dynamic nature and 
business growth necessitates  the need to continuously re-evaluate the alignment 
of existing applications  with dynamics and growth of the business enterprise leads 
to reevaluation of existing enterprise applications for  adaptability, flexibility, 
computability and interoperability  as key non-functional requirements (NFRs) 
[Benslimane et. al 2007; Glinz 2005, 2007] that  may constraint  proper functionality 
of the  information systems.

Successful integration of information systems deployment depends not only on the 
behavior of the new capability itself (functional requirements) but on its interactions 
with other system components in the business environment and the quality of service 
of these interactions (NFR). Newly deployed capabilities might generate unexpected 
contention for shared resources and may end up hindering business operations.   
“Appropriate evaluation of enterprise information systems (EIS) integration solutions 
for complex and dynamic business environment is tough” [Popova and Nedeva, 
2006; Chappel 2004; Chari and Seshadri 2004]. Enterprise Application Integration 
(EAI) is a way of addressing this issue [Al Mosawi et. al 2006; Kamal et. al 2009].  
“EAI is the unrestricted sharing of information between two or more enterprise 
applications” [Linthicum 2000; Lam 2005; Themistocleous 2004].  Themistocleous 
and Irani [2001], Irani  et al. [2003]; Kamal et. al , [2008]; Kamal, [2009], analyze 
and explain the benefits that originate from the use of EAI technology and classify 
them into: “(a) organizational (b) managerial (c) operational, (d) strategic and (e) 
technical. Challenges of acquiring EAI solutions include: “technological, business, 
process and organizational factors” [Purao et al. 2007; Kamal 2009]. Appropriate EAI 
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solution evaluation is critical for the majority of integration problems [Vasconcelos 
et al. 2004; Al Mosawi et al. 2006; Kamal et al 2008; Kamal, et al. 2009] and must 
be performed using a sound and detailed methodical approach. Moreover, we remark 
on the existence of a market place that is dynamic with a diversity of available EAI 
technologies for solving different kind of problems. “A mixture of EAI technologies 
is usually needed to evaluate integrated solutions” [Kamal et al. 2008; Kamal 2009; 
Bose et al. 2008; Kishore et al. 2006]. In order to achieve complete EAI solutions 
evaluation to suit a specific business domain, organizations must iteratively and 
systematically follow EAI life-cycle stages, namely: “Decide, Evaluate, Design 
and Implement” [Themistocleous et al. 2005].  Therefore, final EAI implementation 
significantly depends on proper evaluation of the most suitable EAI solution for a 
specific business domain [Chappel  2004; Wagner 2004; Marijn and Anthony 2005; 
Sarkis and Sundarraj, 2000]. 

The analysis to realize a “complete decision” towards the support of evaluation of 
EAI solutions possesses interesting challenges: What evaluation methodology can 
best represent completeness of an EAI evaluation to suit EAI requirements for a 
specific business domain? [AlMosawi  et al. 2006; Kamala, et al. 2009; Mantzana 
et al. 2007; Khoumbati et al. 2006; Chen 2005; Themistocleous, 2004]. The current 
EAI implementation pitfalls are mostly not due to technical difficulties, but due to 
management issues [Lam 2005]. EAI problems often emerge from overly ambitious 
or imprecise requirements resulting from inadequate plans for integrating different 
systems (legacy or otherwise) [Janssen and Cresswell 2005].  Most enterprises focus  
on a smaller set  of objectives than they ought to, because they are overly influenced 
by the project or methodological (technical) concerns, and do not sufficiently 
focus on the non-functional requirements (NFRs) and business goals as a whole 
[Yusop et al. 2006]. In addition, the high investment costs associated with EAI 
have caused much concern for many organizations [Chen and Dai 2005; Sanchez 
et al. 2002]. Although the initial cost of investing in EAI may seem a one-off, the 
cost of integration is in fact more extensive when EAI solutions are not adopted. In 
addition, many case studies are simple examples of how the EAI tools work and do 
not delve into functional analysis for a complex real-world business environment 
[Themistocleous 2004; Kamal et al 2008; Cysneiros and Leite 2004].

Appropriate evaluation is critical and important during an Enterprise Application 
Integration (EAI) project. The evaluation process has been hindered by the variance 
in underlying EAI approaches, frameworks and adoption models with different 
terminology and concepts [Kamal et al. 2009].  Several researchers have proposed 
EAI adoption models and evaluation frameworks that are based on: “(a) diversity of 
EAI evaluation criteria factors, (b) a specific business domain  (c) simple qualitative 
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descriptions of various factors, d) identification casual inter-relationships among 
EAI adoption factors by  highlighting  the importance of each factor and its inter-
relationship with other factors and (e) based on mappings of EAI adoption factors  
to the phases of the  EAI  lifecycle” [Irani et al. 2003; Kamal  2006; Themistocleous 
2004;  Kamal et al. 2008; Kamala et al. 2009; Khoumbati et al. 2006].To the best 
of our knowledge no methodology to support comprehensive decisions on how the 
interdependence evaluation criteria factor analysis affects appropriate  evaluation 
of EAI solutions for a specific business domain and how in turn it affects existing 
business operations has been proposed.  This paper promotes the idea that 
appropriate evaluation of EAI solutions to be based on holistic analysis of functional 
requirements (FRs), Non-functional requirements (NFRs) and business goals to 
comprehensively evaluate EAI solution effects in a specific business domain.  
FRs realize functionality of the EAI system such as: data integration, application 
integration, platform integration and business process integration whilst NFRs 
constrain the FRs of the system and hence the interdependence between them will 
definitely affect business operations. In order to systematically elicit the impact of 
a specific solution in a specific business domain; “NFRs, FRs and business goals 
must be treated together” [Glinz 2005, 2007]. This paper focuses on the potential 
application of systems dynamics (SD) modeling for holistic analysis of factors to 
support appropriate evaluation of EAI solutions for complex and dynamic business 
environments. System dynamics modeling methodology is based on systems theory 
that has the ability to model problems in a dynamic state [Sice & French, 2006]. 
System dynamics is a methodology for studying and managing complex feedback 
systems, such as one finds in business and other social systems. “System dynamics is 
a tool to help address complex issues involving delays, feedback, and nonlinearities” 
[Sterman, 2000]. The very nature of EAI is dynamic and requires dynamic project 
managers to manage their implementation. Despite the increasingly sophisticated EAI 
suites, enterprise integration still remains difficult. Technical, business and political 
challenges require EAI implementations to be carefully planned and be adaptable 
to inevitable change. Agile enterprise application integration evaluation methods 
are needed for proper adaption to inevitable changes in business environments. The 
novel nature of this research is the development of an EAI evaluation model based 
on interdependence and feedback analysis between different evaluation criteria 
factors from various evaluation’s perceptive.

In section 2, we present the state of art technologies and methodologies  for  enterprise 
integration. In section 3, we present various decision support systems for enterprise 
application integration (EAI) evaluation approaches, a  taxonomy of EAI evaluation 
criteria for sophisticated EAI vendor suites and a comparative evaluation on various 
evaluation frameworks and models.  In section 4, we present various issues in using 
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Enterprise Application Integration (EAI) solutions, the  proposed system dynamics 
framework for evaluation of EAI is discussed and several challenges reviewed  and 
in section 5, we present  our conclusion  and future research directions.

2.0 State of the Art 
Despite the new emerging developments in enterprise application integration (EAI), 
“the application of proposed technological solutions is still tough given the lack 
of methodological foundations, skill and knowledge” [Kamal 2009].  We review 
the state of the art in the field considering: levels of Integration, Middleware and 
EAI architectures. There are different types of integration levels in EAI systems 
explaining the various dimensions of integration tasks and these include: platform, 
data, and business process [Jinyoul et al. 2003; Crouch 2003].  Platform integration 
which is the lowest level of integration is concerned with the integration of the 
underlying infrastructure, like operating systems, database management systems, 
server and network [Themistocleous and Irani, 2003]. Data integration level means 
that applications can exchange data between one another seeminglessly [Schmidt 
and Buschmann 2003].  Application-to-Application integration of cross-platform 
applications over a network [Chappell, 2004] can be achieved via various techniques 
such as the use of application program interfaces (API’s), web services and distributed 
objects based on e.g., CORBA or COM+. Business process integration is the highest 
level of integration at the business processes level and it involves diverse enterprise 
business systems which can only be achieved by realization of underlying integration 
levels [Themistocleous and Corbitt, 2006]. 

 To achieve the three levels of integration for business domains, middleware a 
computer software that connects software components or applications, network 
services and business processes. Middleware which consists  of  a set of services 
that allows multiple processes running on one or more machines to interact  in a 
distributed computing system while hiding lower layers heterogeneities and making 
coordination possible [Chappell, 2004]. Message-oriented middleware (MOM) is 
designed specifically to handle the complexities of exchanging information within 
a distributed environment based on guaranteed message delivery [Schmidt and 
Buschmann 2003].Two messaging architectures, message queuing and publish/
subscribe, are the most common in present EAI solutions[Schmidt and Buschmann 
2003].

Enterprise Application Integration (EAI) architectures define the elements that 
compose the system and how they interact with one another.  Enterprise Application 
Integration (EAI) enables automated communication and interoperability between 
different applications and business processes within the corporation and between 
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trading partners [Kamal et al. 2008]. There are three major types of EAI architectures 
reviewed below: the accidental architecture, hub- and –Spoke architecture, 
Federated and Enterprise Service Bus [Chappell 2004]. The accidental architecture 
is a de facto integration approach that develops over time, as a result of not having 
a coherent corporate-wide strategy for integration [Chappell, 2004]. Therefore not 
every organization unit is connected as required. Such a situation leads to business 
applications continuously locked into inflexible integration infrastructure [van den 
Heuvel, 2002]. The major strengths are that much point to point integration already 
exists and no major up front investment is required [Cormella-Dorda, et al. 2000]. 
The biggest drawback is hindrance of operation consistency as new changes are 
added to the architecture resulting from continuous evolution of the enterprise. 
In Hub- and Spoke architecture, every application has to be connected only once 
to provide integration with the centralized hub, which reduces the integration 
complexity. However, most hub-and-spoke- architectures for EAI products are 
monolithic, expensive systems, based on proprietary standards. In a federated 
architecture, corporate information systems that origininally have been running as 
independent units  are often required to work together to permit access and sharing 
of data or processes, particularly  in organizations that are the result of  going 
through, mergers or takeovers [Chappell, 2004]. In this case the existing systems 
have been designed for different corporate needs, and the resulting enterprise will 
have to face information inconsistency, heterogeneity and incompatible overlap. The 
federated architecture distinguishes itself from the others by not having a centralized 
EAI-server. “Federation” circumvents the hub-and-spoke drawbacks:  avoidance 
of a single-point-of-failure increases the reliability of the system, no performance 
bottleneck due to the lack of a central component, and no huge investments in 
hardware clusters [Chappell 2004]. The biggest drawback of this architecture is 
that it is suited for only smaller integration projects and as needs increase for a 
specific organization, it becomes a very inefficient and ineffective   approach to 
use towards integration. ESB architecture has one central EAI server that manages 
all the workflows and data transformations. A drawback of this architecture is that 
there has to be a module installed on every integrated system [Chappell, 2004]. The 
advantages of this topology are as follows: Scalability, high performance, distributed 
architecture and centralized management [Chappell, 2004].

2.1 Decision Support for Enterprise Application Integration (EAI) Evaluation
What distinguishes one architecture from another one is not only the relationship of 
their components, but its overall performance with respect to the requirement that it 
tends to address. To assess this, a precise evaluation of the architecture is essential. 
Evaluation is thus an essential component of decision- making [Delone and McLean, 
2003] that needs proficiency to realize the ultimate value, effectiveness and relevance 
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to a specific business domain integration problem. Kamal et al. [2008] point out  
that  EAI  adoption, evaluation frameworks and models should clearly show which 
factors influence the decision making process for EAI adoption lifecycle phases.  
Several researchers have indicated that EAI product evaluation involves a sequence 
of phases an organization passes through before taking the final decision to adopt and 
implement a specific technological integration solution [Kamal 2006; Frambach and 
Schillewaert 2002; Gallivan  2001;  Darmawan 2001]. On the contrary, in the context 
of EAI implementation, several researchers put forward different phases in their 
EAI implementation process e.g. [Lam and Shankararaman 2004; Themistocleous 
and Irani 2006; Reiersgaard et al. 2005].  Technology adoption involves a sequence 
of phases an organization passes through before taking the decision for adoption 
[Frambach and Schillewaert 2002; Gallivan 2001]. [Rogers 1995] explains that 
adoption is the process through which an individual or another decision-making unit 
passes from first knowledge of an innovation, to forming an attitude toward the 
innovation, to a decision to adopt or reject, to implementation of the new idea, and 
to confirmation of this decision. Several researchers proposed adoption lifecycle 
phases for EAI, e.g.  [Kamal 2006] proposed a novel taxonomy of Information 
Technology (IT) innovation adoption with the highest number (eight) of phases 
for private sector organizations through exploration of several factors that impact 
its adoption optimistically and pessimistically. Most authors include: innovation, 
motivation, adoption, and implementation as the common EAI adoption lifecycle 
phase [Gallivan 2001; Darmawan 2001; Kamal et al. 2008; Kamal 2006]. Researcher, 
[Darmawan 2001] also considered evaluation phase whilst researcher [Kamal et al. 
2008] working in a slightly different domain (local government Authority) included: 
conceptualization and proposal as key adoption lifecycle phases for EAI. Kamal et 
al., [2008] also  modified most existing adoption  lifecycle phases by addition of an 
external driver and / or driving force phase prior to the motivation phase; discussion 
and research  phase between the conception and proposal phases; investment (to 
consist  of new phase and alternative name) after the final adoption decision is taken 
as shown in Figure 1 below:
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Decision support for any new information technology emerges when an organization 
realizes a problem may be solved by a specific technology; the organization is 
motivated to attain knowledge about how the technology may resolve their problem. 
[Frambach and Schillewaert 2002; Darmawan 2001] have described this state as the 
initiation phase in their respective models.  Motivation signifies the circumstance 
when a business becomes aware of a specific technology and attempts to acquire 
knowledge about the technology, further leading to motivating the organization in 
ascertaining an attitude towards its adoption [Kamal, 2006; Becker and Whisler, 
1967]. Conception phase refers to a plan of action that the organization should 
pursue and it is exhibited by a number of organizational members such as creating 
an attitude towards technology adoption [Kamal, 2006; Becker and Whisler, 1967). 
[Rogers 1995] refers to this stage as persuasion that occurs when an individual (or a 
decision-making unit) forms a favorable or unfavorable attitude towards innovation 
adoption [Rogers 1995]. Thus, it appears that the conception phase is directly related 
to the motivation phase. The proposal phase refers to making a formal proposition 
for technology adoption to the rest of the organization [Kamal 2006; Becker and 
Whisler, 1967].  Proposing the innovative idea to the rest of the organization is 
critical for making technology adoptive decisions such as which EAI toolkits or 
packages may be best suited in a constrained business environment[Irani et al. 2002]. 
Adoption Decision is the actual phase where organizations take the decision to adopt 
a specific technology [Kamal 2006; Frambach and Schillewaert, 2002]. Darmawan  
[2001], analyzed adoption phase at two levels: (a) at organizational level i.e. when 
an organization begins to realize the need for strategic change and decides to adopt 
technology, thus, the decision ends with the acquisition of technology, and (b) the 
individual level where adoption commences with the acquisition of technology, 
and finishes when technology is utilized. Therefore, the state of utilization of 
the technology will greatly depend on the quality of the decisions made in the 
aforementioned phases. 
For example, if a business enterprise is motivated to invest in Enterprise application 
Integration (EAI) solutions, the decision makers may indeed attempt to acquire the 
details i.e. first to develop some views as to how EAI may assist them in solving 
their problems.  Secondly, decision makers will be interested in high quality decision 
making. In considering various EAI technological solution alternatives for a given 
business enterprise, decision makers must evaluate the impact of each chosen 
alternative from a diversity of evaluator perceptive such as: end-users of the EAI 
system, top management, business operations and continuity, and EAI expert and 
chief information officers (CIOs) rather than from a single point of view such as 
the technical characteristics. In addition, EAI evaluation methodology should be 
founded on the concepts of holistic analysis rather than piecewise analysis of key 
evaluation criteria factors [Williams 2002].
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2.2 System Dynamics Modeling Methodology for Evaluation Enterprise 
Information Systems Integration
 System dynamics modeling methodology is a computer-aided approach 
to policy analysis and design that applies to problems arising in complex, social, 
managerial, economic, or ecological systems [Williams 2002]. The approach is 
appropriate for any dynamic system characterized by interdependence, mutual 
interaction, information feedback, and circular causality. The classic dynamic 
system process involves: Indentifying a problem or issue or evaluation question, 
developing a dynamic hypothesis explaining the cause of the problem, building a 
model of the system at the root of the problem, ensuring that the model reflects the 
behavior seen in the real world, or exploring similar models that have already been 
tested, play around with the model to see what insights it gives you about the issue, 
problem, evaluation question or puzzle and drawing conclusions from these insights 
[Harris and Williams 2005]. Therefore the evaluation question for this research is: 
Does holistic analysis of criteria EAI evaluation factors lead to complete decisions 
to guide suitable business enterprise information  systems integration? 

2.3 Information Systems (IS) Evaluation Approach
Evaluation theory is used to measure the effectiveness of different aspects of 
practice [Chen and Dai 2005] and is entrenched in the twin ideas of accountability 
and social enquiry [Alkin and Christie 2004]. Cronholm and Goldkuhl [2003] 
categorize information system (IS) evaluation approaches into, formal rational, 
interpretive or criteria based, using respectively goal based, goal free and criteria 
based evaluation strategies. Formal rational evaluations are largely quantitative 
processes, usually concerned with technical and economic aspects, employing goal 
based strategies that focus on intended services and outcomes, to achieve goals 
which can be phrased in quantitative or qualitative terms. Interpretive approaches 
view IS as social systems with well-established information technology (IT). In the 
same light, Walsham  [1993] argues that IS evaluation should consider not only the 
purpose for conducting the evaluation and associated factors, but also social context 
and process, and stress the need to consider evaluation as a learning process for all 
involved. Goal free strategies are appropriate in an interpretive approach, performed 
with limited evaluator involvement. In contrast criteria based evaluation use selected 
general qualities for evaluation where scores from multiple criteria are combined 
into an overall weighted sum [Walsham 1993]. The most appropriate evaluation 
approach depends largely on its context Cronholm and Goldkuhl[2003] and [Akin 
and Christie 2004] argue that whatever the approach adopted, evaluation models 
must consider methods, valuing and use. Methods focus on knowledge construction 
because they deal with how the assessment is to be done. Valuing concerns the role of 
the evaluator in assigning criteria while use focuses on the purpose of the evaluation. 
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These factors can be seen as the process, people and purpose that [Ballantine et al. 
2000] identify as drivers of IS evaluation.  In summary, IS evaluation is considered 
as a multi-stage process occurring at diverse points, in diverse ways during the 
technology adoption life-cycle. However, the majority of IS literature is directly 
associated with the technical project development cycle. For example, Kamal et. 
al  [2008] propose a Enterprise application integration  (EAI)  adoption  based on 
mapping factors influencing EAI adoption on four phases of the adoption life cycle 
and  simply deal with strategic, formative, summative approaches, and post mortem 
analysis - which is not relevant to the comparative  enterprise application integration 
system evaluation being investigated here. 

Enterprise Information System (ISs) integration is taken as systems of systems that 
are dynamically related in time and each of these integrated system components can 
positively and negatively impact on the operation of the whole integrated system. To 
permit seamless sharing and exchange of information in a heterogeneous business 
environment, enterprise ISs must be integrated together, basing on systemic attributes 
that can be holistically evaluated against user requirements for the benefit of entire 
business operations. The difference between enterprise application integration 
(EAI) systems and general IS is arguably the dynamics, scope and complexity of the 
environment within which they must work.  The dynamics leading to new evolutions 
within various corporations has led new IS trends in web enabled applications since 
majority of organizations rely on a on a myriad of applications [Sice and French, 
2006] . Therefore, the ability to evolve and integrate existing applications in such 
dynamic and complex environment becomes significant. Enterprises frequently 
find themselves having to merge with other enterprises, reorganizing their internal 
structure, and adopting new technologies and platforms as they strive for competitive 
advantages.  The vast amounts of data and information of business enterprises require 
adoption of appropriate enterprise application integration technologies. It is not a 
simple matter for an enterprise to discard its existing applications, or even overhaul 
its established business processes, to effect a change in its business model.  Many 
enterprises cannot afford to make such changes or discard existing systems. Thus, 
it is critical for enterprises to be able to leverage their investments in their existing 
enterprise infrastructure and applications.  In these situations, EAI assumes a great 
importance because it enables an enterprise to integrate its existing applications and 
systems and to add new technologies and applications to the mix. EAI also helps an 
enterprise to model and automate its business processes. 

In a comparative evaluation of EAI systems as IS for a given domain, where the 
assessor is neither the proposed user, nor a formal rational, an interpretative approach 
seems as appropriate as a criteria-based approach in which the user’s requirements 
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motivate the evaluation criteria. Such an approach can be undertaken in a strategic, 
formative or summative evaluation. The resultant EAI evaluation model must 
achieve model objectives that should be measured. 

2.4 Taxonomy of Enterprise Application Integration Technologies and 
Evaluation Criteria
Themistocleous and Irani [2005] classify integration technologies into: database 
oriented middleware (e.g. ODBC, JDBC); message oriented technologies (e.g. 
message brokers, MOM, RPC, XML); object oriented technologies (e.g. CORBA, 
COM, DCOM, EJB, etc.); and transaction based technologies (e.g. transaction process 
monitors, applications servers). There exists a diverse set of integration technologies 
in today’s marketplace with each technology claiming to solve integration problems 
Themistocleous [2004].In addition, there is no single integration technology that 
can support all levels of enterprise integration problems, as each technology was 
designed to address a broad category of integration issues. Hence, a combination 
of integration technologies is required to achieve inter and intra organizational 
integration [Linthicum, 2000; Ruh, et al. 2000]. To further illustrate the capabilities 
of each EAI product, comparative evaluation taxonomy, shown in Table 1, adapted 
from Themistocleous and Irani, [2003] summarizes the differences between them. 
Considering the fact that the five packages assessed represent the elite of EAI 
solutions, Ring and Ward-Dutton [1999], it appears that there is no single EAI 
package that addresses all integration problems.  This finding is in accordance of 
other research conclusions [Linthicum, 2000b; Ruh et al., 2000; Linthicum, 2001]. 
In table 1 below, the major columns are: EAI vendors, EAI products, Integration 
Layer and various evaluation criteria such as (integrated, toolkit, loosely, tightly, 
customer, packaged, intra-organization and inter-organizational) that are used 
for each specific product from a specific vendor. The rows provide details about 
strengths () and weakness or gap (×) for each specific product from a particular 
EAI vendor. For, example in row one, BEA systems is an EAI vendor and Elink is 
one of its major products.   The integration layer evaluation criterion has four layers 
which are: connectivity, transportation, translation and process automation and  BEA 
systems (Elink) uses the following technological approaches respectively to achieve 
enterprise integration: third party, information broker (Message based Transaction 
Processing (TP) Monitor), Mercator (Message Broker) and Mercator Adapters  and 
InConcert (Process Modeling Tool). Considering, the Elink product from BEA 
system on other evaluation criteria factors, it has the following strong points as 
evaluation criteria factors: toolkit, loosely, tightly, customer and intra-organization . 
Its weak points are integrated, packaged, and inter-organization.
IBM MQ Series is classified as a middleware and third party toolkit used for the 
messages brokering and has custom and packaged as distinguishing evaluation 
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criteria factors. BEA elink system provides third party connectivity, uses an 
information broker to transport information between different applications and has an 
automatic process modeling tool. BEA elink toolkits can support tightly and loosely 
coupling for intra-organizational integration. In addition, all three products (IBM 
MQ series integrator, BEA Elink systems and level 8 systems) can be used as toolkit 
applications and individual packages. In a nutshell, Table 1 allows decision makers 
to understand which integration layers an EAI package supports as well as to realize 
the integration technologies that are used.  Also, based on Themistocleous [2002]; 
Themistocleous  and Irani [2003], decision makers can evaluate EAI packages using 
the eight criteria identified as: integrated product, toolkit product, loose type of 
integration, tight type of integration, custom systems integration, packaged systems 
integration, intra-organizational integration and inter-organizational integration to 
further clarify the differences among EAI packages.  However, the EAI evaluation 
framework presented, only gives summarized technical evaluation highlights and 
lacks interdependence, feedback analysis of evaluation criteria factors to enhance 
complete EAI evaluation for a complex and dynamic business domain.
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Table 1: Novel Framework for Evaluating EAI Packages adopted from (Themistocleous & Irani, 2003)

Legend: 
= Strength and × = Weakness (gap)

2.5 Enterprise Application Integration (EAI) Evaluation Frameworks and Models
Themistocleous and Irani [2002] present a detailed description of an evaluation 
framework based on the classification of enterprise application integration which 
include: inter-organizational, application integration, intra-organizational integration 
and hybrid application integration.  Other authors like [Schelp and Schwinn 2005; 
Puschmann and Alt 2001; Ring and Ward-Dutton 1999] evaluate the capabilities of 
EAI packages to support the integration of system types (intra organizational (custom, 
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packaged) and inter-organizational (e-business)); type of integration (loosely coupled 
and tightly coupled) and the availability of EAI packages that can be configured 
individually or used as a toolkit by users.  This evaluation criterion indicates that EAI 
packages consists of a set of tools that are based on specific integration technologies 
and tests whether packages allow integrators to customize these technologies tools 
(e.g. adapters) based on their own needs. [Puschmann and Alt 2001] further illustrate, 
using a case study example, the problems arising when a company decides to evaluate 
a set of EAI tools to integrate systems such as enterprise resource planning (ERP), 
supply chain management (SCM) and customer relationship management (CRM), 
ecommerce, and legacy systems. The evaluation criteria framework suggested used 
four types of evaluation criteria factors: integrated vs. toolkit application, tight vs. 
loose coupling, individual vs. standard applications integration, and intra- vs. inter-
organizational integration.  Themistocleous and Irani [2003] extend the frameworks 
proposed by [Puschmann and Alt 2001; Ring and Ward-Dutton, 1999] by adding 
an evaluation criteria; ‘considering the technical requirements of the different 
enterprise technologies’. Despite the fact that the classic applications are constructed 
based on concrete business requirements, enterprise application integration (EAI) 
tools must be built considering the technical requirements of the different enterprise 
technologies by also thinking about technical requirements, depending on the different 
technologies used by the enterprise.   EAI tools attempt to connect the great amount 
of different types of software products and to maintain this functional integration 
in spite of the independent evolution that these products have. While acquiring a 
single business application depends on the evaluation of its own characteristics and 
the functional needs of the enterprise, including integration needs, the acquisition 
of an EAI tool does not only depend on the evaluation of its characteristics, this 
acquisition is highly constrained by the technologies and the characteristics of the 
enterprise applications that the organization has implemented. 

2.5.1 Enterprise Application Integration (EAI) Adoption and Evaluation 
Models
Research work on EAI adoption  and evaluation models has  been the object of 
several researchers e.g. Themistocleous [2004] proposed EAI adoption models in 
multinational organizations, [Khoumbati 2005] evaluated and proposed  a model 
for EAI adoption in healthcare organizations, Mantzana;  Kamal  et. al [2006] 
utilized  Khoumbati  [2005] EAI adoption model and extended the research area 
in healthcare sector, by identifying the healthcare actors involved in EAI adoption 
process and the causal relationships among the healthcare actors and factors that 
influence EAI adoption.  In the area of the local government authorities, Kamal 
and Themistocleous [2006, 2007] proposed and validated an EAI adoption model.  
Chen’s [2005] model differs from other existing EAI adoption models, identifying 
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the significant differences in the way small and medium Enterprises (SMEs) and 
large companies approach integration technologies but not specific to EAI evaluation 
criteria  factor analysis. 

These models mainly focus on a number of different evaluation criteria factors that 
influence the decision making process for EAI adoption. (e.g. benefits, barriers, 
costs) In addition, these influencing factors differ from one type of organization to 
another depending on among other things, the nature and size of the organization 
[Kamala et al. 2009], for instance, one set of factors is used to support EAI adoption 
in SMEs and another in large organizations, whereas there are differences among 
influential factors that are used in private sector, healthcare organizations and the 
local government authorities (LGAs). Kamal et al. [2008] extended work done in 
LGAs by mapping factors influencing EAI adoption on four phases of the adoption 
life cycle, thus providing sufficient support to the decision makers for speeding up 
the decision making process for EAI adoption in LGAs.

Silveira and Pastor [2006], further argue that a model for the evaluation of EAI tools 
is essential for mitigating risks of investment in unsuitable tools and the probable 
operational losses that arise by poor or inefficient operation of unsuitable integration 
tools. Silveira and Pastor [2006], contribution is provision of a quality model for 
EAI tools evaluation that contributes to identify quality criteria, which can be useful 
in the evaluation and selection processes that an enterprise must make to decide 
which EAI tools are most suitable to implement. Khoumbati et al. [2006], evaluated 
enterprise application integration in healthcare organizations using fuzzy cognitive 
mapping (FCM) simulation to demonstrate the causal inter-relationships between the 
EAI adoption factors.  FCM simulation provides insights into better understanding 
about the interdependences of the factors that influence EAI adoption in health care 
organization. This enhances the quality of the evaluation process, and shows the 
importance of each factor and its inter-relationship with other factors. However,   the 
FCM simulation model merely demonstrates the causal inter-relationships between 
the EAI adoption evaluation criteria factors and does not provide an interpretation 
of the mappings of the factors on the adoption lifecycle phases Khoumbati and 
Themistocleous [2007].  According to [Sice and French 2006], systems theory 
proposes the study of the unified whole as a self organizing systems which is based 
on the idea that the whole is different from the sum of the individual parts. System 
theory stresses the interdependent and interaction nature of the relationships that 
exist among all the parts of the system [Sice and French 2006]. Therefore there 
should be a holistic analysis of how all the fourteen factors affect the adoption of 
EAI solutions in health care organization.
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3.0 Sources of Problems in using Enterprise Application Integration (EAI) 
Solutions
Enterprise Application Integration (EAI) solutions are not problem free and 
challenges arise. This is attributed to the fact that many business integrations have 
tended to address EAI in an ad-hoc manner resulting in incomplete evaluations 
of EAI solutions for a specific business domain. Therefore, some organizations 
are now realizing the value of adopting a more strategic and systematic approach 
to IS integration evaluation and implementation, and are therefore turning to the 
Enterprise Application Integration (EAI) tools being marketed by a number of 
integration vendors. EAI initiatives, however, not only involve technical challenges, 
but also significant business and organizational challenges. EAI challenges differ 
significantly, in terms of their level of technological support, administrative and 
technological restrictions, ability to integrate with other systems, and exposure to 
low-level system details as pointed out below:

 Scope of Integration: Sharif et al. [2005, 2004] point out that because of 
the heterogeneous environments and scope of integration, software vendors offer 
enterprise application integration (EAI) suites that provide: “cross-platform, cross-
data, and cross-language integration as well as the ability to interface with many 
popular packaged business applications” [Endries 2003].  However, the technical 
infrastructure presents only a small portion of the problems in enterprise integration 
Kaisler et al. [2005].
  Complexity and dynamics of business enterprises: emerging business 
requirements prompt for implementations that are “extensible and modular to allow 
for future changes “[Chari and Seshadri 2004; Lam, 2005].  
     Emerging diverse and dynamic proprietary vendor Enterprise Application 
Integration (EAI) solutions: the EAI market is dynamic with a diversity of integration 
technologies for solving different kinds of integration problems and has caused some 
functionality spillover or overlap, making it is tremendously difficult to select from 
more than one correct solution for a specific business problem domain. [Kamal et al. 
2008; Themistocleous 2004].   

 Majority of  business enterprises  still operate legacy systems: maintaining 
and upgrading legacy systems is one of the most difficult challenges that any chief 
information officer (CIO) faces today because many were not designed for new 
quality-attribute requirements [Warfield 2007; Themistocleous 2004; Reussner et 
al.2004].
 High costs of acquisition and mergers:  Enterprise integration tools such 
as EAI tools are expensive in the acquisition and also require expertise [Kaisler, 
Armour and Valivullah 2005].
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  Lack of knowledge and resources on adoption and evaluation of EAI 
solutions: Enterprise chief information officers (CIOs) and organizational decision 
makers lack knowledge on proper and strategic adoption of EAI solutions [Kamal, 
Themistocleous, & Elliman, 2008] and therefore in most cases rely on good 
collaborations with EAI vendor, consultants and expertise.
 No immediate quantifiable metrics on Return on Investments (ROI) on 
enterprise application integration (EAI) adoption: According to Kamal et al. [2009],   
it is very difficult to establish the extent and viability to invest in EAI solutions. 
  Comparative evaluation of EAI approaches:  all integration approaches 
have strengths and weaknesses and must be correctly evaluated for a specific business 
and it does not imply necessary that an EAI solution with a lot of strength is the most 
beneficial for a specific business enterprise. “Most of the approaches show very 
technical standards and lack concrete evaluation mechanism for their deployment” 
[Kamal 2008; Kamal et al. 2008].
  Multiplicity of diverse EAI adoption and evaluation criteria factors: that 
makes it difficulty to indentify which factors influence EAI adoption and evaluation 
for a specific business domain. In addition there exist few EAI evaluation frameworks 
and models that focus on descriptive evaluation criteria factors and therefore do 
not support comprehensive end to end analysis [Themistocleous  and Irani 2002; 
Silveira  and  Pastor 2006; Kamal et al. 2008]. 
  Lack of Knowledge and resources on adoption and evaluation of EAI 
solutions: Enterprise chief information officers (CIOs) and organizational decision 
makers lack knowledge on proper and strategic adoption of EAI solutions (Kamal, 
Themistocleous, & Elliman, 2008) and therefore in most cases rely on good 
collaborations with EAI vendor, consultants and expertise.
  Lack of sufficient business enterprise governance models to support EAI 
projects through out the adoption lifecycle phases [Kamal  et al. 2008].
 Lack of EAI architecture focus, standards and processes leading to sub-
optimal solutions which are difficult to manage [Kamal et al. 2008].
 Frequent EAI system downtime due to insufficient monitoring and problem 
resolution framework.

3.1 The challenges of using system dynamics framework for EAI evaluation
The rapid pace of change of business and the need for an enterprise to communicate 
and share information with other enterprises means that enterprise integration is an 
on-going challenge that every enterprise will face. In this context, the outcome of 
any change to the system (such as new adoption of enterprise application integration 
(EAI) solution investment decision arising from the dynamics of an evolving 
business enterprise) cannot always be predicted.  This is attributed to the fact that 
EAI is a complex and dynamic task involving technological, political and business 
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challenges [Kamala et al. 2009]. In addition, the evaluation of a suitable EAI for 
complex and dynamic business environment is tough and usually a nightmare 
[Popova and Nedeva 2006; Chappell, 2004; Chari and Seshadri 2004] and therefore 
requires comprehensive evaluation mechanism prior to deployment. System 
dynamics (SD) modeling is the technique of constructing and running a model of 
an abstract system in order to study its behavior without disrupting the environment 
of the real system [Williams 2002]. SD is a rigorous modeling method that enables 
us to build formal computer simulations of complex systems and use them to design 
more effective policies and organizations. For example systems dynamics modeling 
can be used to evaluate an EAI project, specifically concerning vendor EAI solutions 
for a specific organization.  The evaluation of EAI vendor solutions constitute a 
number of criteria factors such as: organizational (managerial capability, barrier, 
benefits, formalization and size), pressure, technological, support, and financial. 
Most important to the evaluation of EAI solutions for a specific organization is 
the consideration of functional requirements (FRs), Non-Functional Requirements 
(NFRs) and business goals that are to be achieved from the EAI solution for the 
organization.

 However, both the technical requirements and business requirements for EAI solution 
evaluation pose interdependence and feedback effect between themselves. An 
example for realization of EAI evaluation of a NFR through FR is an authentication 
FR realizing a Security NFR but in turn could constrain or realize the business goals 
for a particular vendor EAI solution. Therefore SD modeling will be used to see 
the simulated behavior of  causal-interrelationships of EAI evaluation factors for a 
specific business domain and will help in answering our research evaluation question 
which is, whether holistic analysis of criteria evaluation factors leads to better 
decisions for enterprise information systems integration. And, how holistic analysis 
is guiding comprehensive decision making when evaluating enterprise integration 
solutions for an organization. However, effective and efficient management of 
complex and dynamic enterprise systems such as enterprise application integration 
(EAI) remains a challenge.  The acquisition of an EAI solution does not only 
depend on the evaluation of its characteristics, this acquisition is highly constrained 
by the technologies and the characteristics of the enterprise applications that the 
organization has already implemented.  Business enterprises still struggle to 
integrate disparate systems to permit communication and sharing of information in 
a heterogeneous environment. They often resort to adoption and implementation of 
EAI technological solutions, yet experiences show that technology alone is seldom 
the answer. What is needed is the conscious design of an effective and efficient EAI 
evaluation mechanism based on interdependences and feedback between multiple 
evaluation criteria factors Kamal et al. [2008] to accurately establish suitability of 
the EAI solution to a specific business domain.  
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 This position paper proposes to adopt systems dynamics methodology to enhance 
holistic evaluation of EAI solutions based on different evaluation perceptives to 
guide optimal appraisal of EAI solutions for specific business domains. The different 
stakeholder evaluations’ perceptive for EAI solutions for a specific business 
domain may include several view points that range from the technical EAI experts 
perceptive (system analyst, integration experts and chief information officer), end 
users of the integrated system perceptive, and top management perceptive (Chief 
executive Officers, Directors and managers)  that will be concerned about  how 
the EAI solution  will enhance strategic business development in liaison  standard 
organization  policies. For example, the EAI technical experts will be interested 
in the goals and functions (functional requirements) of the EAI solution and end-
quality of the integrated system (non- functional equipments) [Hess 2005; Kamal 
and Themistocleous 2006; 2007]. The end-users will be interested in an easy to use 
and friendly integrated system that meets their business functional requirements. 
The executive policy makers will be interested in an efficient and effective system 
that meets business goals.  An allocation of most appropriate set of evaluation 
criteria factors for each of the user evaluation perceptives will be indentified. 
Interdependence and feedback between these evaluation criteria factors will be 
established in their specific evaluation perceptive and how they end up affecting the 
quality of decision regarding EAI evaluation for a specific business domain will be 
determined. Thus, there is a need to develop an EAI evaluation model that permits 
feedback and dynamic analysis of functional requirements (FRs), non-functional 
requirements (NFRs) and business goals as key parameters in order to evaluate 
effectiveness and efficiency of the EAI solution from various perceptives in a specific 
business domain. The EAI system significance and quality to different stakeholders 
must be assessed. The key parameters will be measured based on both qualitative 
and quantitative approaches using the appropriate data scales of measurement such 
as nominal, ordinal, ratio and interval. The complexity of the model will involve 
interdependence analysis between different evaluation criteria factors within and 
across specific user evaluation perceptives to provide an effective evaluation of EAI 
solutions for the whole business. 

4.0 Proposed System Dynamics Framework for Evaluation of Enterprise 
Application Integration (EAI)
Most research provides an explanatory view on the evaluation criteria factors that can 
be used to aid decisions on adoption and deployment of EAI solutions [Al Mosawi  
et al. 2006; Kamala et al. 2009; Kamal and Themistocleous 2006, 2007]. “Some 
authors  have attempted to establish  causal inter -relationship between the various 
factors Khoumbati, et al. [2006], in particular stating the importance of each factors 
in evaluation of EAI and  the  degree of relationship with other factors. However, 
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literature is still lacking in regard to holistic analysis of EAI adoption and evaluation 
criteria factors from multi-evaluation view points, and how in turn they affect the 
quality of decision for specific business domains (feedback analysis).  Experts who 
take a systems view of policy problems know that the behavior generated by complex 
organizations cannot be well understood by examining the parts.  By taking this 
holistic view, models capture time delays, amplification, and information distortion, 
as they exist in organizations” [Williams 2002].  The omission of holistic evaluation 
criteria factor analysis of EAI for specific business domains gives only limited 
insights into decision making. Appropriate evaluation of EAI for specific business 
domains must be based on holistic analysis of evaluation criteria factors rather than 
piecemeal analysis  which  hinders comprehensive decision making [Chen  and Dai, 
2005; van den Heuvel 2007; Younes et al. 2007; and  Liu et al. 2007].  For efficient 
and effective evaluation, the whole integrated system in line with business goals 
must be evaluated rather than solely basing on piecewise evaluation criteria factors 
such as FRs, NFRs and business goals.   

A diversity of EAI evaluation options must be taken into account and their final 
effect on quality of the decision of EAI adoption evaluated. This will provide a 
more systematic and comprehensive approach for adoption and evaluation of 
EAI for a diversity of integration problems that exist for complex and dynamic 
business enterprises. As  pointed out by  Kamal et al. [2009] due to  unavailability 
of a systematic, approach for adopting, selecting and evaluating EAI solutions for a 
diversity of business integration problems, business enterprises officials are reluctant 
to proceed with EAI. This systematic and comprehensive approach will enable 
diverse set of business domains adopt EAI solutions with some level of acceptable 
certainty about the costs, benefits, risks, and any disadvantages the EAI solution 
might cause to the entire business as a whole [Janssen and Cresswell 2005; Irani,  et 
al. 2005; Chen  and Dai 2005].

Figure 1 below shows a schematic data and control flow diagram of how the system 
dynamic modeling methodology would help the EAI evaluation process. It shows 
the steps of the overall process that are followed to build evaluation models for EAI 
products.  The steps involve: 

Step1: Define your EAI evaluation goals and priorities specific to a business domain. 
The order of their importance is very important to building an EAI evaluation 
model;
Step 2: Identify various evaluation perceptives from various participants and their 
roles in EAI product evaluation;
Step3:  Determine EAI evaluation requirements This will set initial goals for EAI 



150

evaluation The list of EAI evaluation requirements should be updated as the EAI 
project proceeds. Some of the typical deliverables for this stage is  identification of 
evaluation  perceptives, evaluation criteria factor and causal loop diagram to guide 
comprehensive causal effect analysis between the different criteria  factors in their 
evaluation perceptive ;
 Step 4: Gather EAI project and system information: data will be collected from 
subject matter experts (both internal and external to the organization) which will 
concern evaluation and documentation of  key business processes and information 
for  reengineering requirements for EAI evaluation for a specific domain.
 Step 5: Develop EAI evaluation 1st iteration using the data and information gathered 
in step 4. This will aid the development of the first draft of the most significant EAI 
evaluation model.
Step 6: Review and improvement of the first EAI evaluation iteration models should 
be done with the parties identified in step 2 above, and
 Step 7: Present final deliverables of the EAI evaluation model how it assists complete 
evaluation of EAI products based on causal-interrelationships and feedback loop 
analysis between the criteria variables in respect to evaluation perceptive, to guide 
suitability analysis for a specific business domain.
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Table 2 below illustrates the evaluation criteria factors that influence complete 
decision making for suitable EAI for a specific domain. Table 2 summarises results 
of existing Enterprise Application Integration (EAI) evaluation models based on case 
studies. The major columns are: evaluation criteria factors and EAI evaluation models 
based on case studies. The evaluation criteria factors column consists of sub columns; 
major factors, sub factors and elements.  The EAI evaluation models based on case 
studies consists of sub columns of recent literature reviewed that contributed to the 
body of research through development of EAI evaluation frameworks and models.  
The rows provide a comparative evaluation results for each of the EAI evaluation 
models based on case studies to  highlight the strengths () and gaps (x) with each 
based on the evaluation criteria factors , sub factors  and elements with  a given sub 
factor.  Results from table 2 justify the fact different business enterprises or EAI 
domain application areas required different evaluation criteria factors suited to that 
specific EAI application domain. Therefore complete evaluation of EAI to support 
suitability to a particular business domain depends on structural characteristics of 
the business domain and only same business context organizations can use similar 
evaluation criteria factors for EAI Evaluation. In, summary, business enterprises are 
unique depending on the mission, vision, values, business goals and objectives and 
therefore each one of them depending on the situation analysis for EAI, will use 
different criteria factors to attain completeness in evaluation of EAI. Again as seen 
from table 2 below, currently we could not indentify any literature supporting multi-
evaluation perceptive and holistic analysis in the context of feedback analysis. This 
regeneration process will prompt for refinements and improvement in areas where 
there is a negative response and incase of positive response, organizations will reuse the 
EAI evaluation model in similar business domains for a specific integration problem 
need. Thus, there is need to develop an EAI evaluation model that permits feedback 
and dynamic analysis of evaluation criteria factors based on multiple evaluations 
perceptive to attain completeness in evaluation of EAI solution  is appropriateness of 
a an EAI solution to a business domain is paramount. The EAI systems’ significance 
and suitability to different stakeholders must be assessed. Nicholson [2004] urges 
that FRs, NFRs and business goals must be treated together. 
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Table 2: Comparative Evaluation of Recent EAI Framework and Models
Legend
= Strength          X= Gaps
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5. 0 Conclusion and Future work.
 Enterprise Application Integration (EAI) allows organizations to simplify interactions 
among organizational applications by adopting a standard approach to integration 
and replacing  a multitude of ad-hoc integration efforts [Khoumbati et al. 2006; Lam 
2005; Themistocleous 2004; Linthicum 2000].   However, there exists a diversity of 
proprietary EAI vendor products that can suit a specific class of integration problems 
for a specific business domain.  This makes evaluation of most suitable EAI solutions 
from a diversity of rightful EAI needs very difficult. It is a great challenge to achieve 
complete evaluation of EAI for complex and dynamic environments, thus hindering 
the selection of an  appropriate and effective solution. As  seen  from table 2 above,  
only a few of EAI evaluation models support : dynamism,  interdependence and  
casual effect as holistic evaluation criterion  and none of them support feedback 
analysis  and a multiple  evaluation perceptive as a criterion [Themistocleous and 
Irani 2002; Silveira and Pastor 2006; Kamal et al. 2008]. In this paper, we identify 
major sources of problems that make it difficult to evaluate and implement EAI 
for a specific domain and further give a comparative evaluation matrix to highlight 
the differences between various EAI technologies, EAI evaluation models and 
EAI Frameworks as shown in table 1 above. We propose a model based on System 
dynamics modeling approach that  in figure 1: Schematic Data and Control Flow 
Diagram for EAI Evaluation Process Model.  It extends existing EAI evaluation 
models based on systems theory; where a number of evaluation criteria factors are 
considered with their  causal inter-relationships and feedback analysis determined 
to guide comprehensive decision-making towards attaining complete evaluation of 
EAI vendor solutions  to suit a specific  business domain. The novelty of this model 
lies with interdependence, dynamic and feedback analysis between evaluation 
criteria factors from multiples evaluation view points to give an overall (complete) 
realistic evaluation of EAI solutions rather than from one evaluation perceptive. 
This model will relate different evaluation criteria factors in multiple evaluations 
perceptive in order to have a holistic view of evaluation of EAI solutions in a rapid 
changing business environment. The model will be used as a decision tool to aid EAI 
practitioners, end-users and management into comprehensive evaluation of EAI for 
complex and dynamic business enterprises. Future work involves using a case study 
based approach to identify key evaluation criteria factors in multiple evaluations 
perceptive and establish the interdependences and feedback loops between them 
to aid comprehensive decision making towards complete evaluation of EAI for 
complex and dynamic environments using causal loop diagrams.
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Abstract
Knowledge management (KM) is currently an emerging discipline in higher 
education, and its effective implementation is becoming a precondition for success 
in an increasingly globalized economy. Because it is interdisciplinary in nature, 
carrying out a research in KM requires that one uses appropriate research strategies 
that should be used to enable objectives of a study to be undertaken to be achieved. 
Based on review and analysis of available literatures, this paper looks at the 
paradigms in KM research and examines in details the applicability and limitations 
of grounded theory strategy in carrying out KM research. Using the explanation 
that KM research is a human activity system which requires both soft and hard 
systems methodologies to achieve study goals, a research methodological strategy 
is proposed for carrying out  research to develop a framework for KM using ICT in 
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higher education in Uganda as part of an on-going study. 
As well as contributing theoretically to the literatures on KM by providing insights 
into the applicability and limitations of grounded theory strategy in carrying out KM 
research, this paper further seeks to propose a methodological strategy that can be 
used in carrying out similar or related studies.
 
Keywords: Knowledge Management; Research Strategy; Grounded Theory; 
Applicability; Limitations

 1.  INTRODUCTION
Knowledge management (KM) is currently a subject of much debate in both the 
academic and business communities and is increasingly being seen by the two 
communities as the key to competitive advantage. In the academic world in general 
and higher education sector in particular, KM has attracted a lot of interest and a 
lot of researches have been undertaken. A number of these researches have taken 
the forms of surveys focusing on success factors and aspects of best practices 
involving elicitation of general reflections from senior KM practitioners through 
use of research instruments such as questionnaires and interview methods [Wastell 
2001]. Case studies focusing on KM successes/failures have also been reported 
[Storey and Barnett 2000; Shani et al. 2000]. However, these studies often lacked 
critical depth and/or methodological clarity. Typically, the results often appear as 
lists of factors, with no clear links to underlying data in terms of explicit methods 
of theory generation and cited evidences [Wastell 2001]. Because it is a developing 
discipline, KM requires definitional papers that focus on basic theory by defining 
terms and establishing relationships between concepts [Croasdell et al. 2003; Guo 
and Sheffield 2008]. Studies carried out on KM contain a rich variety of conceptual 
papers that build theoretical foundations for KM in the disciplinary fields such 
as information systems, management and organizational behaviors, and systems 
thinking. The problems with these theoretical frameworks are that interconnections 
that may exist among them in term of KM research and the strategies that can be 
employed to achieve improved KM results appear to be largely unexplored. 
According to Guo and Sheffield [2008], three perspectives on organizational 
knowledge are discernable that may support such an exploration and how researches 
in KM can be approached. The first perspective proposes that organizations have 
different types of knowledge, and that identifying and examining these will lead 
to more effective means for generating, sharing and managing knowledge in 
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organizations. Orlikowski [2002] uses the example of Tsoukas [1996] characterizing 
such a perspective as “taxonomic”, with researchers developing classifications of 
knowledge and then using these to examine the various strategies, routines, and 
techniques through which different types of knowledge are captured, represented, 
codified, transferred and exchanged [Nonaka 1994; Nonaka and Takeuchi 1995]. 
The second perspective proposes that knowledge is inseparable from knowing how 
to get things done in complex organizational work and that organization enact a 
collective capability in organizing. It examines the practices or the situated and 
ongoing accomplishment that emerge from everyday actions [Orlikowski 2002]. 
This perspective recognizes the roles and importance of knowledge resources as 
well as the processes involved in effective KM, but also examines the nature of work 
practices, and human agency. The third and final perspective proposes that knowing 
how to accomplish tasks in organizations cannot be separated from politics, that is, 
how power is attached to knowledge and knowledge is attached to power. Pozzebon 
and Pinsonneault [2006] expound on this perspective by describing the conflicting 
views of clients and consultants in customizing complex software artifacts such 
as Enterprise Resource Planning (ERP) systems. The authors use this example to 
describe initial configuration of client-consultant relationships, and the way this 
arrangement evolves through mediation, in terms of power relations.

Because of these different perspectives of looking at KM, studies in the subject 
currently show that KM researchers differ in their definitions concerning the 
concept of knowledge and there is a general lack of conceptual integration to KM 
research, which has contributed to a confusing variety of approaches, theories and 
frameworks [Alavi and Leidner 2001). For example, Earl [2001] summarizes seven 
different approaches to KM research, including systems, cartographic, engineering, 
commercial, organizational, spatial, and strategic, with each having its own 
philosophical underpinnings, research focus, and aims. This makes KM eclectic rather 
than grounded on a specific ideology, resulting in a variety of knowledge definitions 
and classification schemes [Amidon 1998; Bushko & Raynor 1998; Nonaka & 
Takeuchi 1995], as well as methods, models, and approaches [Earl 1994; Nonaka & 
Takeuchi 1995; Martiny 1998]. Giaglis [2003] points out that the interdisciplinary 
nature of KM renders its detailed epistemiological study more difficult, albeit at the 
same time also more important.

This paper examines KM research and the applicability and limitations of grounded 
theory strategy in carrying out KM study, with a view to proposing the best research 
strategy that will be adopted to carry out a study to develop a framework for KM 
using ICT in higher education. Firstly, the paper starts by examining KM as an 
interdisciplinary subject; secondly, it looks at the research paradigms in KM; thirdly, 
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it examines the relationships between grounded theory and KM research. This is 
followed by examination of the applicability and limitations of grounded theory in 
carrying out a study involving KM framework development. Finally, a proposal is 
made on the best research strategy that will be adopted to carry out our study. As well 
as contributing theoretically to the literature on KM by providing insights into the 
applicability and limitations of grounded theory strategy in KM research, the paper 
also seeks to propose a methodological strategy that will be adopted to carry out a 
study to develop a framework for KM using ICT in higher education in Uganda as 
part of an on-going study.

2.  KM AS AN INTERDISCIPLINARY SUBJECT
KM efforts have a long history to include on-the-job discussions, formal 
apprenticeship, discussion forums, corporate libraries, professional training and 
mentoring programs. More recently and with increased use of computers, specific 
adaptations of technologies such as knowledge bases, expert systems, knowledge 
repositories, group decision support systems, and computer supported cooperative 
work have been introduced to further enhance such efforts. A broad range of thoughts 
on the KM discipline exists with no unanimous agreement; and approaches to KM 
research vary by authors and schools. For example, Ponelis and Fair-Wessels [1998] 
assert that KM is a new dimension of strategic information management. Davenport 
and Prusak [1998] view KM as the process of capturing, distributing, and effectively 
using knowledge. Skyrme [1997] suggests that KM is the explicit and systematic 
management of vital knowledge along with its associated processes of creating, 
gathering, organizing, diffusing, using, and exploiting that knowledge. According 
to Pierce [1999] and Klein [1996], KM is interdisciplinary because it involves the 
exportation and integration of theories or methods to other disciplines; and in the 
case of KM, to the development of the emerging field of KM. 
The variations in the definition of KM by the different researchers point to the 
interdisciplinary breadth of the subject and one of the most comprehensive 
definitions has been proposed by Ruggles [1998]. In his definition, Ruggles defines 
KM as “a newly emerging, interdisciplinary business model dealing with all 
aspects of knowledge within the context of the firm, including knowledge creation, 
codification, sharing, learning, and innovation. Some aspects of this process are 
facilitated with information technologies, but the greater aspect, is to a degree, about 
organizational culture and practices”. According to Ponzi [2002], a contextual view 
of Ruggles’ definition demonstrates the popular perception of the claim that KM 
is interdisciplinary in nature. It also suggest a definitive set of disciplines that KM 
is developing from, namely, management science, library and information science, 
management information science, organization psychology, computer science, and 
sociology. For examples, in the definition of KM given by Ruggles [1998], “business 
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model” represent “management science”, “codification” represents “information 
science”, “information technology” represents “management information systems/
computer science”, and “organization culture” represents “organizational psychology 
and sociology”. KM as a subject should therefore be seen and understood as a 
confluence of several sciences and disciplines, each contributing to the understanding 
of the concept of KM. 

Knowledge is currently regarded as one of the key determinant factors of higher 
education institutions’ survival and growth in the knowledge age. Unlike Drucker 
[1993], who considered knowledge as a key resource, it is now widely believed that 
other factors, such as the business environment or political factors are just as important 
as knowledge to higher education institutions, firms, industries, and countries, and 
that the configuration of various factors as a whole determines the performance 
of these institutions. In systems terms, a “whole” can be greater than, equal to, or 
perhaps lesser than the sum of its parts. Therefore, KM requires an interdisciplinary 
study to critically and continuously “sweep in” “new” ideas, approaches, models, 
and techniques in an informed manner, in both theory and practice, to pursue the 
notion that a whole is greater than the sum of its parts from the perspective of critical 
systems thinking [Jackson 2000; Gao et al. 2003]. Although there have been several 
contribution on KM from different disciplines as well as from different professional 
experiences, somehow, each of these remained isolated for long, and it is only 
recently that interdisciplinary approaches to the study of KM have begun to emerge 
[Ponzi 2002]. This diversity of the contributions from the different discipline and the 
consequent multiplicity of approaches, theories, tools and technologies lead to the 
need to decide on the most appropriate research strategy to carry out a study like ours 
to develop a framework for KM using ICT in higher education.  

3.  RESEARCH PARADIGMS IN KM 
A research paradigm refers to a broad framework of perception, understanding, and 
belief within which theories and practices operate. It is thus a network of coherent 
ideas about the nature of the world and the functions of researchers which, if adhered 
to by a group of researchers, conditions their thinking and underpins their research 
actions [Bassey 1990].  There are various categorizations of research paradigms. A 
four-paradigm scheme consisting of functionalist, interpretive, radical structuralist, 
and radical humanist, has been proposed for the analysis of social theory and 
information systems development by Hirschheim and Klein [1989]. The first two 
paradigms in this scheme (functionalist and interpretive) seek more or less concrete 
evidence about the existing state of affairs, while the last two (radical structuralist 
and radical humanist) criticize, and offer radical alternatives to the status quo. This 
scheme has further been developed into four paradigms for a discourse theory of 
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organizational inquiry and KM, and these are normative discourse, interpretive 
discourse, dialogic discourse, and critical discourse [Deetz 1996; Schultze and 
Leidner 2002]. According to Cavana et al. [2001], positivism, interpretivism, and 
critical inquiry – aligned with normative discourse, interpretive discourse, and, 
dialogic and critical discourse respectively – are frequently identified as the main 
research paradigms for interdisciplinary disciplines such as social sciences, KM and 
business research. 

As has already been pointed out earlier, KM is an inherently interdisciplinary research 
field in as much as its implementation depends on technological systems and its 
application depends on user acceptance and embracement by both management 
and employee alike. This implies, according to Giaglis [2003] that research within 
the field of KM can generally fall under two broad categories depending on the 
departing point of research questions. On the one hand, one research stream based 
on hard systems approach draws predominantly on the findings from the fields of 
computer science and information systems, and sees KM as an application area that 
extends the traditional realm of databases and information management into so-
called knowledge bases and KM systems. In other words, this sub-area of KM is 
mostly concerned with investigating ways in which technological capabilities can be 
exploited by organizations in their pursuit of knowledge driven competitiveness. On 
the other hand, the second stream based on soft systems methodology approaches KM 
research from a complementary perspective and attempts to tackle the managerial, 
organizational, and human issues surrounding the successful introduction of KM 
within organizations. Research under this sub-area of KM is mostly concerned 
with investigating ways in which the process of knowledge creation, assimilation, 
communication, and enactment can be managed by organizations.
Based on the positivist, interpretivist and critical pluralist paradigms, this study will 
use the research paradigm proposed by Herbamas [1987] in his ‘theory of knowledge-
constructive interest and communicative action’ to recommend the best research 
strategy that will be adopted to carry out our study. In this paradigm, ‘knowledge 
interests’ provide the key architectural element for carrying out a study. Knowledge 
interests according to the paradigm direct the phenomenon studied (research interest) 
and the guarantor of knowledge gained in a particular research paradigm, and each 
research interest is associated with a tradition of systems thinking (see Table 1). In 
the paradigm, knowledge interests are used to frame a typology of actions and such 
typology can be very useful in guiding actions of KM researchers.
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Table 1: Herbamas Research Paradigms 

 
 
According to Herbamas [1987], in the critical pluralism paradigm, a researcher’s 
emancipatory knowledge interest motivates a study of personal reality and is adopted 
for carrying out KM research in the tradition of critical systems thinking. Here, 
communicative rationality drives the critically oriented science in their questioning 
of the legitimacy of the status quo and guides their concern about structured 
contradictions and/or exploitation, and the main task of inquiry is to examine the 
legitimacy of the current system and provide a stimulus for emancipatory change. 
Pozzebon and Pinsonneault [2006] study is an example of a research conducted 
using this paradigm. The research is concerned with uncovering the surface illusion 
that power and knowledge are separate issues.

In the interpretivist paradigm, Herbamas [1987] points out that a researcher’s 
practical knowledge interest motivates a study of social reality and is adopted for 
carrying out KM research in the tradition of soft systems thinking. Here, strategic 
rationality drives the hermeneutic-phenomenological sciences and research on 
phenomena that are emergent and subject to social interpretation. The main task 
of inquiry here is to understand the potential ambiguity and uncertainty of social 
meaning, and knowledge is associated with the understanding of participants in 
social interactions. Orlikowski [2002] is an example of a research conducted using 
this paradigm and is concerned about the nature of ‘practice’ which is described 
as situated and an ongoing accomplishment that emerges from people’s everyday 
actions. 

In the positivist paradigm, Herbamas [1987] points out that a researcher’s technical 
knowledge interest, motivates a study of objective reality and is adopted in the 
tradition of hard systems thinking. Here, instrumental rationality drives the 
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empirical-analytic sciences and research designs centered on measurement, causal 
relationships, prediction as well as the imposition of control, and knowledge is 
associated with hard data, mathematics and models. The paradigm is concerned 
with the discovery of universal laws that can be used to predict human activity, and 
the physical and technological world. Holsapple and Joshi [2004] is an example 
of a research conducted using this paradigm and is concerned with enquiries for 
categories of operations required to manage different types of knowledge. 

3.  GROUNDED THEORY STRATEGY
Grounded theory was developed by Glasser and Strauss [1967] as a research 
methodology for extracting meaning from qualitative data collected in the field, and 
is used to generate a theory that explains a process, or processes, about something at 
an abstract conceptual level in a specific context or setting. The grounded theory 
strategy, particularly the way Glasser and Strauss [1967] developed it, consists of a 
set of 7 steps whose careful execution is thought to guarantee a good theory as the 
final outcome and is an inductive rather than a deductive methodology for carrying 
out research. The steps include situating unexplained problems, identification of 
a research area, collecting data, extracting themes, postulating generalization, 
developing taxonomies, and developing theories (see Figure 1). The whole process 
aims to develop an account of a phenomenon or phenomena, which identifies its 
major categories, the relationships between the categories, and the context and 
processes which are occurring [Becker 1993]. The result is a middle order theory, as 
opposed to grand theory or a hypothesis, which explains the phenomenon [Alston and 
Bowles 2003]. Emergence is a key assumption in grounded theory, and because data, 
information and knowledge are emergent phenomena that are actively constructed, 
they can only have meaning when positioned in time, space and culture, and are only 
relevant in an experiential world [Goulding 1999].

Figure 1: Steps in Grounded Theory Research

Curry [2003] points out that the purpose of grounded theory is to provide a 
framework by which theory can be scientifically and methodically generated. 
Whereas many other researches are concerned with verifying deductive theory, 
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grounded theory is concerned with insuring that the theory, which is being verified, 
was methodologically-driven, carefully developed, and purposefully grounded in 
the trenchant data. In other words, anomalous states of knowledge are explored and 
scrutinized. Covalesky & Dirsmith [1990] place grounded theory in the category 
of the symbolic analysis approach to social science research. This approach views 
“reality as a realm of symbolic discourse, where humans are seen as actors and 
symbol users; and where information as a network of symbols, does not represent 
reality but is reality itself. The essential character of grounded theory lies in the 
generation of theory from data by constant comparative qualitative analysis. It aims 
at the emergence of theory from the data, rather than exploring the data to confirm 
existing theory. 

Grounded theory proceeds from the assumption that “theory is a process” and this 
process begins with the collection of raw data which is then qualitatively coded as a 
first step towards developing prospective theory. From the preliminary coding, major 
variables emerge, instigating further questions. If the answers to the questions are not 
found in the data, further data collection is indicated. It is this consistent return to the 
data at each stage of developments that validates the theory. The theory matures as 
data elements are integrated into the whole and the grounded network of relationships 
are established – a process called theoretical sampling. Theoretical sampling is the 
process of collecting, coding, and analyzing data, and includes deciding what data 
to collect next and where to find them in order to develop an emerging theory, either 
substantive or formal [Strauss and Corbin 1998]. The research gradually assembles 
a theory, inductively and iteratively obtained through categorization from the body 
of knowledge. This is done on a case-by-case basis, rather than through subject-
based identification of variables. Comparison of cases and labels should then be 
able to reveal similarities and differences. The casual relationships, similarities and 
differences then lead the researcher to draw conclusions and formulate theories 
about what is happening. Every cycle will see the researcher test the emerging 
theory against new cases and categories, and compare that theory against those in 
the literature to try and explain or reinforce it. With discovery of further labels, the 
theory may be refined or abandoned.

3.1  Grounded Theory Strategy Applicability in KM Research
As has already been pointed out, an analysis of the grounded theory strategy and its 
intellectual assumption shows that it owes more of its approach to the hard systems/
interpretivist paradigm based on its emphasis on multiple realities; that researcher and 
phenomenon are mutually interactive; that causes and effects cannot be separated; 
that research is value laden; and that the outcome of a research is socially constructed 
[Brown 1995]. As a methodology, grounded theory was developed for, and is suited 



172

to the study of behavior, and given this background, it has considerable potential for 
the study of the broad range of subjects which have a human dimension such as KM. 
This is because in KM research, the basic generating functions is to be found in the 
heads of human beings and the outcomes are represented by actions and decisions, 
and on whatever level of abstraction we use the concept of knowledge, the outcome 
is rooted in the individual.

As a methodology that is used for extracting meaning from qualitative data that 
are collected from the fields, grounded theory assists in generating a theory that 
explains a process, or processes, about something at an abstract conceptual level in a 
specific context or setting [Glasser and Strauss 1967]. The fundamental aspect of this 
methodology that must be adhered to while carrying out a KM research is therefore 
to ensure that the theory derived is grounded in the data. The theory that is generated 
may be an abstraction or generalization of the causal relationships found in the study, 
and can emerge from logical assumptions or is generated from observations [Glasser 
and Strauss 1967]. The theory can also be developed from research that is either 
data driven or theory driven [Dick 2000]. Examples of the use of grounded theory 
strategy in KM research include the work of Ford and Angermeier [2004]; Smith 
[2004]; Wastell [2001]; and Wong and Aspinwall [2005]. 

3.2  Limitation of Grounded Theory Strategy 
With regards to the limitation of grounded theory in KM research, the key issue 
is that the end result of any research carried out using grounded theory strategy 
is theory. Glaser [1992] emphasized that the theory generation should be through 
systematic data collection and analysis, arguing that theory verification and testing 
should be left to others. The methodological thrust of grounded theory is, therefore, 
towards the development of theory, without any particular commitment to specific 
kinds of data, lines of research, or theoretical testing. Rather it is a style of doing 
qualitative analysis that includes a number of distinct features such as theoretical 
sampling, and certain methodological guidelines such as the making of constant 
comparison, and the use of a coding paradigm to ensure conceptual development and 
density [Strauss 1987]. The aim is to develop representative concept and ultimately 
build a theoretical explanation by specifying phenomena in terms of the conditions 
that give rise to them, how they are expressed through action/interaction, and the 
consequences that result as well as the variation [Strauss and Corbin 1990]. The 
problem with the strategy as far as KM research is concerned, is that the use of 
knowledge, based on the process of learning, is not simply a subsumption of cases 
based on theories only; it is a process of contrasting and discovering the extent to 
which new situations can be understood and improved through theory building, 
testing and re-testing of KM systems/frameworks for continuous improvement of 
knowledge service deliveries.
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4.  PROPOSED RESEARCH STRATEGY

The nature of knowledge, and how we use it, is a complex human activity which 
cannot be reduced to a formulaic and quantifiable process. Thus, any research 
strategy in KM must adopt an interpretivist and positivist research approach if it is 
to yield deep insight and provide solutions to address the challenges involved in the 
development and implementation of KM activities using ICT in higher education 
in a real world situation [Guo and Sheffield 2008]. This is because the level of 
success in the development and implementation of KM framework using ICT in 
higher education is significantly dependent on the right balance of intervention and 
reflection on the current practices of KM. Positivist method focus on the intensive 
study of a real world instance of a phenomenon through observation and case-studies 
[Yin 1994], while the interpretivist method aims through action research to contribute 
both to the practical concerns of people in an immediate problematic situation and to 
the goals of social science (KM) by joint collaboration within a mutually acceptable 
framework [Rapport 1970]. 

The goal of our study is to develop a framework for KM using ICT in higher 
education, with a view to improving KM for enhanced education outcomes, 
research, competitiveness and innovations. To achieve this, the scope of the study 
will include carrying out reviews and analysis of available literatures to explore 
and understand the key concepts, theories and models of KM using ICT in higher 
education, proposing of a conceptual framework to guide the study, carrying out 
fieldworks using case studies, and finally carrying out testing and verification of 
the proposed framework through action research for continued improvement. In 
line with Guo and Sheffield [2008] proposal that a combination of positivism and 
interpretivism are the paradigms most frequently employed in KM research because 
they capture much of the fluidity and interconnectedness of knowledge, we proposed 
to use inductive-hypothetical research strategy as our overall research approach to 
achieve our research objectives. The approach has been used previously by other 
researchers to solve “messy”, “complex” or “ill-structured” problems [Sol 1982; 
Churchman 1971; van Meel 1994; de Vreede et al. 1998]. The strategy will employ 
a combination of grounded theory (interpretivist/hard systems) methodology using 
case studies, with soft systems methodology (positivist) using action research to 
achieve the objectives of the study.

Inductive-hypothetical research strategy combines theory and practice and adopts 
existing problems by emphasizing problem specification from a multidisciplinary 
point of view [Sol 1982]. Using hard systems as well as soft systems methodologies, 
the inductive-hypothetical approach in our study will focus on theory formulation, 
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testing and evaluation of the proposed KM framework and generation of alternatives 
solutions for continuous improvement. In this research, theory will be formulated 
based on abstraction from an inductive case study as well as from existing theory 
using grounded theory strategy. The use of grounded theory strategy will involve 
using the seven steps processes of situating unexplained problems, identification 
of a research area, collecting data, extracting themes, postulating generalization, 
developing taxonomies, and generating theories (figure 1). This will be followed 
by implementation through testing and evaluation of the proposed framework for 
continuous improvement. The overall study process which will include generating 
of theories as well as testing and evaluation of the proposed framework will be 
undertaken following the steps used in the inductive-hypothetical research strategy 
as outlined in figure 2 below:  

Figure 2: The Inductive-Hypothetical Research Strategy

As shown above, the inductive-hypothetical research strategy starts with reviewing 
of literatures so that the problem domain of KM using ICT in higher education is 
elicited, a process called initiation (arrow 1). The result here is expected to be a 
descriptive conceptual model providing the first understanding of the key issues 
regarding KM framework development using ICT in higher education as well as the 
parameters that are required for effective implementation of KM. To substantiate 
the issues identified during initiation, field explorative studies using case studies in 
higher education will be undertaken to identify KM approaches, processes, strategies 
and key challenges through a process called abstraction (arrow 2). Through this 
process, a descriptive empirical model will be derived where a description of the 
KM framework requirements for effective KM using ICT in higher education will be 
made. Using the results from the conceptual and empirical descriptions, theory will 
be formulated in which the descriptive conceptual model will be made prescriptive 
(arrow 3) giving rise to a prescriptive conceptual model. The theory formulated should 



175

be able to describe what constitutes an effective KM implementation framework 
and this will be used to guide the development of a framework for KM using ICT 
in higher education. The prescriptive conceptual model will then be implemented 
by testing of the proposed framework (arrow 4). Finally, the prescriptive empirical 
model will be evaluated (arrow 5) so that further improvements can be made through 
comparison of the elicited empirical knowledge (arrow 1) with the prescriptive 
empirical model (arrow 4). In our study therefore, grounded theory strategy will 
be used for initiation, abstraction, and the theory formulation phases of the study, 
while soft systems methodology will be used in the implementation and evaluation 
phases.   

In order to transform knowledge into a valuable organizational asset, knowledge, 
experience and expertise must be formalized, distributed, shared, and applied. 
KM and organizational dynamic process knowledge is viewed as a human activity 
systems which involves real life situations. Real life here involves ill-formulated 
and ill-structured problems and conditions: real life problems have context, depth, 
complexity, and duration; involve cooperative situations and shared consequences; 
and are worth solving and can provide benefits when solved [Fitzsimons 2001]. 
Human activity systems refer to an assembly of knowledge workers occupying a 
shared space that serves as a foundation for knowledge creation [Nonaka and Konno 
1998], and consist of both soft and hard systems resources for managing, organizing, 
learning and reusing of existing knowledge and, more importantly, for creating 
new knowledge to realize an organization mission and goals [Gao et al. 2003]. 
The activities of capturing, coding, abstracting, storing, transferring, converting, 
sharing, using and reusing existing knowledge and creating new knowledge are 
the human practical activities. Without these, knowledge cannot be created, used, 
reused and shared. An organizational KM system/framework is a purposeful human 
activity systems [Checkland 1999] comprising three interdependent components: 
the people who make up the organization, the activities the people perform, and 
the technologies that enable activities. Thus any KM research involving systems/
framework development needs a combination of soft systems methodology that deals 
with the analysis of evolving and ill-defined needs as well as hard systems approach 
to address the needs of design of physical solutions to meet those needs. Inductive-
hypothetical research strategy attempts to address all these issues highlighted.
KM research using grounded theory in the interpretivist paradigm regards knowledge, 
technology and organizational practices as socially constructed. Sahay and Robey 
[1996] highlight the implications of this social construction, namely that conceptual 
knowledge about a system is heavily intertwined with the social environment and 
that this environment influences not only the spread of knowledge, but also the 
adoption and adaptation of ICT. Because the assimilation process can be viewed 
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as one of organizational learning, knowledge transfer and ICT adoption, Sahay and 
Robey [1996] further suggest that organizational learning should be a theoretical 
perspective adopted for research on organizational transformation through ICT. On 
the other hand, soft systems methodology which has its foundation in action research 
and general systems theory is characterized by involvement in a problem situation, 
learning by doing, trying to see a system from as many perspectives as possible, and 
seeing a system through the eyes of others rather than the researcher [Checkland 
1981] making it useful to complement grounded theory in our study.
The widespread use of ICT in KM embodies social complexity, and the continuous 
changes in technology within organizations requires a continuing evolution from 
advancement of ICT tools and applications to cognitive level usually involving messy 
human problems within the social context in a particular environment. In addition, 
the level of success in the implementation of KM initiatives in higher education is 
significantly dependent on the right balance of intervention and reflection on the 
current practices of the organizations. Using soft systems methodology combined 
with grounded theory is an attempt to try and address this limitation. Checkland’s 
[1981] soft systems methodology lies firmly within the tradition of action research 
and aims to contribute both to the practical concerns of people in an immediate 
problematic situation and to the goals of social science by joint collaboration within 
a mutually acceptable ethical framework [Rapport 1970]. Organizations with 
entrenched traditional structures such as higher institutions of learning are under 
particular pressure to review their working practices in KM. In this context, Elliman 
and Orange [2000] recommend soft systems methodology as an approach to facilitate 
effective change and to improve work practices. 

Checkland’s soft systems methodology is concerned with human activity systems 
which he defines as a notional purposive system which expresses some purposeful 
human activity; activity which in principle could be found in the real world. Such 
systems are notional in the sense that they are not descriptions of actual real-world 
activity (which is an exceptionally complex phenomenon) but are intellectual 
constructs; they are ideal types for use in debate about possible changes which might 
be introduced into a real-world problem situation [Checkland 1999]. According to 
Durant-Law [2005], human activity systems by their nature are complex. They are 
considered to be holistic, subjective, process-oriented, in a state of constant flux, 
and often non-rational. In addition, they act based on interpretation of the world, 
but there are always several world views because individuals interpret the world 
differently and there is no single correct answer to a problem situation. 
In its idealized form, soft systems methodology refers to a seven-stage process of 
analysis as shown in figure 3, which uses the concept of human activity as a means 
of defining the situation for taking actions [Checkland 1981], and these include:
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(i) Identification of problem situation by observing the problem symptoms in  
 a situational context; 
(ii) Analysis of the symptoms map to identify the real underlyingissues and  
 root causes resulting in rich picture of the given situation; 
(iii) Analysis of the problem identified in rich picture and developing a root- 
 definition for the transformation processes, which addresses the problem;
(iv) Development of the conceptual model; 
(v) Comparison of the conceptual model with identified problems; 
(vi) Identification of desirable changes or solutions; and
(vii)  Development of final model that can be implemented.

Figure 3: Checkland’s Soft Systems Methodology

5.  COMBINING GROUNDED THEORY WITH SOFT SYSTEMS 
METHODOLOGY 

Because of the variation in the definition and understanding of the concept of KM, 
knowledge has been perceived as either (i) a “discrete, objective, largely cognitive 
entity” [Newell et al. 2002], susceptible of being classified as tacit (unarticulated 
expertise and experience) and explicit (formalized and expressed knowledge); or (ii) 
as socially constructed and embedded in practice (knowledge as a process) [Nonaka 
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& Takeuchi 1995]. These two different, but complementary perspectives are at the 
root of different approaches to the KM process in organizations [Newell et al. 2002]. 
An organization embracing the first perspective of knowledge being a discrete entity 
will use hard systems methodology to develop knowledge stores and will try to capture 
the organization’s knowledge by software. On the other hand, organizations with the 
latter perspective of knowledge being a process will use soft systems methodology 
which gives more importance to the process of knowing and knowledge creation and 
to the context that makes possible this creation to ensure effective KM. Our research 
looks at the two perspectives of KM as being complementary, hence the need to 
use inductive-hypothetical research strategy based on combining grounded theory 
strategy with soft systems methodology to achieve the research goals. 

According to McLucas [2003], real world activities are “hows” related to a 
specific “what”, which is usually implicit rather than explicit. In social situations, 
the “whats” can be difficult to define and many problems might be considered to 
be “wicked” – that is, they are complex, dynamic, systemic, emergent, difficult 
to resolve, and confounding to manage; and KM represent such a situation. Soft 
systems methodology addresses this complex situation by modeling the real world 
“what” as well as alternative “how” for improvement of the situation and lends itself 
to developing of a set of structured research questions to gain insights into wicked 
problems. It is also useful in building a road-map to a research project and to show 
the logical dependencies of the various activities in a multi-disciplinary research 
project [Hindle et al. 1995], especially where the research process is of itself a 
purposeful human activity and therefore is part of human activity system. Indeed, 
Gao et al. [2002] suggest that soft systems methodology is a valuable research 
approach to study KM and that some of its value is to offer inspiration on how to 
learn continuously and effectively.  In the same vein, grounded theory is a useful 
research methodology for collecting and analyzing research data, and can provide 
deep insight into the real issues associated with a phenomenon like developing a 
framework for KM using ICT in higher education. Because of the depth of analysis, 
grounded theory results in deep understanding of phenomena and is therefore, a 
sound research approach for any behavior that has an interactional element to it 
[Goulding, 2005].

A closer look at the two methodologies also shows that they are both seven-step 
processes with remarkable similarities and complementarities as shown in table 
below:
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Table 2: Grounded Theory and Soft Systems Methodology Compared

From the table, it can be seen that there are remarkable similarities as well as 
complementarities in using the two methodologies to carry out a study. For example, 
steps 4 and 5 result in similar outcomes, although they are expressed differently. In 
addition, many of the methods, tools and techniques can be in either methodology. 
For example, the use of questionnaires, interviews and focus group discussions are 
common in both methodologies. The two methodologies also share the assumption 
that the model or the phenomena determines the final model or theory. The main 
difference between the two approaches is that grounded theory develops theory from 
data interpretation by the researcher while soft systems methodology values data 
from the perspective of participants. Using the two approaches in a complementary 
manner should therefore provide a more holistic approach in carrying out our study. 
We intend to merge the seven steps of the two methodologies into a five-step process 
as used in inductive-hypothetical research strategy, that is, initiation, abstraction, 
theory formulation, implementation, and evaluation.

Finally, Rose [1997] emphasizes the importance of using soft systems methodology 
to complement grounded theory strategy in carrying out a study like ours due to the 
roles it can play in achieving the objectives of the study.  Firstly, he points out that 
soft systems methodology is a good-fit research tool that is qualitative, activity-based, 
interpretative, participative, and systems-based which uses methodological tools that 
are appropriate to a KM framework study; secondly, that it is a triangulation tool that 
can be used to confirm, deny, or amplify findings from grounded theory; thirdly, that 
it is a problem-structuring tool that can serve as a “front-end” to grounded theory 
strategy by lending structure to a ‘messy’ problem; fourthly, that it is a theory testing 
or generation tool; and fifthly, that it is a coordinative or directive tool which can help 
in conceptualizing a research process even if it is a human activity systems. Models 
may then be built, which may assist in delineating the various research activities and 
their logical dependencies.   
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6.  CONCLUSION
In today’s knowledge driven economy, higher education institutions’ managers are 
faced with the challenge of how to effectively link KM initiatives and processes with 
the ever-changing needs of higher education. The problem arises due to the disconnect 
between KM and the ever-changing organizational needs, which is mainly due to 
having inappropriate KM framework development and implementation approaches, 
and adoption of some quick-fix solutions to KM to achieve higher educational 
goals. If knowledge is to be effectively managed and utilized, KM research and 
other initiatives should be made to link with institutional goals such as enhanced 
research, innovations and competitiveness. This paper examines the applicability and 
limitations of grounded theory strategy in carrying out KM research, and proposes 
the use of inductive-hypothetical research strategy based on grounded theory 
strategy, in combination with soft systems methodology based on action research, as 
approaches to be adopted to carry out a study to develop a framework for KM using 
ICT in higher education in Uganda. The proposed approach attempts to address the 
missing links between KM initiatives and processes and the ever-changing needs 
of higher education, and presents a holistic view for formulating KM framework 
development and implementation using ICT by focusing on both technical and non-
technical issues including higher education activities, KM processes and human 
activities within institutions.

Using inductive-hypothetical research strategy based on grounded theory using case 
studies combined with soft systems methodology using action research provides a 
systematic basis for developing and verifying theory (the research interest), and in 
designing and evaluating interventions to serve the interest of KM practitioners in 
higher education. The degree to which these interventions are successful provides 
validation for the theory and may indicate areas where further improvements should 
be made in the implementation of KM using ICT in higher education. Both grounded 
theory and soft systems methodology have been used to explore and discuss problems 
relating to KM in complex settings and situations. They offer a flexible approach 
to a KM research like ours, where solutions to problems can be theorized, tested 
and re-tested with participants, thus increasing stakeholders’ ownership of solutions 
and participation in KM framework development and implementation. Although the 
focus of this paper is in proposing the best approach to be used to carry out our 
study, it does not help much in promoting good research; a good research is not only 
effected by a strong research methodology alone, but by its conscientious, intelligent 
and self-reflective application that must be reflected in how the study is conducted. 
This will ensure that the objectives of a study are achieved as well as contribute to 
improved research outcomes.  
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Abstract:

This paper discusses LipaNet, an online platform that integrates different financial 
services and provides the infrastructure that allows these services to be easily 
accessed and used via mobile phone technology. LipaNet implements layered service 
architecture to integrate different mobile client technologies such as WAP, J2ME and 
SMS. As a gateway, it provides Application Programmers Interfaces (APIs) through 
web services to allow mobile clients to access financial services such as banking, 
money transfer, escrow and payment services.
LipaNet was developed with the aim of providing financial services for those with 
mobile phones but who lacked access to such services as is the case in many African 
countries. It provides a secure means of branchless mobile banking for the largely 
unbanked population in Africa by allowing individuals to deposit and withdraw their 
funds, send and receive money and access escrow and payment facilities essential 
especially for Small and Medium Enterprises (SMEs).
The technologies implemented, the model and architecture of the system, the design, 
development and implementation processes involved in building the system are 
highlighted. A comparison is also made with other mobile financial technology 
tools.
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Categories and Subject Descriptors: H.3.3 [Online Information Services]: – 
Commercial Services; Data sharing; Web-based Services; J.1 [Administrative Data 
Processing]: - Business; Financial; K.4.4 [Electronic Commerce] - Cybercash, 
digital cash; Distributed commercial transactions; Electronic data interchange 
(EDI); Payment schemes; Security;
General Terms: Design, Economics, Human Aspects, Security
Additional Key Words and Phrases: Integrated Platform, Gateway, mobile 
technologies, financial services

1.  Introduction

1.1 Mobile Penetration in Africa
A survey done by the International Telecommunications Union [2007] indicated 
that as of the year 2007, one out of every four persons in Africa had a mobile 
phone. Though Africa has not surpassed the 100% mark like Europe and the USA, 
it currently provides the largest market for mobile phones (See Figure 1). Kenya, 
for instance has witnessed a mobile revolution with 12.4 million Kenyans owning 
mobile phones as of May 2008. Safaricom, the leading mobile service provider at 
the time owning 84% of the market share, has seen a rise in its subscriber base 
from 15,000 subscribers in June 1999 to 3.4 million by the end of 2004, further, 6.1 
million in 2007 to 10.2 million in 2008 [Omondi 2008; Wanjiku 2008b]. 
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Fig. 1.  Average growth rate in mobile subscribers 2001 to 2006 (International 
Communications Union, 2006).
Africa has not only adopted use of mobile phones alone but also use of mobile 
technologies. With the fall in mobile phone prices and availability of better services 
such as rollout of 3G mobile broadband Internet, more people in Africa are getting 
access to phones that support higher end technologies such as Java’s J2ME mobile 
framework and WAP 2.0. Notwithstanding, the use of older generation technologies 
such as GPRS and SMS still prevails since the larger mobile owning population in 
Africa still own the cheaper, lower end models. As at 2009, 40% to 50% of phone 
models being rolled out are web-enabled [ClairMail 2009].
Access to Financial Services

Financial services include banking services such as depositing and withdrawing 
money, access to account statements, access to bank loans, repayment of loans, 
access to cheque clearing information, credit cards and ATMs. Other financial 
services include money transfer services which allows one to send and receive funds 
from another; payment services that facilitate payment of utility bills and making 
online purchases; and escrow services to facilitate trustworthy or fair transactions 
between buyers and merchants [Wikipedia 2009].
In respect of the level of access to such services, Africa is yet to catch up with 
the rest of the world. Research by FinMark Trust indicates that  Ethiopia has one 
bank branch serving over 100,000 persons, a mark far off its European counterpart 
Spain which has 96 branches per every 100,000 persons. However, it was also noted 
that 17% of the 11.4 million unbanked owned a mobile phone [African Executives 
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2009].

1.2 Mobile Based Financial Services Solutions
Banks and mobile carriers noted both the need for financial services and the 
pervasiveness of mobile phone and have launched several mobile based financial 
services for marginalized countries. Kenya saw the introduction of the M-Pesa 
service, arguably one of the largest SMS based mobile transfer services, by mobile 
carriers Vodafone and Safaricom. A presentation done by Susie Lonie [2007] on 8th 
May, 2007, on their behalf revealed that M-Pesa was designed to provide financial 
services for the numerous number of Kenyans without access to conventional 
banking (See Figure 2).

Fig. 2. Illustration of how M-Pesa works

M-Pesa provides money transfer services via SMS. Other than being fast and easy 
to use, M-Pesa neither requires one to maintain a minimum balance nor have a 
bank account. M-Pesa agents are available for the clients to carry out deposit or 
withdrawal transactions. Once a deposit or withdrawal is done, both the agent and 
the client get an SMS confirming the transaction. This gives the customers a sense of 
security. According to the Kenya Times Online, 3.7 million of the Safaricom users 
were registered M-Pesa subscribers as at 2008 [Igwadah 2008].
In September 2008, the Inter-American Development Bank launched a product 
known as known as M-Banking for the Unbanked. The program was aimed at 
providing financial and technical support to mobile network operators and partner 
banks so as to launch full-scale M-banking solutions to the market. This was for 
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Latin and other Caribbean countries (Gruboid Website, 2008). Equity Bank in Kenya 
launched the Eazzy 24/7 Mobile Phone Banking Solution dubbed ‘Benki Yangu 
Mkononi’ in Kiswahili which literally translates to ‘My Bank in My Hand’ [Equity 
Bank Website 2009].

2.  LIPANET 
LipaNet is a term coined from the Kiswahili word ‘Lipa’ which means to pay. It is 
an integrated online financial services platform and gateway that provides access to 
financial services by integrating and combining different financial services, platforms 
and technologies such as M-Pesa (mobile transfer service currently available in 
Kenya and East Africa), ATM/debit/credit cards, PayPal and direct inter-account 
bank to bank transfer services. Originally designed as a payments platform, LipaNet 
allows users to tap into different financial services by using a variety of devices and 
technologies such as desktop application, web application and mobile applications 
via technologies such as web services.

The immediate target region for the LipaNet system is East Africa. The first reason 
is due to the high penetration of mobile devices in East Africa particularly Kenya, 
Uganda, Rwanda and Tanzania [Omondi 2008; Wanjiku 2008b]. Apart from the 
pervasiveness of mobile phones in the region, East Africa has also seen wide acceptance 
of mobile technologies by mobile owners with particular regard to financial services. 
In Kenya, for instance another mobile provider Zain has successfully launched 
mobile money transfer services, Zap, a service similar to M-Pesa. Examples outside 
the financial sector are accessing of national examination results by students and 
parents via an SMS based service provided by the Kenya National Examination 
Council [Ndegwa, 2006] and SMS based system for agricultural information alerts 
[Mbogo 2007], which pave the way for faster adoption of similar successes. 
The second reason is that there exists a need for financial services as demonstrated 
by wide usage of M-Pesa [Igwadah 2008] and proliferation of micro-credit, SACCO  
and micro-finance institutions in this region. The Co-operative Bank, among the 
largest banks in Kenya, through their Sacco Link Visa Debit Card Service provides 
ATM and Visa services to members of these institutions to allow them to access their 
money via the ATM network [Kenya Times 2007].

3.  Integrated services
The LipaNet integrated service model provides three key financial services to its 
users; i) Banking Services ii) Money Transfer Services iii) Escrow and Payment 
Services.
Banking Services: LipaNet, working as an electronic wallet, provides basic banking 
services such as allowing users to deposit funds into and withdraw funds from their 
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accounts. It allows users to keep track of their saving and spending patterns and 
habits by providing instant access to their account statements, transactions history 
and transaction summaries and trends where accessible  provided as graphs. 
Money Transfer Services: LipaNet also provides money transfer services allowing 
users to send and receive money to and from their friends and families in a Consumer-
to-Consumer model.

Escrow and Payment Services: Financial services are especially critical for facilitating 
business transactions. The LipaNet system provides a quasi escrow-payment service 
for its users. An example if of a buyer afraid to send money to a merchant to pay for 
some goods because he or she is not necessarily guaranteed that the goods may be 
delivered or if delivered, be in good condition or a merchant on the other hand who 
fears processing and delivering an order only to discover that it was not genuine or 
that the buyer does not have the financial capacity to pay for the goods. LipaNet 
solves this dilemma by providing independent third party verification for the two 
parties. It essentially guarantees to the merchant that the buyer can pay for the items 
and locks the specified amount when the transaction is started and only releases the 
funds to the merchant after the order has been processed and delivered successfully. 
This is done by withholding the funds from the merchant for a given period of time 
and releasing the funds if and only if no dispute has been raised by the buyer. The 
escrow system provided by LipaNet is therefore able to provide protection for both 
the buyer and seller. LipaNet also provides arbitration incase a dispute arises between 
the buyer and seller by maintaining audit logs and transaction histories.
The payment component of LipaNet also facilitates online payments services via 
gateway by providing Application Programmers’ Interfaces (APIs) that e-commerce 
developers can use to tap into the LipaNet financial system and integrate with their 
online stores.

4.  Integrated technologies – mobile perspective
LipaNet allows consumers of its services to use different platforms i.e. desktop 
application, web browser based applications and mobile applications. This paper 
focuses mainly on the mobile component of the LipaNet service model. LipaNet 
provides access to its financial services using three main mobile technologies; i) 
WAP ii) J2ME iii) SMS

4.1 WAP;
 Using WAP technology, Internet content can be easily brought to mobile phones or 
other wireless devices.  
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Fig. 3. WAP Network Architecture

The WAP client communicates with the WAP gateway using the wireless network 
e.g. GSM, GPRS etc. The WAP gateway translates WAP requests to HTTP requests, 
enabling the WAP client to be able to submit requests to the Web server. The WAP 
gateway also translates Web responses into WAP responses or to a format that is 
understood by the WAP client. (See Figure 3)



193

Fig. 4. Screen shot of a LipaNet WAP page running in a web-enabled mobile phone
 The WAP standard used by LipaNet is WAP 2.0 or XHTML Mobile which allows 
application developers to use the same techniques and tools used for web page 
development to create useful and organized mobile content. (See Figure 4)
Java 2 Micro Edition (J2ME);

Java™ 2 Platform, Micro Edition (J2ME) is the general framework for CLDC and 
MIDP, both specifications for implementing the Java environment on a mobile device, 
as well as other Java technology standardization efforts used in the small device 
space. LipaNet implements its financial services using J2ME as a Java MIDLet. A 
MIDLet is the basic unit of execution in MIDP. It is able to access the financial data 
using specified technologies such as LipaNet’s Web Services framework. 
Short Message Service (SMS); 
LipaNet widely uses SMS not only to send transaction confirmation messages but 
also to make requests for services. An example would be a client enquiry for their 
account balance. The client sends a text message formatted with the service requested 
and their authentication credentials delimited by a preset character to a predefined 
phone number usually a short code.  Here is an example of a balance enquiry sent 
to LipaNet; balance#1234, where balance is the requested service and 1234 is the 
pin number. By using the clients unique registered mobile number LipaNet is able to 
query the balance and sends this to the client also as a text message.

5.  Lipanet’s payment model
In their study on creating a generic framework for payments, Askan et al. [1997] and 
Peiro et al. [1997] developed four models to represent the different possible methods 
of payment. They are the Direct Cash-Like Model, the Direct Cheque-Like Model, 
the Indirect Push Model and the Indirect Pull Model. These models have the same 
basic purpose of facilitating the transfer of value among different parties.
The Indirect Push Model

LipaNet uses the Indirect Push Model. The original model was modified and adapted 
for LipaNet (See Figure 5) mapping the issuer for the payer to LipaNet, the acquirer 
for the payee to LipaNet with the payer being a LipaNet customer/buyer/client 
and the payee a LipaNet merchant or another LipaNet customer/buyer/client. The 
settlement process was modified to include arbitration. The transfer request process 
maps to an online payment. The new model has the following configuration;
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Fig. 5.  Modified version of the Indirect Push model adapted for LipaNet
The model in Figure 5 above works as follows. Payments are made between the 
customer/buyer and the merchant. The intent of the payment remains to transfer 
monetary value from the customer to the merchant for goods bought or services 
rendered. A payment request is made by the customer. LipaNet facilitates settlement 
between the customer and merchant; LipaNet is the financial institution dealing with 
real value in this model adaptation and participates in the payment protocol playing 
two roles; as an issuer (interacting with the customer) and as an acquirer (interacting 
with the merchant); and finally, LipaNet acts as an arbiter in resolving disputes in 
the payment system. 
The new model can be described thus: John is a buyer with a LipaNet account. Jane 
is a merchant with a LipaNet account and an e-commerce website. John buys goods 
from Jane’s website. He makes an online payment requesting LipaNet to pay Jane. 
An assumption is made that the goods have been delivered otherwise arbitration may 
be necessary. LipaNet then debits John’s account and credits Jane’s account with the 
corresponding payment amount. Jane is informed that she has received payment. If a 
dispute arises between John and Jane, LipaNet acts as the arbitrator.

6. Global architectural model
The LipaNet global architectural model is best described by a layered services 
framework much like the OSI reference model or TCP/IP architecture. Each layer 
represents a service that delivers services to the layers above it (See Figure 6).
LipaNet Layered Architecture (LLA) – A Mobile Perspective
This model specifically focuses on the mobile components of the LipaNet Services 
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Framework from which LipaNet is derived.

Fig. 6. Layered architecture showing integrated financial services and
 integrated mobile technologies

LipaNet Services
The following is a description of the layers and corresponding services offered by 
each layer in the LLA:
Data and Physical Layer: This represents the lowest level of the LipaNet 
Layered Architecture. It provides low level data communication functions for the 
communications level. This layer is responsible for transmitting packet data via 
TCP/IP.
Communications Layer: The communications layer is an abstraction of Internet and 
GSM access. This layer facilitates the functioning of the API and SMS processors 
by allowing connection to external parties such as remote APIs or web services and 
mobile phone services for SMS based functions.
API Abstraction Layer: Is divided into two sub layers;
API Processing Sub Layer: This consists of the API and SMS processor. The API 
Processor is an abstraction that facilitates the generation of and transmission of API 
header to relevant third party service providers such as the credit card processors 
and bank transfer services. The SMS processor is a SMS engine that processes and 
parses incoming and outgoing text messages. It facilitates uses of services such as 
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M-Pesa.
API Integration Sub Layer: This is the abstraction that specifies higher level entity 
specific non-generic API data or information such as PayPal headers and credit card 
API headers. It also provides higher level abstractions for M-Pesa and Zap.
Transactions Layer: Made up of two sub layers;

(i) Database Abstraction Sub Layer: This is an abstraction of the database. It 
represents the physical representation of data storage and manipulation. Data from 
the underlying API processes are stored in this layer. 

(ii) Business Login Sub Layer: This layer abstracts higher level layers from accessing 
the physical data directly. All database functions and calls are performed via business 
logic layers such as stored procedures and component or database classes.
Web Services Layer: This layer allows higher level interfaces to access data and 
information in various standard formats such as SOAP, HTTP Name Value Pairs and 
XML. For trusted interfaces it provides direct access to the business logic. A trusted 
interface is one like the LipaNet website. 

Security Abstraction Layer: LipaNet requires security implementation at all levels. 
The security layer provides an abstraction for security implementation by specifying 
and implementing security standards at various levels e.g. At the Data and Physical 
Layer it may specify use of SSL or HTTPS, at the database layer it would specify 
encryption and salting standards and at the Web Services layer it specifies use of 
security authentication mechanisms such as API keys and API Signatures.
Mobile Layer: This layer defines and abstracts the mobile technologies that are used 
by the LipaNet system currently WAP, J2ME and SMS. It defines how each of these 
services interacts with the Web Services Layer below it and how data is formatted for 
each technology and how requests and responses are handled for each. It provides its 
services to the Financial Services layer. The mobile layer represents the technology 
integration component of the LipaNet system.
Financial Services Layer: This layer defines the actual financial services that are 
consumed by LipaNet users. The services currently specified are the Banking, Money 
Transfer and Escrow and Payments services. All the financial services offered are 
consumed by the end user using the interfaces that this layer provides.

7.  Security
Some of the security implementations built into LipaNet includes use of Login 
forms for user authentication to prevent unauthorized access, salting of passwords 
to increase difficulty in cryptanalysis. use of Model View Controller Frameworks 
for managing web pages to prevent hacking,  use of URL validation techniques to 
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prevent SQL injection and denial of service attacks, encryption of sensitive data 
using computationally infeasible hashing and encryption algorithms such as MD5 
and AES to maintain data confidentiality, use of web services to prevent direct 
database access and maintain data integrity, use of stored procedures to prevent 
SQL injections, use of HTTPS i.e. Secure Socket Layer (SSL) certificate to maintain 
integrity and confidentiality while communicating between client browser and the 
LipaNet host,  use of SMS recorded confirmations and responses for transactions 
and other account activity  to prevent repudiation, use of coding standards and 
implementation of Secure Electronic Transactions (SET) protocol to facilitate secure 
e-commerce transactions among others.

8.  Api framework
LipaNet works by providing a set of Application Programmers Interfaces (APIs) that 
can be used by mobile programmers and other developers to tap into its financial 
services framework accessing information such as account balances or carrying out 
requests such as money transfers or payments. It implements the APIs using standard 
interfaces such as HTTP name-value pairs, SOAP via web services and XML. XML 
was introduced as an alternative to SOAP due to its simplicity. Table I shows a 
typical example of a LipaNet XML packet

Table I. A snippet of LipaNet API request made using XML

<?xml version=”1.0” encoding=”iso-8859-1”?>
<LipaNet version =”1.0” action=”BeginTransaction”>
<OrderInfo>
<MerchantName>MusicShopMobi</MerchantName>
<OrderReference>1234</OrderReference>
<OrderAmount>1000</OrderAmount>
</OrderInfo>
<APIInfo>
<APIUserName>lipanet@dukalamzee.com</APIUserName>
 <APIPassword>1244091282</APIPassword>
<APISignature>AFcWxV21C7fd0v3bYYYRCpSSRl31ASKeAo0jHni7Vph</
APISignature>
<ReturnPage>http://www. musicshop.mobi/finish.php</ReturnPage>
<CancelPage>http://www.musicshop.mobi/problem.php</CancelPage>
</APIInfo>
</LipaNet>
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9.  Design, Development and Implementation
LipaNet was designed using the object oriented methodology. Specification of the 
models was carried out using the Unified Modeling Language (UML). Use cases, 
class diagrams, activity diagrams among other UML diagrams were generated. 
Objects identified for the system include clients, transactions, funds, fund source 
and roles assessed including merchants, clients and developers.
This base system for LipaNet provides the web services that are consumed by the 
clients such as the WAP 2.0 client, the Java MIDLet client and the SMS client. It was 
implemented using ColdFusion technology and MySQL database for various reasons 
such as the ease of deployment of web services by ColdFusion and adaptability of 
the MySQL database due to its open source licensing scheme. Various tests were 
carried out including unit, integration and system testing.

10.  Comparative Analysis
There are a number of differences and similarities between the LipaNet model and 
those of other existing mobile financial technology tools such as M-Pesa, Zap, 
yuCash-Obopay or Paypal. The matrix illustrated by Table II offers a comparative 
analysis showing features of the different tools. The comparison is based largely on 
technological features.
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Table II. A comparative analysis of different mobile financial technology tools
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11.  Conclusion
For the LipaNet system, a more advanced interface needs to be developed to 
enable easier application testing and integration via a testing sandbox for mobile 
developers. It is also proposed that LipaNet integrates other mobile technologies 
such as Symbian, Android and Windows Mobile to take advantage of the higher end 
phones and mobile devices that are entering the market. A framework for localizing 
the content to support other local languages such as Kiswahili is currently pending. 
More work needs to be done with respect to providing services for regions outside 
East Africa by integrating their existing mobile financial services solutions or 
frameworks. 
Given the growing demand for financial services in Africa using mobile phone 
supported by mobile technologies, the development of systems such as LipaNet 
mark the beginnings of this trend in Africa to benefit the society at large.
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Abstract
In this paper, we describe the creation and development of an Electronic Health 
Records System that automates record keeping procedures for both patients and 
medical practitioners in a health facility. We also demonstrate how maternal 
monitoring by use of  ICTs can lower child mortality in developing countries. 
It should be realized that lowering child mortality is one of the 8 Millennium 
Development Goals to be achieved by less developed countries by 2015. The Infant 
and Maternal Monitoring System (IMM System) seeks to lower infant mortality rates 
by encouraging pregnant women, as well as mothers to take their new born babies 
and infants to visit the nearest health centers for required healthcare checkups, 
vaccinations, or immunizations. This can be achieved through the creation and use 
of SMS functionality on the created system. This system improves communication 
and collaboration between medical practitioners through discussion forums, thus 
increasing the rapidity and quality of patient care 
Keywords:  ICTs, Maternal, Mortality
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1. Introduction
The United Nations ranks “Reducing Infant Mortality” as the fourth goal in the 
Millennium Development Goals (MDGs) to be achieved by 2015. Every year 
worldwide, four million infants die within their first month of life, representing 
nearly 40 percent of all deaths of children under age of five years. Almost all newborn 
deaths are in developing countries with the highest number in South Asia and the 
highest rates in sub-Saharan Africa (Sines et al., 2007). 
In Uganda the infant mortality rate is still abnormally high, with as many as 137 
children out of 1,000 live births dying before their fifth birthday. On the other hand, 
76 infants out of every 1,000 live births die before their first birthday (Mukasa, 
2008).

High quality prenatal and post natal care improves the survival and health of infants, 
while providing an entry point for health contacts with the pregnant women and 
mothers at a key point in the continuum of care (Lincetto et al., 2006).  If provided, 
promoted, monitored, researched, and further tested, health care services such as: 
antenatal care and vaccinations will create lasting improvements in health systems 
and constitute major progress in meeting the MDGs. More importantly, it will save 
the lives of thousands of mothers and children annually (Sines et al., 2007).
Lincetto et al., (2006) consider pregnancy as a crucial time to promote healthy 
behaviours and parenting skills. Good antenatal-care links the woman and her family 
with the formal health system, hence contributing to good health through the life 
cycle. Inadequate care during this time breaks a critical link in the continuum of 
care, and affects both women and their babies.
One proposed explanation hindering the progress in lowering infant mortality in 
Uganda has been a decline in vaccinations, especially in the late 1990s. Moller (2002), 
states that the overall share of fully immunized children fell from 47% in 1995 to 
37% in 2000 yet vaccinations are directly relevant to lowering infant mortality. Also, 
the share of pregnant women receiving at least one tetanus toxoid injection has fallen 
during this period, to the detriment of progress on infant mortality. Nevertheless, 
the recent substantial increases in public health expenditures should help to reverse 
these trends. 

In the past 20 years Information Technology (IT) has revolutionized virtually every 
facet of people’s everyday lives. Organizations of all types have long seen that IT 
when viewed comprehensively and deployed effectively can replace old challenges 
with new possibilities. 
The Infant and Maternal Monitoring System is one such feasible solution and, its 
practical uses are discussed below: 
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Pinto (2006) notes that an automated Electronic Health Records System, (such as 
the Infant and Maternal Monitoring System), creates efficiencies and dramatically 
streamlines processes such as: patient registration and records management. It also 
improves communication by offering an intellectual knowledge base for medical 
practitioners over discussion forums which eases the rapidity of patient care. 

Poissant and Kawasumi (2005) noted that an Electronic Health Records System 
offers more comprehensive security measures than previously used methods such 
as locked cupboards or room storage. Password protection limits access to patient 
information to authorized users: Doctors, nurses, and midwives.
In addition to the above, it solves the archived-records dilemma where pre-existing 
health records are in paper form. An electronic record stores both archived and active 
patient records in a centralized database (Pinto, 2006). It manifests itself as a cost-
effective and technologically-viable alternative to manually paper-based patient 
record keeping and ensures that medical practitioners have access to the right patient 
data at the right time.  
An Electronic Health Records System efficiently reduces documentation time, and 
leads to better patient care with an increase in patient-interaction time (Jareethum 
and Titapant 2008; Poissant and Kawasumi, 2005) such as the implementation of the 
Infant and Maternal Monitoring System.

2. Methodology
Before the model for the Infant and Maternal Monitoring System was designed, 
research aims / objectives needed to be identified.
Research aims: 
i   To investigate factors that have bearing on infant mortality in Uganda.
ii  To design an Infant and Maternal Monitoring System 
iii To implement the Infant and Maternal Monitoring System 
iv  To test and validate the system

These research objectives give rise to the following research questions:
i What are the factors that affect maternal mortality in Uganda?
ii What tools are needed to design an Infant and Maternal Monitoring System?
iii What technologies are needed to implement an Infant and Maternal 
Monitoring System?
iv How can the system so developed be validated?
In the selection of a sample area, purposive sampling was used.  It is a non–probabilistic 
technique of sampling that bases the selection of a given sample on the researchers’ 
judgement. The main justification behind the use of the above mentioned technique 
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is that health care facilities in Kampala are countless and widely dispersed. 
The selected health care facilities were highly reputable and the healthcare personnel 
had a wealth of experience in the fields of antenatal and infant health care. Doctors, 
nurses and midwives (16 respondents in all) of 4 randomly selected highly prominent 
healthcare facilities; with over 3 years experience in the fields of antenatal and infant 
health care were a manageable  sample for the researchers to question and analyze 
the findings.
The data collected from the questionnaires, interviews, referenced documents and 
from observation was carefully analyzed in order to reveal factors that influence 
high infant and maternal mortality rates as well as to come up with functional and 
non-functional requirements. These were essential in the development of the IMM 
System. Medical professionals (doctors, nurses, and midwives) provided insight into 
antenatal and infant health care, while also acting as end user representatives to 
validate the accuracy of the information and to test the final system.

3. Analysis of collected data
The careful study and examination of the collected data (from the questionnaires, 
interviews, referenced documents and observation) exposed factors that are 
responsible for high infant and maternal mortality rates. It was upon further 
investigation that it was revealed as to how the Infant and Maternal Monitoring 
System may possibly help in the lowering these rates
A breakdown of the data (from questionnaires and interviews – See Appendices 
A and B) revealed that an average of 350 pregnant women are registered annually 
in a given health center. Of these women approximately 200 of them complete the 
recommended minimum of 4 antenatal care visits. Each antenatal check-up over the 
course of the pregnancy (9 months or 3 trimesters) is of great importance in terms of 
effectively monitoring the health, progress, and development of both the mother-to-
be and her child, Sine et al., (2007)
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Table 1: The relevance of health care services [Adapted from United Nations 
Department of Economic and Social Affairs (2008).]
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NOTE: All pregnant women ought to be screened for Human Immuno-deficiency 
Virus (HIV) infection to help prevent newborn HIV infection.
Information collected from the questionnaires and interviews, as well as observations 
made by authors: Lincetto et al. (2006); and Ssewanyana and Younger (2005), 
isolated various reasons as to why many pregnant women fail to go for their antenatal 
checkups or bring their infants in for basic health care. Those that were overlapping 
and recurring to these studies were most notably: ignorance and/or forgetfulness, 
inadequate finances to pay off medical bills, and long distances from health centers.

Figure 1: A pie chart showing ranking reasons women give for missing antenatal checkups

As observed in Fig. 1 above, ignorance and/or forgetfulness stands out as the major 
reason why pregnant women in Kampala miss crucial antenatal checkups. This is 
a problem that the Infant and Maternal Monitoring System may remedy using its 
SMS functionality; which will constantly remind these women to go for these much 
needed medical checkups.

Out of the approximate 130 births recorded monthly in an average health center, data 
collected from questionnaires and interviews estimated that 50 to 90 mothers out 
of the annually recorded 350 start and finish the immunization process. This figure 
comparatively matches the notable drop in immunization levels from 47% in 1995 
to 37% in 2000 as noted by Moller (2002). Many of these mothers believe in the use 
of traditional remedies or self medicating their children for a number of treatable 
illnesses such as malaria. 
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These activities have influenced the numbers of recorded infection rates of both 
immunizable diseases and treatable illnesses in comparison to other ailments; this is 
illustrated in Fig 2 below

Figure 2: A bar chart showing disease contraction of infants in an average health center

Ssewanyana and Younger (2005) noted that, most infant deaths result from a 
combination of preventable or treatable diseases such as:  Pneumonia, Diarrhoea, 
and Malaria and immunizable diseases such as Tuberculosis and Measles. Some of 
these diseases can easily be prevented through simple improvements in basic health 
services and proven interventions, such as: oral rehydration therapy, insecticide-
treated mosquito nets, and vaccinations. Though the government through the 
Ministry of Health has endeavoured to curb these high infant mortality rates by 
carrying out malaria awareness campaigns (calling for the use of insecticide-treated 
mosquito nets) and recent immunization drives, the above as well as other factors 
still contribute to such high statistics. These are expanded on in Table 2 below.
Table 2: Factors that contribute to such high infant mortality rates and the rationale 
behind them
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All in all, the medical professionals (the 16 respondents) were in total agreement 
that by reminding pregnant women to have antenatal checkups as well as reminding 
mothers or guardians to bring their children for immunization would be a positive 
step toward lowering infant mortality rates especially if implemented alongside with 
the already existing health campaigns that the Ministry of Health has already put in 
place.

4. Imm system design
The existing medical Information System uses paper-based records with specialized 
cards designed by the Ministry of Health for healthcare units in Uganda. In a given 
health care facility, a pregnant woman is presented with an antenatal card which 
is used to capture her background information as well as her answers to pertinent 
health-related questions.  This information is helpful to the midwife or doctor that is 
administering pre-natal health care.
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This same card serves as a progress form for the pregnant woman for the duration of 
her pregnancy, with the aim of ensuring normal foetal health and development. 

In the case of an infant, a child health card is presented at birth indicating birth 
weight, other relevant health and background information. It is using this form that 
an infant’s health progress is monitored in terms of immunization, de-worming, 
weight gain, and general growth to ensure normal progress. 
Patients are registered once, after which, with each visit, their medical records (cards) 
are pulled up for viewing, editing and updating their medical progress.

Table 3: Activities of existing system users

4.1 system Analysis
The requirements of the system are categorized into functional, non-functional 
requirements and system specifications. 

4.1.1  Functional Requirements
The following are the system’s functional requirements:

 The system should capture processes and store patient information.
 The Infant and Maternal Monitoring System should permit the 

 querying of patient records by authorized users.
 The system should allow users to view patient information as needed and  

 generate patient reports based on end users command.
 The system should send SMS text messages to respective patients when  

 necessary.
 The system users should be able to post articles on the website as well as  

 discuss topics in the discussion forum.  
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4.1.2 Non-Functional Requirements
These are not directly concerned with specific functions delivered by the system. 
They pertain to system properties such as: reliability and accuracy to mention but a 
few, Sommerville (2001). The following are the non-functional requirements:

 The system allows access to only authorized users who are expected to   
 have a username and password. 

 The system is easy to learn and use by its end users.
 The system is efficient so as not to waste system resources
 The system is portable so that it may easily run on most operating systems
 The system is reliable because the application  is  a standalone system   

 relying on  database stored on a remote server hence allowing for fast 
 system start up.

 The data output will be accurate since the input data is validated.
 The system is easy to maintain since it is  modular and object oriented
 The system can be adapted to allow for system expansion in patient 

 numbers or staff hence scalability.

4.1.3 system Specification
In order for the system to perform as expected, these are its specifications for 
hardware and software
Table 4: Hardware Requirements
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Table 5: Software Requirements

4.1.5 System Constraints
i.   The system will only be accessible to authorized users.
ii.   A patient may only register once.
iii.  Different users are limited to particular views of information.
iv.  An Internet connection is required.

4.2  System Architecture
The Infant and Maternal Monitoring System (IMMS) acts as the vehicle for various 
functionalities (SMS functionality, data storage, discussion forum capabilities, etc). 
The SMS functionally operates as the cornerstone of the IMM System. It is achieved 
through the use of Ozeki SMS Server - an interface between the system database 
and a telecom company service provider which then routes messages (reminders for 
appointments) to the respective patient’s mobile telephone. 

The Data Storage functionality creates a secure record keeping facility that stores 
and maintains data concerning mainly patients (Pregnant women and Infants), while 
structuring the interaction with third party applications that allow system users 
(doctors, nurses and midwives) to register themselves and their patients. A query 
system for existing patients’ medical records as well as systems users’ records is in 
play. The system has provisions for these records to be modified, updated, or deleted.  
Extreme medical cases can be referred to more qualified medical specialists if need 
be.  
These system users are also entitled to use of a discussion forum over which they 
may interact with one another over the internet. IMM System’s schematics are 
expressed in the diagram below.

IMM System
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Figure 3:  A simple architectural layout of IMM System 

5. Implementation
Several technologies were used during the implementation of this project. Most of 
the software used was chosen owing to the fact that it was readily available, cheap, 
and most importantly it supported rapid development time. These technologies are 
further explained below:

   MS SQL 2005 was the Database Management System (DBMS) used to implement 
the system’s database. It was chosen because it was easy to use, highly customizable, 
yet low maintenance as a database management system. 

  IIS (Internet Information Service): A web server application developed as a part 
of Windows server 2003 OS, with the aim of hosting web applications for example 
websites or other application that require web connectivity to share and access 
resource. It acts as the system’s web server and functions as a launch pad for sending 
short messages to the different mothers. 

  Visual Basic.Net (VB.NET): a multi-purpose computer programming language 
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from Microsoft that is suitable for most development needs. The language was 
employed with Rapid Application Development in mind; it provided several tools 
to shorten development time. VB.NET served to create the electronic medical forms 
and patient records.

  ASP.NET: a web application framework developed and marketed by Microsoft to 
allow programmers to build dynamic web sites, web applications and web services. 
This web development language helped in the programming of the system to send 
SMS’ to the different mothers. 
In conjunction with HTML (HyperText Mark-up Language) it also served to help in 
the creation of a website that enables a registered user to send questions and receive 
answers from other registered users. Pregnant women with internet access may also 
post their queries and learn more about healthy living.

  Ozeki: An SMS Messaging Server serves as an interface between the system 
application and the telecom company service provider which then routes messages 
to the respective patient’s mobile telephones with the help of SQL queries. 
Ozeki Message Server connects to the database through a standard ActiveX Data 
Objects (ADO) or Open Database Connectivity (ODBC) connection (Figure 4.2). 
Using this connection, Ozeki periodically queries the system database with the help 
of SQL queries and creates a database table called ozekimessageout  from where it 
then broadcasts the messages accordingly. 

Figure 4.2:  Infant Maternal Monitoring System SMS Functionality using Ozeki Message Server [Adapted 
from http://www.ozeki.hu]

5.1      The Prototype
The prototype has a front end interface, whereby a user has to enter his\her user 
name and password to Login. This is important since it ensures that the system is 
only accessed by authorized users. As seen below.
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Figure 5.1: User Login for the System
Electronic medical forms are used to register patients. These help to ensure accuracy

Figure 5.2: Registration Form

Reports are important to enable medical practitioners to monitor the progress of a 
patient. The system allows for antenatal progress reports and child health reports.
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Figure 5.3: Child Immunization Report
Discussion forums allow medical practitioners to share information amongst themselves and 
to a small extent the general public. The forums are located on the website.

Figure 5.4: Discussion Forum
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5.2      Sstem Testing and Validation

System testing involved internally checking the IMM System to identify errors and 
weaknesses and correct them accordingly. The following tests were used:
i.  Unit testing: Which involved testing each module, class, or functions identitified 
in the system. 
ii.  Integration testing: Which consisted of the study how two (or more) units work 
together within a system 
iii.  System testing: This testing was carried out when all modules were integrated.
System Validation is the process of checking input data of a system to ensure that it 
is complete, accurate, and reasonable, Connolly and Begg, (2004). Usability testing 
was carried out with the complete system presented to end user representatives to 
verify whether it addressed all the user requirements and satisfied all the intended 
user needs. A questionnaire was designed to capture their responses, thoughts, 
and impressions for consideration by system developers. Adjustments were made 
accordingly to make the system more user-friendly, (see Appendix C).

6. Conclusion
The research objectives were realised in the following ways:
Four randomly selected highly reputable health care facilities and the healthcare 
personnel - doctors, nurses and midwives (16 respondents in all) with a wealth of 
experience in the fields of antenatal and infant health care provided valid insight into 
those factors that have bearing on infant and maternal mortality in Uganda. The most 
prominent of which are, ignorance as to the importance of healthcare and generally 
forgetting important medical appointments. These can be resolved with the Infant 
and Maternal Monitoring System  with the use of the Short Message Service (SMS) 
functionality to encourage pregnant women and mothers/guardians to take their 
infants to visit their nearest health centers to enable them get the required healthcare 
checkups, vaccinations or immunizations and basic health care. 
The system design was realised by use of data flow diagrams and entity relationship 
diagrams.

The implementation was realized using MS SQL 2005, IIS 2003, VB.Net and Ozeki 
Message Server for the SMS functionality.
Added benefits IMM System offers include a discussion forum functionality, which 
improves communication and collaboration between medical practitioners thus 
increasing the rapidity and quality of patient care. All the while, the system as a 
whole automates the existing manually driven patient record keeping facility.
 Upon carrying out usability testing, end user representatives (medical professionals 
– doctors, nurses, and midwives) of the selected sample area were in agreement that 
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the Infant and Maternal Monitoring System if properly implemented would go a 
long way to help lower infant mortality rates.  
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Abstract
Small-scale farmers inhabiting the highly dissected highlands in Kabale district, 
Uganda, lack access to appropriate information necessary to apply methods 
and technologies for sustainable land management for increased agricultural 
productivity. The farmers’ information needs are characteristically changing over 
time while access to information is often poor due to limitations in communication 
services. To address this shortcoming, African highlands Initiative (AHI) implemented 
a project which integrated information and communication technologies that 
connected farmers to appropriate information using multiple information sources 
and media including telecentres and village information centres. The centres were 
equipped with portable phones, printed materials like leaflets, brochures, pamphlets, 
research reports and books. This paper discusses the dynamics of using integrated 
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information and communication technologies among smallholder farmers isolating 
challenges and opportunities while analysing insights associated with results 
patterns. Research findings showed that rural communities appreciated the use of 
integrated information and communication technologies as a convenient way to 
communicate and get desired information. Farmers were more excited about the 
use of phones than other information and communication technologies like radio 
and the print media. There was a dynamic use of mobile phones for accessing 
information at parish level. The radio messages also offered prices of selected 
commodities in different markets within the district and in other neighbouring towns 
in the region. The information enabled the farmers to bargain for higher produce 
prices. Print media were particularly useful for information on sustainable land 
management. Different print media in the form of leaflets, pamphlets, booklets and 
posters were developed both in English and local languages and disseminated to 
village information centres and telecentres. 

Key word: Integrated information and communication technologies, knowledge 
management, mobile phone, radio, print media.

1.0 Introduction
The agricultural sector remains the mainstay of most African economies and 
occupies a pivotal role in the development of the continent. The sector accounts 
for about 60% of the total labour force, 20% of the total exports and 17% of the 
GDP and provide livelihoods to over 70% of the population (ACACIA, 2006). 
Agricultural information is a key component in improving small-scale agricultural 
production. The importance of knowledge and information sharing in research for 
development (R4D) settings has been firmly established through research. Access to 
appropriate information and knowledge is an overriding factor for successful natural 
resource management (NRM) planning, implementation and evaluation processes, 
and it is known to be one of the biggest determinants of agricultural productivity. 
Knowledge is power and agriculture is no exception. Knowledge and innovation are 
now widely regarded as key drivers of economic growth. However, information and 
communication technologies (ICTs) are deeply implicated in knowledge flow and 
innovation (Verlaeten, 2002). New approaches of promoting access to agricultural 
information are being explored. Information and communication technology and 
its applicability to extension service have recently attracted interest. Many authors 
share the view that ICTs can be used to deliver agricultural information that could 
stimulate increased production by linking farmers to remunerative markets (Masuki 
et al. 2008a; Bertolini, 2004; Asingwire, 2003; Mayanja, 2002), thus leading to 
improved rural livelihoods, food security and national economies. 
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The past decade has seen remarkable progress in the use of ICTs in agriculture in 
developing countries, especially in the area of farmers’ access to market information 
(CTA, 2009). Recent experiences in the application of ICT in extension services in 
countries like India are examples of the emerging use of the technology to reach 
rural communities (Anandajayasekeram et al., 2005) including participation and 
empowerment of farmers and communities, linkages between groups and institutions, 
innovative learning and communication, and supportive policy environment and 
political commitment. In most developing countries, ICT applications based on digital 
technologies still face considerable constraints. There are challenges of access and 
literacy when it comes to reaching out to small-scale producers. Moyi (2003) points 
to lack of access to physical resources and infrastructure and stresses the importance 
of prioritizing information flows via pre-existing networks of communication. There 
is growing recognition that farmers and members of rural communities have needs 
for information and appropriate learning methods that are not being met (Greenridge, 
2003; Lightfoot, 2003). It is in this premise that the thought of integrated information 
and communication technology is derived.  

Integrated information and communication technologies (IICT) as used in this paper 
refers to all information handling communication technologies both digital and non-
digital, which are far more widespread, particularly in the rural areas of developing 
countries. Davenport and Prusak (1998) explained information handling technologies/
ICTs to include digital ICTs (mostly referred to as “new ICT”) but also encompass 
hard technologies such as radio, television and analogue telecommunication 
networks, and soft technologies based on information held as the written word such 
as used in books, manuals and newspapers. The relevant ICT such as radio, TV, 
telephone and email provide information to the poor, which help them to improve on 
their productivity and income (Ssewanyana 2007a). Scott et al. (2008) reported that 
the mobile phone can often work well when integrated with more traditional means 
of communication in African rural settings. Bertolini, (2004) argued that innovative 
ways of combining ICT-based information sources (such as agricultural information 
systems) with traditional ones (such as radio broadcasting) should be considered 
when looking at the costs and benefits of ICT development.

Despite such enormous challenges, there are some unique success stories in the 
region that demonstrate how the new information and communication technologies 
(ICT) can play a significant role in rural development by empowering the rural 
farmers with new knowledge, up-to-date information and entrepreneurship skills. 
Parvyn-Wamahiu and Etta (2003) observed that telecentres have the potential to 
transform the lives and livelihoods of many in the developing world and especially 
those in remote locations. The work by Grameen Foundation in Uganda shows that 
use of mobile application has given farmers a broad range of information (Gantt 
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and Cantor, 2010). The foundation works with a network of community knowledge 
workers (CKWs) who provide farming advice, market data, pest and diseases 
control training plus weather forecasts. The potential of village information centres 
(VICES) as promoters of integrated information and communication technologies 
was demonstrated in 6 parishes of Rubaya sub-county in Kabale District, South 
Western Uganda over a period of six years since 2004. The goal was to improve 
the livelihoods of farmers through enhancing information access and use through 
improved flow of information between farmers, service providers, community 
members, and NGOs on NRM, agriculture and market. This paper discusses some 
key findings of this project on work that was facilitated by AHI in partnership with 
district level development institutions to improve information access to farmers. This 
project was designed to address the problem of limited access of critical information 
on NRM, agriculture and market.

2.0 Methodology 
The project was conducted in Rubaya sub-county in Kabale District. Rubaya is one 
of 19 sub-counties in Kabale District, south western Uganda. The sub-county has 6 
parishes namely Kitooma, Rwanyena, Mugandu, Buramba, Kibuga and Karujanga 
(Figure 1). The project was conducted in all 6 parishes.

UU GG AA NNDDAA   

KK AA BB AA LL EE   

RR UU BB AA YY AA   

Figure 1: Location of the Study 
area Participatory action research methodology was used in this study whereby various 

tools such as meetings, focus group discussions, key informants, and interviews 
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were conducted between several stakeholder involved in the project especially, local 
communities, service providers, extension agents, and NGOs. A systematic process 
documentation approach was employed to monitor the use of various ICTs to 
facilitate communication and information flow between the various levels of farmer 
institutions, (farmer group, parish level, sub-county and district), between farmer 
institutions and the telecentres and between information sources and the telecentres 
(Masuki et al., 2008b).
The action research method was found to be useful in empowering farmers to 
participate in information needs assessment to foster demand driven information 
process. The action research featured four main steps namely; diagnostic, planning, 
implementation, and evaluation/reflection (Figure 2). 
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Figure 2: Operational framework for participatory action research used 
in the study
The diagnostic phase involved about 56 farmer groups with a total of 107 farmers 
(66 males and 41 females) at parish level who identified their information needs. 
Checklists were developed and used to guide the collection of information needs 
on agriculture, natural resource management (NRM) and markets. The main 
research questions formed a basis to guide the focus group discussions and design 
the protocol for survey. The research questions were (i) What are the community 
level (collective) information needs in natural resources, agriculture and markets?, 
(ii) What is the farmer’s preference on communication channels/media for different 
type of information needs domain? (iii) How effective are communication channels 
in promoting access to information and improving the livelihoods of smallholder 
farmers? and (iv) What is the role of exiting governance structure in facilitating 
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farmers’ access to demanded information? 

The planning phase at lower level involved prioritising village level information 
needs for passing on to the parish level for further prioritisation. Implementation 
involved having a service provider who worked on the needs assessment by collecting 
the relevant information as needed by farmers and packaging and disseminating it 
in a proper way that the farmers could access and understand. The processed and 
packaged information was channelled through existing information infrastructures 
in the district level. A quality assurance committee which involved a number of 
stakeholders in the information value chain were involved in the participatory 
monitoring and evaluation process which included farmers, to monitor how the 
information was processed, packaged and disseminated by the service providers 
and ensure its relevance and ease of use by end users (farmers). This also included 
reflection on the applicability of the existing ICTs in fostering farmers’ access to 
information. 

Three information delivery methods were employed in the study area, these include 
print media (leaflets, brochure, posters), and electronic media (telephone and 
radio). Monitoring and evaluation process was used to examine the usage of these 
ICTs through some designed tracking forms, library registers and semi-structured 
interviews. A general monitoring and evaluation was conducted to assess the 
effective  use of ICTs on agricultural production, access to markets, natural resources 
management and knowledge base in Rubaya Sub-county. This was done through a 
household survey involving a total of 66 respondents purposefully selected from 
monitoring data. The criteria for selection of respondents were as follows: At least 
50% should be people who have used the VICE more than two times, 25% should 
be local community leaders and VICE operators while the remaining 25% included 
those who have not used the VICE. The data was descriptively analysed to define 
important trends emerging from this study.

3.0 Findings

3.1 The Sustainable Land Management Information Needs
Farmers in Kabale district identified three information domains that are related 
to their day-to-day livelihood activities. These are agriculture, natural resource 
management (NRM) and markets. The sustainable land management (SLM) 
information needs are mainly on agriculture and natural resources management; 
however, market information was also important and mostly preferred to catalyse 
SLM activities on the ground through the ‘pull effect’. Table 1 shows the details of 
particular information needed by farmers in each domain
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Table 1: Information Needs Prioritization at Sub-county Level 

The detailed analysis of NRM information needs indicated that in the case of tree 
planting (niche compatible tree species, nursery management, trees for soil erosion 
control and trees for springs protection), soil and water conservation (terracing, 
trenches, composting, enhancing spring recharge, vegetative contour), bye-laws 
(how to formulate your own bye-laws, how to improve enforcement of bye-laws), 
water (water use, water quality control, water harvesting), participatory planning and 
watershed management (reducing NRM conflicts, improving management of farm 
boundaries and drainage and controlling grazing) were more preferred by farmers.
Results of assessment and priorities of the SLM information needs are summarised 
in Figure 3. The results suggest that priority information needs were on NRM 
focusing on bye-law formulation, making trenches, planting grass strips (71%), soil 
analysis using local indicators (63%), fertilizer management and application (55%) 
promoting use of local farmyard manure, (47%) beekeeping (42%), use of organic 
matter (24%) and soil sampling using local indicators (18%).
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Figure 3: Summary of farmer priority SLM information needs in Rubaya sub-county, Kabale District (N 
= 56 parish groups)  

More in depth needs assessment indicated that particular detailed information 
needs in agriculture included matching crop production with soil type, nursery 
beds establishment, grafting and fruit trees management, integrated pests and 
diseases control and management in crops; endo and ecto-parasite identification 
and management in animals, maintaining soil fertility, reliable sources and efficient 
utilization of agro-chemicals for crops and livestock, identifying sources of quality 
planting materials,  promoting modern agronomic methods in agriculture and 
selection of quality planting materials.

3.2 Structure for enhancing Information Access to Farmers
Under the National Agricultural Advisory Delivery Services (NAADS) framework 
in Uganda, agricultural related advisory delivery services are implemented through 
contracted service providers. In Kabale district, a telecentre was established and 
designed to link all relevant development partners at district level. These partners 
serve as information sources and are engaged in facilitating information delivery 
on NRM, agriculture and market information for farmers. At village and Parish 
levels, farmer groups access a variety of information through village information 
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centres (VICEs). The VICEs are equipped with a small library and mobile telephone 
which help communities to access the demanded information. From parishes to 
Sub-county level the parish coordination committees (PCCs) facilitate information 
flow by compiling information needs from all the farmer groups and determine the 
information priorities at the parish level with respect to enterprise selection. These 
priorities at the parish level are then submitted to the Sub-county farmer forum (SFF). 
From the Sub-country the prioritised needs are sent to the district processing hub 
using the quality assurance committee (QAC). At the sub-county level the telecentre 
receives all the information from parishes and responds by providing the needed 
information which is available at the telecentre or sending information needs to the 
district level telecentre for identification and packaging of the information. Figure 4 
shows the NAADS management structure linked to rural information centres in the 
district.

 
NAADS M&E Framework 

Farmer Groups and Community Facilitators 

Sub-County Farmers Forum 

Sub County Farmers Forum Executive 
Committee  

Parish Coordination Committees  

District Farmers Forum 

KABALE DISTRICT 
TELECENTRE 

RUBAYA SUB-COUNTY 
TELECENTRE 

 

VICEs 

Figure 4: Farmer institutions and management structure through NAADS

3.3 Use of the ICTs to access sustainable land management information
Most ICTs used by the local communities included phones, print media and 
radio. Evaluation of the effectiveness of the ICTs was conducted among the local 
communities and results indicated that phone usage was high during planting and 
harvesting seasons. Majority of the respondents reported that they used the phone 
to call service providers, technical staff and traders during these periods to look 
for information on crop husbandry, which was one of the predominant livelihood 
activities in the area. Early in the season, the phones were used to inquire about 
appropriate planting time, source and availability of planting material (seeds) and 
inputs like fertilizers. During mid season, the telephones were used to inquire about 
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information on pest and disease management and availability of pesticides. Later 
in the season, the phones were used to inquire about the prevailing market prices 
of the agricultural commodities during harvesting time. The presence of the phone 
simplified communication with older customers when it was necessary to let them 
know of the quantities and availability of agricultural produce. Use of the phone 
ascertained the real tradable quantities of produce and mobilized farmers to bulk 
their produce and sell as a group which has increased cooperation among farmers 
within the village. Phones also enabled farmers to know the prevailing market 
prices of agricultural commodities in various markets in Kabale and elsewhere, 
which enabled them to negotiate and sell produce at competitive prices or where 
a relatively higher price was prevailing. It is probable that new buyers/contacts are 
established during these transactions. Results indicated that high phone usage was 
mostly in Rwanyena Parish (48.1%) followed by Kitooma (33.3%) and Mugandu 
(18.5%). This pattern especially at Rwanyena is attributed to cheap calling rates and 
stronger network accessibility as compared to other pay phones in the parish while 
the low usage pattern in Mugandu is attributed to network problem, which rendered 
the phone unusable for most of the times. However, this was addressed after the 
introduction of new network (celtel that is currently Zain) and a replacement done. 
Currently network accessibility has improved.

Radio messages were reported to be important in providing general information like 
spacing of beans and control of rats especially on beans, how to rear and keep quality 
pigs, construction of goat houses, benefits of early planting, quality of good potato 
seed, weather forecast and seasonality and soil types suitable for respective crops. The 
radio messages often had prices of selected commodities in different markets within 
Rubaya sub-county, Kabale town and other towns in the region. The information 
enabled the farmers to bargain for higher produce prices. It was also reported that 
other radio programmes advised farmers to form marketing groups and associations 
for easy bulking and effective bargaining power. The analysis on the access to radio 
broadcasting showed that farmers in Kibuga parish accessed two radio stations 
which are Voice of Kigezi (VoK) and Uganda Broadcasting Corporation (UBC). 
Farmers listened to different programmes; however, as a way of promoting access to 
marketing information, prices of commodities such as potatoes, meat, beans, green 
banana (matooke), chicken, cabbage, carrots and wheat from Kabale and Katuna 
markets were broadcasted during the program. In Karujanga parish, two radio 
stations, VoK and Radio West were accessible. The most favoured radio station was 
VoK because of clarity and the popular programme of “enkubito” that talked about 
HIV/AIDS and family planning. Farmers reported that they prefer a full program 
that provided information package especially on soil and water conservation, pests 
and diseases especially for newly introduced crops like apples. Farmers preferred 
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if a renowned farmer presents such programmes on a live talk show that allows 
live phone calls from listeners for clarifications, discussions, questions and sharing 
of experiences. Earlier studies conducted in Uganda showed that a combination 
of mobile phones and radio has enabled the population to participate in phone-in 
programs over important issues in the country, that include political debates, health 
issues, agriculture, education, environment and gender issues, which have a high 
impact on their lives (Ssewanyana, 2007a).

Print media were instrumental in helping farmers make decisions and gain skills in 
the selection and use of clean planting seed, proper spacing, pesticides use and proper 
fertilizer application. About 25% of respondents indicated that increased production 
of potato was attributed to knowledge acquired from reading materials about clean 
seed production from leaflets developed and placed in the VICEs. The print media 
were also useful in guiding and instructing the farmers on dehaulming of potatoes, 
construction of storage facilities as well as proper livestock husbandry, especially 
rearing of goats, pigs and poultry. They were also used to access information on 
selection, sorting and grading of potato seeds and regular list of prices of selected 
commodities from various markets within and outside Rubaya sub-county. The print 
media were particularly useful for information on making “fanya chini and fanya 
juu” trenches, selection and management of different agro-forestry trees, making 
compost manure, preparing tree nursery beds and general sustainability of farming 
systems. The print media had stepwise instructions from which the farmers followed 
and learnt how to mix and spray chemicals, group dynamics and general knowledge 
on commercial versus extensive farming.

3.4 Farmers’ preference on medium for dissemination of information 
The results of the farmers’ perceived effectiveness of various dissemination media are 
presented in Figures 4-6. In general, farmers have indicated their preference of various 
media used to disseminate information. From print media they identified pamphlet, 
poster, newspapers and booklets; from interactive methods they identified extension 
services – e.g. NAADS service providers, exchange visits and interaction with fellow 
farmers. They also identified physical observations (i.e. field demonstrations) and 
electronic media such as radio, phone exchange and telecentres. The analysis shows 
that print media contribute much on the dissemination of SLM information. Forty 
(40) percent of the respondents preferred disseminating information on agriculture 
using print media (i.e. pamphlets, posters and booklets), 28% direct physical 
observation (demonstrations), 27% interactive methods (extension services) and 
5% preferred electronic media (more particularly radio) (Figure 5). This pattern is 
attributed to the fact that agricultural information that farmers needed was directly 
linked to land husbandry which is a process that needs detailed information which 
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can be referred to when needed, and it is only print media that could offer that in 
the rural settings. The leaflets and pamphlets offered systematic procedural steps 
to implement certain practices like construction of storage facilities, selection and 
management of different agro-forestry trees, making compost manure, preparing 
tree nursery beds and general sustainability of farming systems.

Agriculture
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Figure 5: Preferences on methods to disseminate information on Agriculture.

A similar trend was observed in dissemination of NRM information. The print 
media (pamphlets, posters and booklets) were important in the dissemination of 
the information as they accounted for 47%. Demonstrations accounted for 36%, 
followed by radio (10%), interactive methods (extension services and exchange 
visit/fellow farmers) accounted for 7% (Figure 6). Use of print media will remain 
an important channel for dissemination of information due to several obstacles 
that stand in the way of ICT use in developing countries. Access to telephone and 
electricity networks in rural areas is limited, and telecentres which offer broader ICT 
services and training are scarce because of the disproportionately high investment 
and operating costs required. Similar findings were reported by Ssewanyana (2007b) 
who found that the usage of ICTs in developing countries is low due to the high cost 
of required investment, limited knowledge and skills, and being very responsive to 
taxation. Developments in solar technologies might see cheap sources of power for 
running telecentres in rural areas.  
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Figure 6: Preferences on methods to disseminate information on Natural Resources Management.

A different scenario was observed with regard to dissemination and accessing the 
market information. The trend showed that most farmers preferred dissemination of 
market information through electronic media (phone, radio and telecentres) as they 
account for about 64% of all media used (Figure 7). This is attributed to the fact that 
electronic media provide real time information, which supports farmers in making 
timely decision on the running of the farm enterprise. As it was discussed earlier, 
use of phone was at high peak during harvesting time which is the critical time 
for preparation for marketing the agricultural produce. Print media and interactive 
methods also play a role in informing the farmers about market information as 
they account for about 16% and 15% respectively. Direct physical observations 
(demonstrations) account for only 5%.



232

Marketing

0 5 10 15 20 25 30 35

Newspaper

Pamphlet

Poster

Demonstration

Telecentre

Booklet

Exchange visits/ fellow farmers

Phone message

Radio

Dissemination Method Preference (%)

Figure 7: Preferences on methods to disseminate market information.

3.5 Lesson learnt
The presence of telecentres and village information centres has enabled farmers to 
look for appropriate information for their agricultural products. Integrated use of 
phone, library and radio to deliver information in NRM, agriculture and market has 
changed the outlook of most farmers on how to improve productivity. Through the 
use of phones in the study area the capacity of rural communities to access ICTs 
was built and strengthened through trainings. It was also noted that phones were 
very useful in linking farmers to markets; reaching veterinary services and keeping 
in touch or communicating with relatives. Farmers reported that the presence of the 
phone has made it easier to communicate with their older customers by informing 
them on the availability and quantities of agricultural produce. The linkage to market 
was mainly related to acquisition of inputs (seed and pesticides) from stockists and 
accessing price and other market information in order to match harvesting (and 
bulking) of potatoes and beans with better prices. 

Reports from farmers also indicated that there was a positive influence in the 
livelihoods of the rural communities in the areas that had to access to relevant 
information. About 80% of respondents reported improvement in food security, 
household assets and increased welfare spending. On the other hand social capital 
was built as manifested by emergency of strong and well-organised social groups 
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including credit and microfinance schemes in Kitooma and Rwanyena Parishes and 
women groups such as Buramba-Bakyala Kweterana Women Farming Group and 
Ryabakuza Bakyala Tweyombekye in Buramba and Rwanyena Parishes respectively. 
The social capital built resulted into establishment of potato collection and marketing 
centres, where by farmers joined forces to solicit better markets for their produce. 
New buyers/contacts were established during these transactions and more social 
capital built with outside markets.

The farmers reported that they were able to build financial and investment capitals 
through increased income as a result of bulk marketing. The use of the phone in 
search of lucrative market had potentially ascertained the real tradable quantities 
of produce and mobilized farmers to bulk their produce and sell as a group thus 
building social capital among farmers within the villages. Use of the phone enabled 
farmers to know the prevailing market prices of agricultural commodities in various 
markets in Kabale and elsewhere, which enabled them to negotiate and sell their 
produce at competitive and relatively higher prices. 
The farmers reported increase in information flow and knowledge sharing amongst 
rural communities due to interaction and social networks among different actors 
within the production value chain. The greatest contribution of phone usage in 
agriculture is especially in accessing markets information. Farmers appreciated the 
importance of having prior knowledge of prevailing market prices for enhanced 
negotiation for better prices of their commodities.

4.0 Conclusions and Recommendations
Through this study, it is observed that farmers’ information needs on sustainable 
land management are mostly based on improving their natural resources (soil, water 
and vegetation) and agriculture in general. Increased access to this information 
will be achieved when it is channelled through existing institutional arrangement 
under current decentralised structure. The complex nature under which smallholder 
farmers operate in the rural setting has triggered use of different ICTs as means to 
access desired information by local communities. Rural communities appreciated 
the holistic approach in the use of ICTs as a convenient way to communicate and 
get desired information. This has demonstrated strong integration of different 
communication media, as evidenced by farmers’ preferences of different media for 
different sets of desired information. Print media and demonstrations are preferred to 
access information on natural resource management and agriculture while electronic 
media are preferred in accessing information on markets.
It is therefore recommended that integration of print media, electronic based 
media and physical demonstrations in disseminating SLM information may be an 
innovative way of looking at the costs and benefits of ICT development in rural 
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areas when it comes to improving livelihoods of smallholder farmers in developing 
countries like Uganda. Establishment of rural information systems needs to involve 
local producers to decide which system suits their needs and thus determine the local 
level buy-in and sustainability of the smallholder production system. 
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Abstract
This paper describes how the first software localisation venture for the Runyakitara 
language i.e. the translation of Google interface into Runyakitara was accomplished. 
Runyakitara is a Bantu language that standardizes four linguistically closely-related 
languages of western Uganda which are Runyoro, Rukiga, Runyankore and Rutooro. 
The IT jargon was localized into terminologies that convert the original western 
material to better reflect African notions. This report describes how all the strings that 
are inbuilt in the Google interface were translated and how the new terminologies 
were formulated. It also highlights the major challenges that were encountered and 
provides some recommendations for future endeavors.
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1.  Introduction
By 31st December 2009, only one percent of the total number of IP addresses 
that were issued were from Africa [Number Resource Organisation 2010]. It has 
also been estimated that less than 10% of the population of Uganda are computer 
literate [World Fact Book 2008]. This clearly shows that there is a wide digital gap 
between African countries and the rest. One solution to bridging the digital divide 
between countries is to address the language barrier that is created when technology 
is released. People find it harder to embrace any technology if it can only be accessed 
in a foreign language. A general survey on the World Wide Web quickly reveals 
how software packages or translation services cater for mainly European and Asian 
dialects. 

The majority of Ugandans are computer illiterate because they have got a phobia for 
computers and do not easily relate to the IT jargon. Cultural software localisation is 
one way in which the computer can be demystified so that the semi-literate and non-
English speaking community are motivated to embrace and participate in computer 
technology. Localisation makes it possible for given societies to access software in a 
language they are most familiar with; their mother tongue. A language is an integral 
part and one of the most distinguishing feature of culture. It is an indispensable 
means of communication and the bridge between generations. Cultural localisation 
acts as a bridge linking modern technology to ancient practices.  

Cultural localization has been defined as the process whereby software written in one 
culture is adapted to the needs and outlooks of another [Keniston 1997]. It involves 
more than simple translation. The two main components of localisation are translation 
and modification [Keniston 1999]. Translation is a cross-cultural event involving 
cross-cultural communication (sharing thoughts) [Bassnett 2001]. It is the linguistic 
component of localisation and consists of five phases: the initial translation into the 
target language, back-translation into the original language, comparison between the 
two versions, adjustments to the version in the target language and incorporation of 
the now corrected translation into the final localized program [Keniston 1999]. 

Modification refers to customizing the terminologies in order to fit into the local 
customs and culture. It involves more “structural” changes, such as scrolling patterns, 
character sets, box sizes and icons. It can involve cultural aspects and linguistic 
aspects like dictionary search patterns [Keniston 1999]. 

Software localization can positively contribute to poverty alleviation by stimulating 
faster growth of economic activities like e-trading, e-commerce, e-learning, 
e-banking, email communications, better record keeping etc. Business functionalities 
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can be enhanced by offering a competitive advantage through increased efficiency, 
faster information retrieval and improved productivity through better management 
tools. Software localisation also ensures cultural preservation by encouraging local 
content development for websites. This is crucial in today’s society that has seen 
a rapidly increasing western culture influence through modern technologies and 
globalization.

This work describes the localisation initiative that was carried out as a way to promote 
the use of ICTs in the Runyakitara speaking communities of Uganda. Runyakitara 
is a language spoken by four closely related ethnic groups in the western part of 
Uganda as well as neighboring countries like Tanzania, Rwanda and the Democratic 
Republic of Congo. Unfortunately the Runyakitara content on the World Wide Web 
is almost exclusively found only in the “Orumuri” newspaper website [ORUMURI]. 
We expect to stimulate local content development after the localisation of Google 
becomes fully operational. 

This is the very first Runyakitara software localisation project and has started with 
the Google interface. This report gives a brief background of the previous translation 
ventures in Section 2. Section 3 describes the localisation process that was used in 
order to fulfill that goal and challenges and concluding remarks are given in Sections 
4 and 5 respectively. 

2.  Background

2.1  localisation of ugandan languages
The majority of localisation drives world wide have been spearheaded by researchers 
and universities. African localisation has been scanty and non-reflective of the rich 
and diverse languages spoken in the continent. The few languages that have been 
localized are mainly from South Africa plus a bit of Arabic and Kiswahili [Dalvit et 
al. 2008]. Uganda has seen only two successful localisation projects all coordinated 
by the Faculty of Computing and IT in collaboration with the Institute of Languages 
of Makerere University. 

The very first attempt to translate software into an indigenous Ugandan language 
was in 2004 when a team of 7 Ugandans attempted to localize Mozilla into Luganda. 
They finished the work after one and a half years but before it could be launched, 
Mozilla upgraded to Mozilla Firefox. Unfortunately, the old version (Mozilla) was 
not compatible with the new one (Mozilla Firefox) and this meant that a lot of work 
had to be re-done to ensure compatibility including learning new development / 
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programming languages. This team was very discouraged and gave up before any 
CD was released to the public. 

In 2008, The Faculty of Computing and IT, Makerere University successfully 
spearheaded the translation efforts to translate Mozilla Firefox into Luganda [Tushabe 
2008]. A 2-day mass translation exercise was conducted in which 320 volunteers 
participated. This was followed by a 3 month period in which four computer science 
graduates produced the localized product /software.  That very team went ahead and 
localized the Google interface into Luganda in 2009 [Google Luganda 2009]. 

Of the 50 languages spoken in Uganda, only Luganda has been localized. This 
research has localized the Google interface into Runyakitara, another language 
spoken in Uganda.

2.2. Localisation of google into runyakitara
Google is a powerful website that has been ranked as the most visited website on the 
Internet [Alexa 2009]. The Google website has got interesting features like a search 
engine for text, image and video documents, a geographical information system 
which includes map navigations as well as other amenities to facilitate scholarly 
research, shopping, email, news and translation services etc. It has emerged as a 
very powerful tool for social networking, video sharing and advertisement services. 
Google has an option for multi-lingual access and has already been translated into 
130 languages. This has partly been possible due to availability of several resources 
including funds, online support groups, dedicated teams, technical expertise, 
exposure and the will to do it. 
Unlike Luganda which has approximately three million speakers and is spoken 
mainly in the central region of Uganda, Runyakitara is spoken in the central and 
western regions by over 6.5 million speakers spread over nineteen districts of 
Western Uganda [ETHNOLOGUE]. Runyakitara is a name given to the two major 
language clusters spoken in Western Uganda, namely, Runyankore-Rukiga, and 
Runyoro-Rutooro. Bernsten (1998) refers to these languages as four major dialects: 
Runyankore, Rukiga, Runyoro, and Rutooro. Guthrie (1967) classifies these four 
dialects as two languages belonging to Narrow Bantu of Niger-Congo family, that is, 
Nyankore-Kiga (E.13) and Nyoro-Ganda (E.11). Runyakitara is also spoken in the 
Democratic Republic of Congo (DRC) and some parts of Tanzania under sub-dialects 
including Ruhaya, Nyambo, Zinza, Kerewe, and Rutuku.  All these sub-dialects have 
more than 50% lexical similarity with Runyakitara.  The fact that Runyakitara is also 
spoken in other countries like in Tanzania, Rwanda and the Democratic Republic of 
Congo means that its localisation will have a wider impact. 
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3.  The localisation process
The main objective of this research was to enhance social-economic development 
within the Runyakitara speaking communities by providing an opportunity to 
conduct business/research using a web browser that is configured in a more familiar 
language – that is Runyakitara. The specific goal of this work was to translate the 
Google interface into Runyakitara and to culturally localize the IT terminologies to 
better reflect into African notions the original western material. 

The methodology that was adopted was as follows:

a)  Identification of partners.
In order to increase the chances of success and continuity, partners were identified 
and contacted for possible collaboration. The following organisations participated 
in this localisation initiative by transferring relevant knowledge and expertise: 
Makerere University Faculty of Computing and IT, Makerere University Institute of 
Languages, Google Africa and the Uganda Broadcasting Corporation. 

b)  Identification of language experts and translators
Software translation is a challenging task because it involves both the humanities 
and sciences intellectual domains. The services of several professionals were used 
as a quality assurance measure. Online announcements were made and fifteen of the 
volunteers who responded were selected. These included five linguistic graduates, 
five people working in jobs that offer translation services and five ordinary speakers 
of the language. Ten resource personnel were also invited to participate in the 
localisation exercise. These included six computer scientists and four lecturers or 
teachers of the language. 

c)  Implementation 
The strings were distributed among all members of the team for individual translation. 
A 3-day workshop was then organised in which the team was provided with some 
basic training in localisation and translation. Background knowledge of computing 
jargon was explained and intense discussions held to agree upon which words to 
be adopted, given the complexity and context involved. During the workshop, the 
team was divided into groups of threes and a group translation conducted. Using a 
brainstorming approach, all the strings were then peer reviewed by the whole team to 
come up with the initial translated words. Two linguistic experts were then assigned 
proofreading tasks to ensure the accuracy and flow of meaning. In some instances, 
back-translation would be done to ensure that the word/string in a target language 
gives back the original word/string.
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After the linguistic translations were completed, the programmers made the structural 
changes and integrated the strings into the Google software. 

d)  Testing
Although the translation and localisation exercise is complete, system testing has not 
yet been carried out because of delays from Google USA. After it has been availed 
publicly, a quality and usability study will be conducted in order to identify any 
errors, anomalies or missing links. This study will take on a quantitative approach 
in which questionnaires will be prepared by two statisticians who will guide and 
approve the data collection sub-task. Eight research assistants will participate in the 
data collection process in which ordinary users in the affected districts will be given 
a chance to provide their feedback. The questionnaires will then be analyzed and the 
findings addressed before the final version is publicly released.

4.  Results
All in all, four hundred and twenty nine (429) words and two thousand four hundred 
(2400) strings were localized into Runyakitara. This represented 100% of the total 
work load. The localized words included:

Names of Languages: Following the principle of transliteration, language names were 
naturalized to fit into local pronunciation of Runyakitara. Every name of a language 
in Runyakitara in most cases takes one prefix   ‘oru’ as a classifier for language, 
therefore the translation here was: “Greek = Oruguriika”, “Czech = Oruzech” and 
“Russian = Orurasha” etc. 

Days of the week: Runyakitara has many versions of days of the week. While some 
call Monday ‘orwokubanza’others call it ‘ekyokubanza’. Decision was taken based 
on which one is commonly used in written documents

Company names, product names, patents: As a principle in translation, such names 
were not translated eg trademarks like Google, Yahoo, Microsoft etc.

Commands like search, open etc and regular IT terminologies previously unavailable 
were localized as deemed appropriate. 

5.  Challenges
The major challenges to this localisation drive were the linguistic translations 
and modifications to suite the local culture. Finding an equivalent term(s) that 
communicates exactly the meaning in the source language is not a simple task. First 
of all, Runyakitara itself is a composition of Runyankore, Rukiga, Runyoro and 
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Rutooro. While the four languages are structurally similar, they have phonological 
and orthographical differences. For example, Runyankore-Rukiga can translate new 
as “ekisya” while it is “ekisyaka/e” in Runyoro-Rutooro. Search is “Sherura” in 
Runyankore but “Ronda” in Rukiga. Adopting a single word from the four different 
options was really challenging and boiled down to more or less a random choice 
although generally was biased towards Runyankore-Rukiga.

Secondly, the culture in the computer and information technology language is quite 
distant from Runyakitara. Runyakitara is a language of full of farming, environment 
and other cultural related terms. It is quite different from a language of manufacturing 
and technology. The technical terms and cultural terms of Information technology 
are not close to Runyakitara language. It was therefore a challenge to coin new words 
for previously unavailable entities. The solution to some of the technical terms was 
transliteration. Transliteration is a method of transferring a term as it is from one 
language and naturalise it into another language. Some terms were transliterated 
(naturalized) such as “web = weebu”, “Hacker = Omuhaaka” and “Tagalog = 
Orutagaloga”.

Others were localized to synch with local traditions like “Desktop = Aho’orikuhikira 
“, “Virus = Akahuka” or “Cache = Ekitwero”.

Some words in English can mean two different words in Runyakitara. And translating 
or localizing a single word sometimes provided insufficient information to make 
a correct distinction. For example translating the word “Day” could mean either 
“eizooba” or “orunaku”. Choice of which one should be chosen became challenging 
since the distinction can only be made within a sentence. Similarly, two or more 
English terms may have one equivalence in Runyakitara, for example, photo, image, 
picture can all mean ‘ ekishani’.

Sometimes the team decided to slightly change the original meaning. For example 
“Search only in = Ronda omu”. This was because although it is more accurate when 
phrased as “Ronda omu …..… honka“, a direct translation of “Ronda honka omu” 
would not make sense, so we opted for a middle ground of “Ronda omu” although 
this slightly changes the original meaning.

The other technical issue we had to deal with was getting the system to respect the 
language specific order of the messages prompted or given by the system. This is 
because in Runyakitara the adjective follows the noun it refers to, while in English 
the adjective precede the noun. For example “Search LANGUAGE pages” became 
“Ronda empapura zoru LANGUAGE”
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Language change is another phenomenon that we encountered: Runyakitara has 
greatly been influenced by other languages specifically English, Luganda and 
Kiswahili. The challenge which such a change comes with, is that one term can be 
used differently or can have two meanings; one for a foreign language and another 
for a local language. For example, the term ‘receipt’ is commonly known as ‘risiiti’ 
as well as ‘akakongi’ in Runyakitara. In other words, some people call it “risiiti”, 
while others call it “akakongi”. The solution to such terms was to take one that 
which is commonly used by majority.

Other words were rare and just difficult for the team to translate. These were words 
like Physics, Astronomy and Planetary Science.

A final comment that we would like to note is that most of the language in Google 
interface and in the IT field generally consists of command/imperative type of 
language e.g. search, pick, edit etc. In the Runyakitara culture commands are not polite 
ways of communication.  That is how the language is made. Verbal communication 
consists of paralinguistic features of tone of voice, intonation, speed of utterance, 
loudness, patterns of enunciation, and rhythm.  We found it daunting to cater for such 
features in the localisation process. 

5.  Conclusion
This work describes how the Google interface was localized into Runyakitara. 
Software localization is a very important component of economic and social 
development. We expect that a localized Google interface will enable associated 
communities to interface with the computer easier and break up some negative 
attitudes and fears associated with using computers in daily chores and businesses. It 
can stimulate more local content development as well as create bigger opportunities 
for trade and communication. The localization drive proposed in this project will be 
extremely beneficial to the majority of indigenous African society especially within 
the East and Southern African community. 

This has been the very first software localisation project in Runyakitara and therefore 
there is still room for further improvement. Information Technology evolves 
relatively fast and there is frequent introduction of new words, gadgets and services. 
These should equally be catered for as well as continual updation of the translated 
words and strings. Software localisation should also spread to all the languages in 
Africa, starting with the major ones that are spoken by ethnic groups as opposed to 
tribes.
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Abstract
This paper looks at levels of access and extent of use of Information and 
Communication Technologies (ICTs) among teachers in selected Kenyan secondary 
schools. For the past few years, an assortment of ICTs such as computers, lap 
tops, projectors, printers, e-blackboards and mobile phones have been available 
to teachers for use in integration of teaching and learning in schools. The paper 
attempts to establish how many teachers have access to the schools’ computers, 
their ICT literacy skills level and the level of ICT integration in subjects taught. The 
findings show that the use of ICT and its integration in the teaching and learning 
in secondary education is getting more widespread; and increasingly used among 
teachers as a means of communication and for information searching. Access rates 
for teachers have been observed to be much higher in educational institutions that 
have made effective ICT investments in education, translating into better utilization 
of ICT related technologies. Strategies have been suggested on how to utilize ICT to 
improve educational outcomes and recommendations given, on issues that touch on 
ICT access and infrastructure; human resources and training, policy environment, 
financing and ICT investment, curriculum development and locally relevant 
content.
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Categories and Subject Descriptors: K.3 [Computing Milieux]: Computers and 
Education
General terms: ICT, secondary schools, Internet, teachers, Kenya

1. Introduction 
Attempts to measure or assess the utilization of ICT in Africa have been hampered by 
insufficient empirical data to indicate any impact of ICT on sector productivity and 
lack of cross-country evidence. In some cases the evidence has been non-existent due 
to recent developments, the rapid revolution of ICTs and methodological challenges 
that include a deficiency of assessment variables and models of causality. Most of 
the studies undertaken have focussed on information infrastructure issues, while 
few have been undertaken to measure the extent of ICTs in Africa, particularly in 
education [Kenya SchoolNet 2003]. 

The use of ICT in education has the potential to enhance the quality of teaching and 
learning, the research productivity of teachers and students, and the management 
and effectiveness of institutions [Kashorda et al. 2007]. However, opportunities 
for realizing the benefits of using ICT in education face a number of challenges 
in the developing countries. Access to ICT facilities is a major challenge facing 
most African countries, with a ratio of one computer to 150 students against the 
ratio of 1:15 students in the developed countries. In Kenya, the ratio for universities 
and colleges is 1:45 while access at the primary school level is much more limited 
at 1:250 (Ministry of Education, Kenya, 2006). The Education Management 
Information System (EMIS) survey of 2003/2004 indicated that over 70 per cent of 
the secondary schools in Kenya required functional telephones. Furthermore, 90 per 
cent of such schools needed to establish Local Area Networks (LANs) in order to 
improve sharing of learning resources. As at 31 December, 2008, there were 6,566 
secondary schools in Kenya, of which 4,261 were publicly funded and the rest 2,305 
privately funded with a total student enrolment of 1,382,211 and total teaching staff 
of 43,016 [Kenya National Bureau of Statistics 2009].

2. Review of the literature
A review of studies on use of ICTs in secondary schools and other educational 
institutions in Kenya and elsewhere consistently revealed significant differences in 
the quality and use of ICTs in these institutions. As shown by Makau and IDRC 
[1990], most computer-assisted lessons were observed to be in mathematics and 
the sciences. However, it was also found that in the majority of computer-assisted 
lessons teachers tended to be passive, thus leaving students to do whatever they 
chose. It found that some students regarded both formal and informal sessions on 
the computer as time for relaxation as opposed to serious learning. This approach to 
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computer-assisted lessons was explained as being a result of the perception of the 
computer as an object of study; more exciting and potentially more rewarding than 
integration of the technology into the existing curriculum. The research also found 
that computer studies lessons were conducted in the computer laboratory, thus they 
seemed to have priority over computer-assisted lessons in other subjects. 
In an attempt to investigate availability and access to the Internet, Kenya SchoolNet 
[2003] found that email was yet to be recognised as a tool for collaboration among 
students and teachers. It went on to affirm that in the schools surveyed, access to the 
Internet was severely limited and when available was only for administrative use. 
The study found that almost 40% of these schools had less than 10 computers, and 
were therefore inadequate for teaching and learning. More than 20 per cent had less 
than 5 computers, indicating that the computers were mostly for administrative use. 
Only a third of schools studied had dedicated computer laboratories. 
Another study by Pádraig Wims and Mark Lawler [2007] looked at the 
implementation of ICT projects in selected educational institutions with a view to 
making recommendations on how such projects can be deployed and supported. The 
findings were from two secondary schools – St. Patrick’s High School and Singore 
Girls’ Secondary School – and an agriculture training college, Baraka Agricultural 
College.  The ratios of students to computers in the institution surveyed were: 
St. Patrick’s, 25:1; Singore, 32:1 and Baraka, 4:1. In St. Patrick’s, the computer 
laboratory had 16 working computers, with an average of 1.5 students per computer. 
Singore had a laboratory of 10 computers, and an average class size of 15, or a ratio 
of 1.5 students per computer. In Baraka Agricultural College, students had access 
to a computer laboratory of 12 computers. Only 12 students attended classes at any 
given time, allowing for a ratio of 1:1. 

In exploring the extent of ICT adoption among secondary school teachers in 
Malaysia, Lau and Sim [2008] made a number of interesting observations. Use 
of ICT for teaching and instructional support was reported at 75% and classroom 
management at 49%, with least use for communication with peers at 26%. When 
asked about ICT application most frequently used, higher ratings were given to 
teaching courseware (73%), presentation tools (43%), internet browsing (53%) 
and spread sheets (32%). Lower ratings were given for graphical visualizing tools 
(24%), hypermedia/multimedia (22%), simulation programmes (14%) and online 
demos (7%). For teachers’ ICT competency, respondents considered themselves to 
be excellent or good in use of word processing (71%), teaching courseware (63%), 
presentation tools (50%). The study also found that teachers broadly agreed that use 
of ICT makes them more effective in their teaching (75%), more organized in their 
work (80%) and better able to meet the varying needs of their students (48%). In 
general, teachers also broadly agreed that with the use of Internet and technology, 
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their lesson plans are richer (55%). A further 85% of the teachers indicated that they 
would like to integrate more computer applications into their teaching. In addition, 
most of the teachers considered themselves as having limited knowledge to make full 
use of ICTs, or to integrate ICTs fully into teaching. In response to this issue, when 
asked to indicate the important channels for improving their ICT skills, respondents 
gave higher ratings to the need for school-based professional development (80%) 
and ICT seminars/conferences (64%). This suggested that school administrators 
should initiate industry-teachers partnerships to deliver ICT training programmes 
that are appropriate to teachers’ needs. When analysed according to age group, the 
results of the study indicated that elderly respondents (aged over 45 years) made 
more frequent use of ICT in schools (mean=3.22; standard deviation=0.57) on a 
five-point rating scale.

Boakye and Banini [2008] measured the teacher’ readiness for use of ICT from 
schools in Benin, Cameroon, Ghana and Mali with the objective of determining if 
the teachers were involved in the process of integrating ICT into education in these 
countries. Teachers were asked about their skills with regard to ICT and use of ICT 
in their pedagogical practices. Of the teachers questioned, 71% had never used the 
computer in class; while 10% used it for classroom activities. About 44% had never 
used the computer in preparing lesson notes while 49% did.  A third of those who 
used it in preparing lessons did so “always’ and the rest “occasionally”. These uses 
included using the computer in Internet searches for content, typing out lesson notes, 
and designing teaching and learning materials. About 60% of the teachers consider 
themselves as having knowledge of web browsing, with 71% of them using email. 
Up to 78% of the teachers learnt on their own how to use computers. Despite the fact 
that some teachers did not use ICT at all, they agreed generally that the computer had 
changed the way students learn. 

In another study to explore factors that influence classroom use of ICT in Sub-Saharan 
Africa, Hennesy et.al. [2010], it was noted that introducing technology into schools 
is largely dependent upon the availability and accessibility of ICT resources. It was 
observed that schools are increasingly being equipped with computers for teaching, 
learning and administrative purposes; connectivity is improving and students 
enthusiastic about using computers for learning despite lack of equipment available. 
The study cited two main reasons why teachers use ICT. First, teachers feel that their 
own use of computers benefits the learners, and second, teachers feel learners benefit 
from using the computers themselves. They cite the 1998-1999 survey that assessed 
the World Links schools programme where lack of time available in the class, and 
in the planning schedules, and lack of national policy on the use of computers in 
schools [Kozma et.al 2004] were cited as biggest barriers to the use of computers 
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by teachers. 
These studies used different conceptual models to understand the extent of ICT 
utilization, and in turn inform on the benefits and impacts of ICTs. There is very 
limited information available on the experiences of African learners, teachers and 
school managers on the use of ICTs. Very limited information is available too, on the 
supply chain of the ICTs in schools – the nature and extent of government ministry 
involvement, the involvement of the parent and residential communities in which the 
schools are located and the role of the private sector. While noting the underlying 
common theme of understanding the dynamics of supply and demand to explain the 
benefits of ICTs in education, often overlooked is the usage of such technologies 
that are likely to play a major role in determining the benefits and impacts being 
studied.
 

3. Methodology 
The study was a cross sectional descriptive survey using quantitative approaches 
for data collection, analyses and reporting. A survey design was used to guide the 
research process and participants were drawn from 11 secondary schools that were 
connected to the Internet, and were from both rural and urban areas of Kenya. Survey 
questionnaires were distributed to 132 teachers with the response rates being 74.2% 
for the teachers (n=98).
The 98 (20.9%) teachers were randomly selected from of a total population of 468 
teachers from the schools sampled. There were 6,566 secondary schools (4,261 
public and 2,305 private secondary schools), with 43,016 teachers employed (15,761 
female teachers and 27,838 male teachers) as at 31 December 2008 [Kenya National 
Bureau of Statistics 2009].
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Table I. Profile of the teachers

From Table I it can be seen that among the teachers surveyed; 58 (59.2%) were 
female and 40 (40.8%) were male. Majority of the teacher respondents were in the 
30-40 years age group (58.2%). This was followed by 21 teachers (21.4%) in the 
40-50 years age group; 17 teachers (17.3%) in the under 30 years age group and the 
least represented with 3 teachers in the 50 years + age group. When years of service 
worked was considered, most of the teachers were in the 5-10 years of service group 
with 27 teachers (27.6%); followed by 24 teachers (24.5%) in the 11-14 years group; 
22 teachers (22.4%) in the 15-20 years group; 21 teachers (21.4%) in the less than 5 
years of service group, and the least being 4 teachers (4.1%) with 20 years + service 
in the teaching profession. 51 (52%) teachers had an undergraduate degree as their 
highest educational qualification; followed by 30 teachers (30.6%) with a diploma 
qualification and 17 teachers (17.3%) with a postgraduate qualification.

4. Findings 

4.1 Levels of Accessibility
Majority of the teachers had access to a computer and the Internet at their schools. 
The availability of the computers was 98% and access to the Internet was 82.7% 
at the schools.  It was also interesting to note that 53.1% of the teachers had 
computers at home, with 23.5% of the teachers with access to the Internet. This 
could be explained by the fact that as at the end of January 2010, the four licensed 
mobile phone operators (Safaricom, Zain, Orange and Yu) in Kenya had a combined 
subscriber base of 19.4 million (50% of the total population); with mobile data/
Internet subscribers accounting for 1,981,048 out of the total estimated 3,995,664 
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number of Internet users, which is a 10% penetration rate [CCK 2010].  It was also 
identified that 78.6% of the teachers had access to cyber cafes and 36.7% through 
ICT training centres that offered short term courses during the school recess (as 
shown in Table II). 

Table II. ICT facilities available and accessible for teachers

Seventy-three (74.5%) teachers had access to computers at the schools’ computer 
laboratories. This was followed by access to computers located at the administrators’ 
officers with 29 (29.6%); 25 (25.5%) teachers for both the teachers’ lounge and their 
offices; and 12 (12.2%) teachers who had access at the libraries. Worth noting are 
efforts by the some of the schools to install computers in the teachers’ lounge for 
accessibility by the teachers. 
Table III (a) shows that in 6 of the schools surveyed, the school administrators rated 
over 75% of the teachers as having the necessary ICT skills; 51-75% of the teachers 
as literate in 3 schools; and less than 50% of the teachers being ICT literate in the 
remaining 2 schools.

Table III (a). Teachers’ basic ICT literacy skills
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Using the Pearson correlation statistical analysis for a 0.05  one-tailed significance 
test, it is seen that teachers’ levels of access to the schools computers is positively 
linked to their basic ICT literacy skills as reported by the school heads, and this is 
shown in Table III (b). 

Table III (b). Pearson Correlation Coefficient-Teachers’ ICT literacy levels Vs. 
Access levels

* Correlation is significant at the 0.05 level (1-tailed).
Majority of the teachers, about 40% had more than 10 hours in a week of access 
to the school computers. The responses of the teachers to this accessibility of 
computers are summarized in Table IV with proportion of teacher based on the 
schools’ categories.

Table IV. Teachers’ accessibility to school computers

The level of access to locally relevant content by the teachers was low as only 18.4% 
said they had access to local web-based training programmes. When were asked 
whether there were any local web portals they visited, only 24.5% teachers gave 
indication that they visited such sites. It appeared that the issue of availability of 



254

locally relevant content still ranked low. This is similar to the findings of the Kenya 
ICT Board (KICTB) and TNS Research International [2010], where Kenyan internet 
users surveyed, 29% said they had visited Kenyan websites. The top four suggested 
Kenyan sites were educational information and eLearning (38%); business related 
and e-commerce (28%); entertainment (16%) and social networking (10%). Table V 
represents the teachers’ responses on the topic.

Table V. Access to locally relevant content by teachers

4.2 Extent of Usage
From Table VI it can be seen that 43 (43.9%) teachers had for more than 6 years been 
using computers, while 11 (11.2%) teachers had less than a year of experience on 
use of computers. However, there was no statistically significant difference amongst 
teachers based on gender.

Table VI. Teachers’ usage of computers by gender and number of years

Majority of these teachers did not receive any prior ICT training during their 
formative years at the teacher training colleges or universities before joining the 
teaching profession as shown in Table VII. About 55% of the teachers stated that 
they did not receive any ICT training at all. Nevertheless, 51% of the teachers had 
taken the self-initiative to undergo ICT training over the past 3 years they had been 
employed in the teaching profession. This result agrees with the finding of Lau and 
Sim [2008] where most of the teachers considered themselves as having limited 
knowledge of ICTs; and indicated other channels to provide them with more effective 
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ICT training. According to Toure [2008], she uses Ghana as a case in point, where 
24% of the teachers received some pre-service training in ICT but little training in 
using ICT to teach. Toure explains that some of the teacher training schools have 
begun innovating ICT in teaching but that widespread institutionalization will take 
time, and this observation can be said to be true as regards TTCs in Kenya. 

Table VII. ICT training opportunities for the teachers

Majority of the teachers, about 77% rated themselves as having “Good” to “Excellent” 
expertise levels in use of word processing applications, with the least expertise noted 
in web page design applications. In order to determine the level of expertise in each 
of the different applications, a scale of 5 was assigned to each expertise level: 0=No 
capability; 1=Fair; 2=Good; 3=Very good and 4=Excellent. Based on this scale, 
an expertise index was calculated and ranked them accordingly as shown in Table 
VIII. It is apparent therefore that the levels of expertise in word processing was 
on average ‘Very good”, followed by Spread sheets, Emailing, Internet browsing, 
Presentation, Statistical, Graphics, Database management systems and least in Web 
page designing. The findings are in agreement with those of Lau and Sim (2008), 
Jegede et. al. (2007) and Cuckle et. al. (2000) whose studies found teachers to be 
most competent in word processing compared to other applications.
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Table VIII. Ranking of teachers’ expertise levels in descending order

4.3 Teachers online
Almost all the teachers sampled from the connected schools had a functional email 
address with 91(91.8%) teachers responding. Table IX shows the summary of 
responses from the teachers. This is similar to the findings of Boakye and Banini 
[2008] in Ghana, where 71% of the teachers surveyed used email.
Table IX. Proportion of teachers with email addresses

28.9% of the teachers used the Internet on a daily basis; 18.6% used the Internet 
several times a week; while 16.5% never used the Internet at all in the schools. The 
response of the teachers is summarized in Table X.



257

Table X. Teachers’ frequency of Internet use at school

4.4 ICTs in teaching and learning
The most common use of the Internet in teaching and learning by teachers was for 
preparing paper and teaching materials, with 46.9% of the respondents indicating this 
use as shown on Table XI. The second most common use was for collecting hand-
outs and reference materials with 43.9% of the teacher respondents in this category. 
Other uses were for preparing lessons (28.6%); preparing presentations (28.6%) and 
teaching specific lessons in various subjects (27.6%). The least common use was for 
communicating with students (13.3%), and communicating with teachers (20.4%). It 
did not seem there was any relationship between teachers and the type of the schools 
where they were based. This is similar to the findings of Lau and Sim [2008] where 
the teachers reported making frequent use of ICT, either daily or weekly for teaching 
and instructional support at 75%, with less frequently use of ICT for communication 
with peers at 26%.

Table XI. Teachers’ use of Internet in teaching and learning

4.4 ICTs in teaching and learning
The most common use of the Internet in teaching and learning by teachers was for 
preparing paper and teaching materials, with 46.9% of the respondents indicating this 
use as shown on Table XI. The second most common use was for collecting hand-
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outs and reference materials with 43.9% of the teacher respondents in this category. 
Other uses were for preparing lessons (28.6%); preparing presentations (28.6%) and 
teaching specific lessons in various subjects (27.6%). The least common use was for 
communicating with students (13.3%), and communicating with teachers (20.4%). It 
did not seem there was any relationship between teachers and the type of the schools 
where they were based. This is similar to the findings of Lau and Sim [2008] where 
the teachers reported making frequent use of ICT, either daily or weekly for teaching 
and instructional support at 75%, with less frequently use of ICT for communication 
with peers at 26%.

Table XI. Teachers’ use of Internet in teaching and learning

5. Findings
The objective of the research was to help policy makers, decision makers and 
investors to make well informed decisions about public policy and investments in 
ICT as regards education at the secondary school level by understanding how the 
Internet and its related components are utilized. The research has shown the extent to 
which ICT is being utilized, and has identified the factors that enhances or impedes 
its utilization at secondary schools, and which can be used to explain the integration 
of ICTs into the teaching and learning.

The findings have shown that use of ICTs and its integration in the teaching and 
learning in secondary education is getting more widespread; and its use more pervasive 
among teachers as a means of communication and for information searching being 
common. Access rates for teachers were observed to be much higher in educational 
institutions that have made effective ICT investments in education, translating into 
better utilization of ICT related technologies with assumed positive impacts. It is 
hoped that another research can attempt to measure, by better understanding, the 
linkages between utilization of the Internet and its impacts in education. 
The research also found that most of the schools are actually expending a substantial 
part of their annual budget on maintaining Internet connectivity, and this explains 
why it is estimated by the Ministry of Education that only 3% of the 6,566 secondary 
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schools in Kenya have any form of Internet connectivity.  With the enhancement of 
the competition regulatory framework as well as operationalization of the National 
Fibre Optic cable through the East African Submarine System (EASSY) project, 
that brought together a range of incumbent, private and, for the first time, non-profit 
interests [Gillwald and Stork 2008]; it had been expected that the project would have 
led to a boost in Internet penetration and brought the cost of Internet connectivity 
down in the 2010, with subsidized costs of USD 10 per megabyte being envisaged 
for educational, health and research institutions. However, this is still yet to be 
realized as the costs of bandwidth remains high, thus being a hindrance to achieving 
the objectives.

It was also found there was a positive correlation between proportions of students 
and teachers accessing the schools’ computers, and this was evident in girls only 
schools where it appeared that investments in ICT was low resulting in gender 
disparity disadvantaging the girl child. This does not portend good news for the 
girls in the secondary schools, considering that there are 635,698 girls enrolled, 
constituting 46% of the country’s 1,382,211 total student enrolment in secondary 
schools [Kenya National Bureau of Statistics 2009].  Though the study focussed 
on schools with Internet connectivity, the proportion of teachers with access 
to computers and internet at schools and homes was respectively 98% and 53% 
of the teachers sampled, implying that the affordable bundle rates and increased 
access to the mobile wireless broadband services is having an impact. According 
to the Communications Commission of Kenya (CCK) there were 1,814,203 mobile 
broadband users out of the 3,648,406 Internet users in Kenya as at 30 June 2009 
[Communications Commission of Kenya 2009]. Some of the schools sampled are 
addressing the issue of accessibility to computers by teachers and students through 
use of Wi-Fi in the school localities. This is also reflected at the proportion of teachers 
with email addresses which is at 92%. 

We also found that majority of the teachers did not receive ICT training at the 
teachers’ training colleges or universities where they trained, with 55% getting into 
the teaching profession with no experience of computers and its related technologies. 
Nevertheless, it is reassuring to note that there seems to reversal of trends with 51% 
of them indicating that they have undergone ICT training in the past 3 years, with 
some schools supporting the training programmes. This finding agrees with the 
study carried out by David et.al. [2003] on three Kenyan secondary schools, that 
showed that newly recruited teachers were trained on use of word processing, spread 
sheets, email and Internet. Teachers’ training colleges (TTCs) in Kenya have also 
incorporate into the curricula the aspect of relevant and appropriate ICT training at 
pre-service training, and the trend should be reversed in the near future.
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This paper also investigated use of ICT and the Internet in schools, and similar to 
the study conducted in Malaysia on extent of ICT adoption among secondary school 
teachers [Lau and Sim 2008] the findings suggest most of the teachers are positive 
about the use of the Internet, and appreciate the use of ICT in enhancing teaching 
and learning. The findings also showed that there is integration of ICT in classroom 
teaching. The levels of ICT literacy skills levels were found to high in teachers than 
was expected in the schools with Internet connectivity. The index levels computed for 
the expertise levels in the most commonly used software applications also supported 
this finding. The government through the Ministry of Education has plans to 
integrate ICT training in teachers’ training programmes, where school administrators 
and teaching staff will be presented with opportunities to develop file management, 
word processing, spread sheets, email, and Internet skills, as well as ICT integration 
awareness. In this endeavour, foundation skills will be a stepping stone to using ICTs 
to enhance teaching and learning objectives [Ministry of Education 2005]. Boakye 
and Banini [2008] argue that teachers need to seek and receive initial and on-going 
training on how to use ICT to enhance their training. They call for “re-forming” 
teacher education rather than just trying to “re-tool” the teachers.

6. Recommendations
The study has hopefully provided a starting point for investigating the impact of the 
ICTs usage and utilization in secondary schools among African countries. While the 
study has useful information, further research should be conducted so as to obtain 
more concise information on the usage and utilization of the ICTs, particularly for 
some of the indicators used in the conceptual framework adapted for this study. It 
would be interesting to investigate further the links between penetration, utilization 
and impact of the ICTs and develop an assessment model out of the conceptual 
framework for use in assessing these links and its outcomes in secondary schools. 
This can be extended to look at schools that are both connected and unconnected 
to the Internet with the view of making comparative analysis of the factors that 
determining use of ICT and related technologies, though it is expected that most of 
the indicators would demonstrate lower levels of availability and accessibility to 
ICT facilities.
The factors that determine ICT utilization in both rural and urban secondary schools 
have hopefully been established in this study. However, secondary schools in Kenya 
can effectively utilize the Internet to improve educational outcomes by adopting the 
following recommended strategies:
6.1 ICT access and accessibility
Facilitate greater access to ICT and its related components by students and teachers 
in secondary schools by the school administration.
Recognize the need for adequate power supply so as to provide ICT access to all 
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schools, especially in rural areas so as to reduce the “rural urban digital divide” and 
thereby increase Internet penetration.

6.2 Human resources and training
Train schools’ principals, teachers and ICT support staff on proper use of the ICTs 
and its related technologies, and its applications.

6.3 Policy environment
Recognize need for monitoring and evaluation to support the development and 
delivery of ICT in the education sector.
Adoption of the ICT national policy of 2002 to provide a regulatory and implementation 
framework for ICT in education related projects.
6.4 Financing and ICT investment
Recognize and promote the need for Public-Private Partnerships (PPPs) in addressing 
key ICT in education challenges in the country so as to supplement the government’s 
efforts.

6.5 Curriculum development and locally relevant content
Facilitate increased locally relevant content to meet the needs of students and 
teachers in schools.
Harmonize the different curricula offered to schools and update to reflect 
technological changes in ICT and other related specialties, and recognize use of 
open source software that can cut down on software license fees.

7. CONCLUSION
Use of ICT and its related technologies is still at its early stages of its development and 
implementation, and use of inadequate and divergent curricula in secondary schools 
depending on the system of education that is not responsive to the fast changing ICT 
landscape, for instance examining students in free and open source software like 
Ubuntu®, a computer operating system based on the Linux distribution.  It is worth 
noting though, that in some instances, there is evidence of development of e-content 
with the relevant local material content by the Kenya Institute of Education (KIE) in 
use at all levels of primary and secondary schools in Kenya, and with some schools 
already receiving the content though CDs and DVDs distributed by KIE.

 
REFERENCES

BOAKYE, K.B. AND BANINI, D.A. 2008. Teacher ICT Readiness in Ghana. . In K. Toure, T.M.S. 
Tchombe, & T. Karsenti (Eds.), ICT and Changing Mindsets in Education. Bamenda, Cameroon: Langaa; 
Bamako, Mali: ERNWACA / ROCARE.



262

COMMUNICATIONS COMMISSION OF KENYA. 2009. Communications statistics report-Second 
Quarter 2008/2009. CCK, Nairobi.

COMMUNICATIONS COMMISSION OF KENYA. 2010. Communications statistics report-Second 
Quarter 2009/2010. CCK, Nairobi.

CUCKLE, P., CLARKE,S & JENKINS, I. 2000. Students’ information and communications technology 
skills and their use during teacher training. Journal of Information Technology for Teacher Education IX, 
No. I.

DAVID, K, MBOWA, A, & PAUL, O.R. 2003. Application of ICT in Schools: A Kenyan Experience. 
Schoolnet Africa. [Online] Available at http://www.schoolnetafrica.org/fileadmin/resources/Application_
of_ICTs_in_Schools.pdf (accessed July 19, 2009).

FISHER, A.A., LAING, J.E., STOECKEL, J.E. & TOWNSEND, J.W., 1999. Handbook for Family 
Planning Operations Research Design (2nd Edition). New York: Population Council.

GILLWALD, G. AND STORK, C., 2008. ICT access and usage in Africa. Vol. I Policy Paper Two, 
IDRC.

JEGEDE, P.O., ODUSOLA, O.D.  AND ILORI, M.O.. 2007. Relationships between ICT competence and 
attitude among Nigerian Tertiary Institution Lecturers. Educational Research and Review II, no. VII.

KASHORDA, M., WAEMA, T., OMOSA, M., AND KYALO, V. 2007.  E-Readiness Survey of Higher 
Education in Kenya.  Kenya Education Network (KENET), Nairobi.

KENYA NATIONAL BUREAU OF STATISTICS. 2009.  Economic Survey 2009. The Government 
Printer, Nairobi.

KENYA SCHOOLNET.  2003.  Preparing a Workforce for the Evolving Information Economy: A Survey 
on ICT Access and Use in Kenya Secondary Schools. Summit Strategies Limited, Nairobi.

KOZMA,R., MCGHEE, R., QUELLMALZ, E. AND ZALLES, D. 2004. Closing the Digital Divide: 
Evaluation of the World Links Program. International Journal of Educational Development, Volume 25 
Issue 4, Pp. 361-381.

LAU, B.T. AND SIM, C.H.  2008.  Exploring the extent of ICT adoption among Secondary School 
Teachers in Malaysia.  International Journal of Computing and ICT Research, II (II), 19-36.

MAKAU, B.M. AND IDRC, 1990. Computers in Kenya’s secondary schools: Case study of an innovation 
in education. IDRC, Ontario. 

MINISTRY OF EDUCATION, KENYA.  2006.  National Information and Communication Technology 
(ICT) Strategy for Education and Training. The Government Press, Nairobi.

MINISTRY OF EDUCATION, SCIENCE & TECHNOLOGY.  2005.  ICTs in Educations Options Paper. 
The Government Press , Nairobi.

TELLA, A., TOYOBO, O.M., ADIKA, L.O. AND ADEYINKA, A.A. 2007. An Assessment of Secondary 



263

School Teachers Uses of ICTs: Implications for Further Development of ICT Use in Nigerian Secondary 
Schools. The Turkish Online Journal of Educational Technology, Volume 6 Issue 3.

TOURE, K., TCHOMBE, T.M.S AND KARSENTI, T. 2008. Introduction: ICT and Changing Mindsets 
in Education. In K. Toure, T.M.S. Tchombe, & T. Karsenti (Eds.), ICT and Changing Mindsets in 
Education. 
Bamenda, Cameroon: Langaa; Bamako, Mali: ERNWACA / ROCARE.

WIMS, P. AND LAWLER, M.  2007.  Investing in ICTs in educational institutions in developing countries: 
An evaluation of their impact in Kenya. [Online] Available at:  http://ijedict.dec.uwi.edu/printarticle.php
?id=241amp;layout=html&layout=html. 



264

7
Development Policy Coherence: 

Can ICTs Facilitate?

Anthony J. Rodrigues 
School of Biological and Physical Science, Bondo University of College

email: tonyr@uonbi.ac.ke

Abstract
Unequal distribution and utilization of knowledge is a barrier to peaceful, sustainable 
development.  Only if there is equitable access to knowledge will it be possible in the 
long term to balance differing interests and points of view.  This balance of interests 
to achieve sustainable development is the goal to be realised
In a globalised world, knowledge and information play an ever greater role in 
economic and social development. Development partnerships must respond to this 
process and adapt their policies and instruments accordingly. Underdeveloped 
countries must be suitably positioned to take advantage of the benefits arising 
from globalization whilst managing the risks. The opportunities for knowledge and 
information including ICTs that shape globalization are re-assessed.
Information and Communication Technologies (ICTs) have spread quickly across 
East Africa and are regarded as essential to the region’s economic development, 
democratisation, social advancement, cultural progress, as well as for its global 
presence and competitiveness. The available statistics for Internet usage and mobile 
telephones – two of the newest technologies demonstrate the recent developments 
in ICTs in EAC region. In general, for an ICT Policy to be robust, relevant and 
effective, it needs to take a balance between: monopoly and competition ‘markets’, 
domestic and foreign ownership and controls, centralized and decentralized 
administrative controls, and also private and public initiatives. This would enable 
greater exploration of global advantages of ICT.

The traditional self perception of development policy was the promotion of economic 
and social development in developing countries.  Now, however, development policy is 
seen as having to be founded on the emergence of stable regional security partnerships 
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as part of international relations, which rest on economic and social development 
partnerships.  Development policy thus is the third element of international relations, 
after foreign and security policy. The instruments of development must under these 
changed conditions, and perceiving development policy as part of security policy be 
continued, strengthened and expanded at the political, economic and cultural level. 
Infrastructure, Energy and ICTs are important catalysts due to the role they play. 
The development dialogue of the future must take account of a reassessment of 
knowledge and information in the context of globalisation.  In a globalised world one 
must attempt to bridge and perhaps narrow the clearly emerging gaps in knowledge 
and the information problems between countries and sections of the population?  
This all encompassing process has had a global impact in commerce and industry, 
politics, society and culture. Trying to control it raises the unresolved issues of 
effective mechanisms and institutions.

Keywords: development policy, ICT, cultures, globalization.

1. Third World View on the Knowledge Society [1]
Blaming underdevelopment on the lack of knowledge has two dangers:

  It may make us overlook the fundamental economic factors that keep the poor , 
widening disparities between and within nations and

  The knowledge hype may tempt us to regard only formal modern knowledge 
systems as worthy of attention.

1. Introduction
Mainstream economics tends to regard knowledge of the seasons, the different uses 
of the roots and fruits, and evolved traditional wisdom as dispensable. It is ironical 
that the so-called “information-poor” may be sitting on a gold mine of information 
stored in the DNA of the plants they use daily.
Knowledge is not new; we have known it for millennia.  We have also known that 
wisdom only comes about when knowledge is assimilated, internalized, when it 
changes existing behavior patterns and makes things better.  The wisdom of a person 
in meditation is different from the knowledge to build a nuclear warhead. The latter 
is not wisdom, because atomic bombs fail an important test: they do not make the 
world a better place.

There is a similar lesson for the Information Age: the Internet does not necessarily 
spread knowledge.  And even if it does distribute information widely and cheaply, 
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what results is not necessarily greater wisdom. To be useful, information must help 
people communicate, participate and allow them and their rulers to make informed 
choices.

Knowledge, like technology, is not value-free.  This era may well herald “the 
end of geography”, but for whom?  Useful questions to ask about the Knowledge 
Revolution: Whose knowledge?  Who produces controls and owns the information 
content of knowledge?  Who benefits?  Will the knowledge improve people’s lives?
The hype surrounding the Internet and the merging of computing with communications 
leads many to believe that this is a real revolution in the way human beings think and 
live.  But the corporate political structures that govern the Knowledge Revolution 
are similar to those that governed the Industrial Revolution.  And the main impact 
of e-commerce is felt in good old-fashioned consumerism, allowing access to digital 
mail-order catalogues with online payment and global home delivery.
The global free market is under no one’s control, and it is seriously widening not 
only the economic but also the knowledge gap between and within nations.  New 
technologies rarely invest in the social capital that is needed to enable those who 
are lagging behind to catch up.  It is supposed to happen automatically, but it never 
does. 

2.  Political security alliances and economic development partnerships 
In Europe a  new global competitive arena has emerged with the liberalization of 
world trade, the creation of the European Single Market, the disappearance of bloc 
and system frontiers, the revolutionizing of international telecommunications and 
transport networks, and the development of new growth regions.  The effectiveness 
and creative power of the political systems in establishing and expanding partnerships 
for political security and economic and social development is one of the main tasks 
of future development policy, which must contribute to them. 
Likewise the East African Community (EAC) [3] which comprises the three partner 
states of Kenya, Tanzania and Uganda (Rwanda has applied for membership and so 
has Burundi) has its broad goal as “to widen and deepen cooperation among partner 
states in political, economic, social and cultural fields, research and technology, 
defense, security and legal and judicial affairs for their mutual benefit”. In order to 
reach this goal the following will be put in place:

    Customs union – the customs protocol was signed on 4th March 2004 by 
      the three heads of states

    Common market ( May 2010 implementation schedule)
    Monetary union
    Political federation.
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The EAC Development Strategy stipulates inter alia that Information Technology 
(IT) is one of the pillars of regional integration and development, globalization and 
modernization. The vision for the regional integration is to create wealth in the region 
and enhance competitiveness through increased production, trade and investments 
[3]. The establishment of a customs union will involve elimination of internal tariffs 
and adoption of a common external tariff (CET). Elimination of internal tariffs 
will be implemented under the principle of asymmetry. The development strategy 
emphasizes the importance of information as a resource and a tool for development. 
By enacting national ICT policies into laws, regional governments will have 
reinforced information technology pillar for regional integration and development, 
globalization and modernization. For this to happen, the political establishments 
need to put ICT among their top priorities.

Information and Communication Technologies (ICTs) have spread quickly across 
East Africa and are regarded as essential to the region’s economic development, 
democratisation, social advancement, cultural progress, as well as for its global 
presence and competitiveness. The available statistics for Internet usage and mobile 
telephones – two of the newest technologies demonstrate the recent developments 
in ICTs in EAC region. 

Source: ITU; World ICT statistics; 2002, 2003 and 2005. 
* Africa Internet Statistics from <internetworldstats.com> updated as of 18th September 2006. 
 
Table 1 depicts the developments in the use of ICTs in EAC region for the past few 
years, and it is clear that the rapid changes point to much greater potential in the 
future. But, it is important to note that, there are significant differences in this regard, 
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with Kenya dominating the field. While on average, EAC region had 5 percent of the 
total Internet users in Africa in 2001, according to the latest data updated as of 18 
September 2006, EAC Internet usage had increased to about 5.8 percent of Africa’s 
total with Kenya accounting for 3.2 percent, Tanzania 1.0 percent and Uganda 1.5 
percent. The penetration rate (percent of population) is still low at 3.1 percent in 
Kenya, 0.9 percent in Tanzania and 1.8 percent in Uganda. The penetration rate in 
East Africa 5.6% compares rather unfavorably with the Africa penetration rate of 
8.7% percent see Appendix for updated regional penetration rates [7]. 

The rate of growth of mobile users has been phenomenal. After 2000 the rate of 
growth of internet users has grown at 427.5 percent in Kenya, 189.6 percent in 
Tanzania and 1150 percent in Uganda (<internetworldstats.com> as updated on 18 
September 2006). The numbers engaged with ICT are high and are growing at a 
phenomenal rate. The challenge ahead is to harness the huge potential of ICTs and 
cope with the fast growth in usage, for a much greater impact on the EAC economies, 
and improved livelihoods especially for the rural areas, where the majority of the 
poor live. The challenge is to expand connectivity and enhance cost effectiveness. 
Kenya despite belated enactment of National ICT Policy has recorded the highest 
growth in terms of cellular phone usage and Internet access probably due to its higher 
GDP compared to the other regional countries. The steady growth rate for the other 
regional countries with much lower GDP could be attributed to their national ICT 
policies in place. This implies that countries with high GDP and good national ICT 
policies are expected to realize higher growth rates in Internet access and cellular 
phone usage.

National ICT policies that would spur spread and usage of Internet without necessarily 
having to improve national GDP first, just like the way cellular phones did, would 
be the best for the East African region, and would have a tremendous positive effect 
on information revolution [4].
In general, for an ICT Policy to be robust, relevant and effective, it needs to take 
a balance between: monopoly and competition ‘markets’, domestic and foreign 
ownership and controls, centralized and decentralized administrative controls, and 
also private and public initiatives [5]. This would enable greater exploration of 
global advantages of ICT.

3.  Towards a new development policy? [6]
The traditional self perception of development policy was the promotion of economic 
and social development in developing countries.  This was based on the conventional 
wisdom that the developing countries must model themselves on the industrialised 
nations. 
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Now, however, development policy is seen as having to be founded on the emergence 
of stable regional security partnerships as part of international relations, which rest 
on economic and social development partnerships.  Development policy thus is 
the third element of international relations, after foreign and security policy. The 
instruments of development must under these changed conditions, and perceiving 
development policy as part of security policy be continued, strengthened and 
expanded at the political, economic and cultural level.  The guiding principles of the 
political dialogue remain: 

  the principles of openness and reciprocity,
  respect for cultural norms and values due to disparate traditions,
  awareness of  different and common interests, and 
  mutual recognition of cooperation strategies.

At the political level, development dialogue topics remain relevant in order to 
improve general conditions such as: 

  human rights and democratisation;
  reform of multilateral cooperation; 
  regional political and economic cooperation strategies;
  good governance; 
  decentralisation and consolidation of local institutions; 
  strengthening of civil society organisations (associations, trade unions, NGOS)    

    and network building; and 
  participation of the people in political decision-making processes going beyond     

   parliamentary elections.
At the economic level, the main theme of the social market economy should be linked 
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with ecological modernisation.  In its present form, the industrialisation process 
cannot be continued in global terms.  Extending the industrial societies’   ways of 
production and   consumption to all regions of the world would mean irreparable 
degradation of natural living conditions, which is already much advanced. If large 
social groups drop out of the formal economy and social inequalities worsen, 
it will not only be a matter of addressing the concept of ‘good - governance’ or 
‘development-oriented state action’ at those responsible for government. Industry 
and companies will al so have to be committed to ‘development oriented economic 
action’.  That is why  strengthening of the market economy’s social dimension is 
required in order to reduce the deep social divisions that   present a considerable risk 
for the acceptance of democracy and the market economy  

At the cultural level, globalisation processes must be linked with intercultural   
understanding.  Hardly any society can now avoid the dynamics of economic 
globalisation.  Economic, political and social decisions increasingly will impact 
on the cultural identities of individual societies   and regions.  But understanding 
between   cultures will be one of the preconditions   for enabling rational and 
sustainable   forms of co-existence in this world. Where   it is not possible to free 
people from poverty, they should be enabled to live a life of basic human dignity. 
And if it is not possible to translate awareness of these linkages into a political 
network and developmental dynamism on a global scale, the industrialised societies, 
along with the rest of the world, will also have no future.

 The global communication possibilities offered by new technologies lead inevitably 
to more exchanges between cultures. Commutable elements of cultures will be 
integrated in others, giving rise to a growing diversity of behaviour patterns and 
values. Intercultural understanding is a basis of communication and reaching 
consensus.  It can result in people seeing the world through the eyes of those of other 
cultures, whose perspectives should also be incorporated in one’s own thinking in 
order to find common approaches to solving the problems of the future.
Infrastructure, Energy and ICTs are important elements due to the catalytic role 
they play. Infrastructure, which includes road transport, air and marine transport, 
has been given special attention together with Energy and ICT both at national and 
regional level. 
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The development paradigm shift is illustrated in the Figure 2 below.

Figure 2 Development Paradigm Shift

4.  Opportunities for knowledge and information shape globalization
The development dialogue of the future must take account of a reassessment of 
knowledge and information in the context of globalisation.  In a globalised world, 
how can one bridge and perhaps narrow the clearly emerging gaps in knowledge 
and the information problems between countries and sections of the population?  
This all encompassing process has had a global impact in commerce and industry, 
politics, society and culture.    Trying to control of it raises the so far unsolved issues 
of effective mechanisms and institutions. Globalisation must be accepted as a fact so 
that it can be examined free of prejudices. Knowledge and information are crucial 
here. They take an economic point of view, particularly as the radical changes the 
world is going through are in fact to a considerable extent economically motivated, 
or are the effects of economic processes. Technological breakthroughs, the new 
industrial revolution towards a global information society, and the integration of 
markets are all making their impacts.

a) In future, the ability of national economies to absorb globally available knowledge 
and use it productively will define their economic power, and perhaps the well-being 
of their societies, more so than before. The opening and openness of markets, as 
characterized by globalisation, usually is based on the benefits of increased exports, 
as well as direct investment, or imports of capital. But these benefits are perhaps 
often overvalued. Certainly, the import side is insufficiently differentiated.
The openness of societies to imports of knowledge, ideas and information, and the 
ability of their national economies to integrate effectively and use productively ideas 
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from across their borders has proven to be a major successful feature. Poor countries 
differ from rich ones not only in that they have less capital, but also less structured 
knowledge. This applies especially to economic and technological knowledge. It is 
arguable whether all social knowledge especially that pertaining to relationships can 
be structured or ought to be structured in contrast to say demographic knowledge. 
Structured knowledge is difficult to generate and requires high investment, which 
is why it is produced in industrialised nations. Developing countries, however, can 
produce their own knowledge or adapt imported knowledge to their needs. This also 
is difficult, and demands appropriate investment in industrial and educational policy.  
Not, only developing country governments, but also development cooperation 
institutions, must face the challenge of how they aim to implement this knowledge.  
Not least, all parties should get to grips with the idea of a global knowledge and 
learning community.  

b) The economic success of the Asian threshold countries is credited to their 
successful handling of knowledge, where-by the promotion of ‘human capital’ by 
education is only one factor among others. Education without openness to innovation 
and without knowledge in the broader sense does not lead inevitably to economic 
development.
Globalisation needs additional reasons to explain how economic growth takes place 
in a global economy.  The Asian financial crisis and the way it spread by contagion 
have shown that all too clearly. The experts have not yet decided how politics is to 
deal with this theoretical reorientation.  But one thing is certain: knowledge, such 
as:

  ideas on how the production process is to be organised,
  how a new product is to be made, or
  for which product there is a latent demand,

 is being seen more and more as a crucial determinant of growth.  Growth strategy 
based on knowledge, however, is limited neither to technical knowledge nor to ‘human 
capital’.  Rather, it is based on knowledge in the broader sense, in that it combines 
investment in the knowledge components contained in real assets with investment in 
people and institutions in order to promote their ability to absorb and use knowledge.  
That includes opening goods and capital markets in an appropriate way.  Although 
it is difficult to measure the aggregated effect of knowledge on growth, there is an 
opportunity to adjust concepts and practical approaches of development cooperation 
to the new demands.
c) Information problems inhibit development in both the social and economic sector.  
Appropriate institutions can reduce them.  The institutional apparatus of a country 
and its proper functioning or capability to assert itself, as well as its promotion, must 
in future be paid more attention. Developing countries have fewer public institutions 
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to ensure the quality of the information their people need to be able to lead better 
lives.  Often there are:

  no quality guarantees for products, 
  no standards for evaluation of market services, nor 
  means to assert them effectively. 

 For companies and customers alike, important information, such as:
  the creditworthiness of firms,
  the promotion criteria of certain programmes, or
  the prices of services

 is not collected or made available.

This works against both consumers and producers, but is especially negative for poor 
people.  Because of the overrating of their loan and insurance risk due to a lack of 
more precise information, private sector services for them are overpriced in terms of 
interest rates, and social security including health insurance is not available to them.  
Appropriate institutions and institutional arrangements to reduce “moral hazard” 
problems can contribute to dismantling these development obstacles.  Furthermore, 
transparency is also a basis of democratic decision-making and delegation of political 
power. 

d) Knowledge and information are decisive components of combating poverty.  
Knowledge and information determine economic and social strength, precisely in 
closed societies or social segments.  Modern communication technologies offer an 
opportunity, if they are used meaningfully. New communication technologies shrink 
physical and social distance and dismantle barriers, borders and time-zone problems.  
That means even remote locations and marginal groups can utilise a fast-growing 
body of knowledge.  But that is offset by the equally growing danger that precisely 
the poor and the poorest of the poor will have no part in the communications 
revolution because they lack the material and personal prerequisites of knowledge 
and self-confidence.  This risk should not hinder a grasping of the opportunity.  More 
and more global networks are emerging which make efforts to provide access to 
knowledge and information to all, and/or create the preconditions for everyone, 
including the poor, to use it.

  Development cooperation should be examined in the light of these possibilities so 
that the promotional repertoire can be more coherent in the future.
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Table 2: Internet Usage and Population Statistics for Africa /East Africa

NOTES: 
(1) Africa Internet Statistics were updated for December 31, 2009. 
(2) Population numbers are based on data from the U.S. Census Bureau. 
(3) The most recent usage information comes mainly from data published by 
Nielsen Online, ITU , WWW and other local trustworthy sources. 
(4) For growth comparison purposes, usage data for the year 2000 is displayed. 
(5)  http://www.internetworldstats.com/af  Copyright 2010, © Miniwatts Marketing 
Group. All rights reserved worldwide.
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Abstract
This paper reports the results of an information architecture [ IA] designed for an 
emergency medical system with end user involvement in Nairobi, Kenya. The overall 
purpose of the design task was to help save infant lives thus reducing mortality. This 
was achieved by empowering parents to know what to do when an infant needs timely 
medical attention. Four methods were used. The first was benchmarking where the 
benchmarks were a First Aid kit for a heart defibrillator at Aalborg University in 
Denmark, and an information piece designed by Hvidovre hospital in Denmark to 
help new parents perform first aid for their new born babies. The second method 
used was interviewing the end users to determine schema that could be used for 
making the designed product easy to assimilate, while the third method was a task 
analysis to determine how the end users would interact with the finished Information 
Architecture product, and the fourth method was persona testing to see the contexts 
of use. The findings were that the IA designed was a good low cost solution to the 
problem of reducing infant mortality. One limitation of this work was that we had 
to rely on data collected through a mobile phone interview, which was expensive 
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and at times posed a difficulty when interview questions had to be expounded to 
the interviewee. Another limitation was that the information ecology needed to 
be researched well, before introducing this IA change to the particular ecology, 
otherwise a “water hyacinth” problem could result in the future. Information 
ecology is defined as a system of people, practices, technologies, and values in a 
local environment.[Nardi and O'day 2000] The implications of this work is that 
there is great potential for IA on mobile phones to be designed for similar contexts 
to stimulate learning and information finding  among  target groups, who do not 
have access to expensive Internet connections. The limitations and implication of 
the Saidia Mtoto have necessitated the continuation into the second phase of this 
research work, where there is focus on the exploration of the information ecology. 
This research work has created avenues for using information architecture to fill 
gaps and provide solutions that reduce infant mortality among the low income target 
groups in Kenya and other African countries with related contexts. The demand for 
efficient communication to enable rapid action is most critical in emergency medical 
systems

1.  Introduction
“Saidia Mtoto” is a Swahili word and an end user schema used to name an emergency 
medical system for infants. This system is designed with end user involvement in 
Nairobi, Kenya. It is targeted at low income parents in Kenya. It was designed in a 
user centered design process to help the target group know what to do during health 
emergencies involving their infant children, thus reducing infant mortality. 
Since it was established through perusing literature on mobile based emergency 
medical systems for Africa, and information involving a health official at Kenya's 
largest referral hospital, that such a system did not exist in Kenya, Saidia Mtoto was 
an information architecture necessary to fill the obvious gap. 

According to the Bulletin of the World Health Organization, a review of the evidence 
on emergency medical systems as applicable to low and middle income countries 
reveals many gaps in global knowledge. As a neglected topic, emergency medical 
systems are part of the 10/90 gap in health research, whereby less than 10% of global 
research investment is spent on problems affecting 90% of the world's population. 
In the IA development process of Saidia Mtoto, the main research focus was to 
determine a strategy for change in IA by asking what major end user problem this 
change in information architecture solved, and how the end users could be involved. 
According to the Schema theory, end users would be most willing to receive and learn 
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ICTS' whose IA design fits into their mental models or schema. [Norman 2002]. 
The main questions answered within this research paper are: 

1. What major user problem does Saidia Mtoto help solve?
2.  How does Saidia Mtoto involve the end users?

The paper presents  Saidia Mtoto as a low cost mobile based concrete solution to 
the problem that the target group had, in that they did not know how to handle an 
emergency because they lacked the information. Section 2 presents the literature 
review while section 3 is the research framework discusses the theoretical basis for 
the design of  Saidia Mtoto. Section 4  is a discussion of the findings, which includes 
a low fidelity wire-frame of the designed product, the contribution of this work to 
the emergency information architecture research area and implications of the lessons 
learnt for future work. Section  5 is the conclusion and future work, while section 6 
which is the final part addresses measures to show how the IA, Saidia Mtoto is more 
effective than its counterparts

2.  Heart defibrillator
The perception that emergency care is inherently expensive is a myth. This myth 
focuses attention on the high-technology end of clinical care as opposed to the 
strategies that are simple and effective. Increased costs are not necessarily an element 
of improved health care. 
Emergency medical systems have a well developed infrastructure in European 
countries. Examples include the 112, a phone number in Europe which can be 
dialled to contact emergency services [ambulance, fire-fighters and police] in any 
EU country. It can also be used from fixed phones, including pay phones, or mobile 
phones. In addition, all calls to  this emergency number are always free of charge, 
while the system  operates 24 hours a day, 7 days a week to meet user emergency 
needs. 

In an earlier research work, I worked with the design of an information architecture 
poster for a Heart Defibrillator located at Aalborg University. This was in order to 
provide sufficient information to make the emergency system useful to students in 
case of a sudden emergency. The heart defibrillator is an emergency kit used when 
the heart muscles are contracting abnormally causing obstructed blood flow. 
The data collected proved that  I00% of those interviewed were uninformed about 
heart attacks and what to do when one occurs. They did not even know about 
the existence of the defibrillator at the university canteen. As I worked to design 
a visualization of the data collected, I wondered if such free and vital emergency 
systems existed in Kenya and other African countries. The result of that research 
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work was an Information Architecture poster placed besides the heart defibrillator. 
It was usable for passing information to foreign students about what to do during a 
heart attack emergency at Aalborg University. 
In working with Saidia Mtoto, whose ideas were adopted from the heart defibrillator 
case, I read literature and established that a system like the 112, or Heart Defibrillator 
to cater for the needs of poor parents in Nairobi, and Kenya in general did not yet 
exist. Not only are such systems inexistent, but no such simple low cost policies 
have been set in place yet. This reliable information was given by a senior health 
official at Kenyatta National Hospital, Kenya's largest referral hospital. 

This Information Architecture gap has resulted in the loss of several hundreds of 
infant lives. Many of these lives could be saved if only the target group knew what 
to do and whom to contact free of charge in their hour of need. An example is the 
real case of Elizabeth and Samuel, a newly married young couple in Nairobi, Kenya 
who lost their one day old baby boy as they watched helplessly. The death resulted 
because they had no knowledge of how to handle the health emergency that struck 
like a thief in the dark. This desire to help underprivileged parents, coupled with 
previous research work amongst similar target groups, became my inspiration for 
designing Saidia Mtoto.

 Working as a researcher in the diaspora, who wants to impact the targeted social 
setting with progressive change, I wanted to find literature that particularly worked 
with end user involvement.  Saidia Mtoto is therefore a design prototype, similar to 
the heart defibrillator designed at Aalborg University. The Information Architecture 
for the information poster has been adopted from the First Aid piece for infants used 
in Hvidovre hospital in Denmark.  

3.  Research Framework and Methods
One major consideration for a successful user centered design process is the 
involvement of end users in the design process. User Centered Design answers 
questions about users, their tasks and goals, then applies the findings to make 
decisions about development and design of the product. Concerns to meet the needs 
of the user are primary. However, it must be remembered that users are not designers. 
They do not know the range of possibilities that technology can support. They can 
be unrealistic or excessively cautious in some situations. [Norman and Draper 1986]
[Spinuzzi 2003] 

In the Saidia Mtoto emergency system, a User Centered Design working methodology 
necessitated the use of the Schema theory. This was mainly because there was no 
need to design a complicated solution to the user problem that the users would 
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be reluctant to receive and learn. By applying the Schema theory, end users were 
interviewed and valuable data was gathered and used in the design of the mobile 
based information architecture. The result was usable and findable as was indicated 
by test user results. 

Schema theory and its relevance to Saidia Mtoto
Piaget defined a schema as the mental representation of an associated set of perceptions, 
ideas, and/or actions. Piaget considered schemata to be the basic building blocks of 
thinking [Woolfolk 1987]. A schema may be as specific as when recognizing a bird, 
or as elaborate as categorizing different types of birds. As cognitive development 
proceeds, new schemata are developed, and existing schemata are more efficiently 
organized to enhance acquisition of knowledge and adjustment to the environment. 

Relevance for Saidia Mtoto
End users were interviewed to determine certain important mental schema. The 
outcome helped determine the name of the Information architecture, which is 
Saidia Mtoto,  the telephone number to call, the image to be put on the poster with 
instructions about how to use the system, the placement of the A4 poster in the 
medicine cupboard, to some extent the content to be provided under each label and 
the inclusion of cultural features like the biblical scripture on the top of the poster. 
Disclosure of their low income also ensured that the use of the emergency medical 
system would be cost-free for this end user group.

Methodology
Using personae, to create specific scenarios, we worked with couples according to 
the method stipulated by Cooper. [Cooper 1999]. This was to enable the use context 
to be the focus at the time of emergency, give human faces to the target group in 
Kenya so as to focus empathy on the larger user group that the ICT design would 
serve, and develop design strategies to meet their needs.
To stimulate discussion on the upcoming solution, use cases proved very valuable. 
The stakeholders in the designed product could be mapped out and their interests 
included in the design process.[Cockburn  2001]. The value network could also be 
determined in order to be able to monitor, predict and influence the performance of 
the designed system.
In conjunction with the User Centered Design theme, I carried out an interview that 
involved the target group in Kenya. This was to gather data that would be processed 
to yield meaningful schemata and information needs to be met by the designed 
product. 
Benchmarking was also very effective as a method, because it gave a good point of 
reference from which  inferences and good practices could be adopted. It also created 
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a point of reference from where the speed of improvement could be qualitatively and 
quantitatively measured.[Morville and Rosenfiled 2006]
In a task analysis of the designed structure of Saidia Mtoto, the test user took less 
than three minutes to locate the information needed in order to call the emergency 
number on a mobile phone, and access help from the nurse. This was an indicator of 
the product's potential in meeting the end user information needs.

Further user tests involved personae and user narratives. These personae represented 
end users like a single parent, a teenage mother, and the nurse, interacting with 
the emergency system in scenarios depicting typical contexts in Kenya. The initial 
results showed that their needs were effectively met. 

Google docs was recommended by a software developer at Nordjylland Erhvervs 
Akademi[NOEA]. as a cloud application for keeping records, and that was 
advantageous given the Kenyan context of low technology, and low income. It could 
run on common browsers like Firefox 2.0, was a stable product and could enable all 
recent recording activities to be seen online by all stakeholders. The ability for all 
the stakeholders, who included the designer, NGO financiers and the nurse, to see 
all recent activities online is important for financial accountability and a continuous 
evaluation of the system in order to improve it. 
4. Discussion of the findings in Saidia Mtoto

4. Factual information about infant mortality in Kenya
According to the CIA World Fact book in 2007, the infant mortality rate in Kenya 
was about 59.26 deaths/1,000 live births. Worldwide, about 10 million children 
under-five die each year as reported by the UN World Health Organization. Under-
nutrition is the underlying cause for at least 30 percent of the deaths. The rest are due 
to various causes, including lack of knowledge on first aid procedures by parents. 
Health specialists in a project of the United Nations office for the coordination of 
Humanitarian Affairs reported that the number of children dying before their fifth 
birthday in Kenya has risen in the past 10 years. The main causes of death are 
delays in recognizing newborn danger signs as well as in making referrals to health 
facilities. For those with low income in remote areas, these health facilities are often 
located far away, and cost a substantial fee. Many cannot afford these fees.
A UNICEF report also points to the death of children because of the inaccessibility to 
simple low-cost and highly effective interventions. These include exclusive breast-
feeding, prompt treatment of malaria and pneumonia, immunization and prevention 
of mother to child HIV infection. 
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This factual information about infant mortality stresses the importance of Saidia 
Mtoto. For how long will infant lives continue to be lost, while there is a chance 
that something can be done about it? The wire frame of the design is as shown in 
Figure1.

Figure 1: A low fidelity wire-frame of the information poster accompanying  Saidia Mtoto.

The IA structure of Saidia Mtoto
The organization scheme is ambiguous, supporting information seeking by grouping 
items in intellectually meaningful ways. This organization gives shortcuts that trigger 
the right association of label and content in the users mind both before and during an 
emergency, without presenting everything at once.  Labels use differentiate categories 
from subcategories, creating meaning for end users. [Morville and Rosenfild 2004]
The visual data represented on the information architecture structure means that the 
users can find what they need to know.
Rhetorically, credibility of the information architecture increases through the use 
of the address and telephone number of the authority behind Saidia Mtoto. The 
immunization calendar also persuades the end user to associate this poster with safe 
medical care for their child, just like immunization represents safety from infectious 
diseases. Finally, logos is provided by the content author, who is a registered medical 
practitioner, the nurse.
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From problem to solution
In relation to the findings, the communicative consequences proved that this 
research was warranted because innocent lives can be saved using  Saidia Mtoto. 
This emergency medical system provided the necessary information architecture, 
giving information that enabled the target user to know what to do. This filled the 
information gap that existed in the information ecology researched, a gap that if left, 
could continue to facilitate increased infant mortality. 

Lesson learnt and its influence on future research
The greatest lesson learnt from this research area is the need to explore the information 
ecology. The design efforts can be very well intentioned and inspired by real tragedy, 
but the information ecology must be studied to enable a careful integration of the 
system, without causing an ecological problem similar to the Water Hyacinth one. 
Consequently, research is underway to explore the information ecology. The results 
will be ready soon. 

5.   Conclusion and Future work 
The gap that existed was the lack of an information architecture that could meet the 
end users main need.  This need was that of finding and using information in order 
to know what to do during an infant health emergency.  
For this cause, two research questions were formulated to guide the information 
architecture development process as follows:
1. What major user problem does Saidia Mtoto help solve?
2.  How does Saidia Mtoto involve the end users?

The method used in the IA development process was a mobile telephone interview 
of the end users, benchmarking and using cases to gather data for the design. A task 
analysis, persona testing and user narratives were used to test the designed structure 
of the IA product. The results were good, in that  the end user problem of locating 
information in time was solved. The research gap was thus filled. 
The major user problem solved was the design of an IA that helped find usable 
information. This means that these end users now know what to do during an 
emergency involving an infant.

End users were also well involved in the design. They determined the name of the 
Information Architecture, which is Saidia Mtoto, the telephone number to call, the 
image to be put on the poster with instructions about how to use the emergency 
system, the placement of the A4 poster in the medicine cupboard, to some extent the 
content to be provided under each label and the inclusion of cultural features like the 
scripture on the top of the poster. Disclosure of their low income also ensured that 
the Saidia Mtoto system would be free for the target group to find and use. 
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Future research must take into consideration the need to carry out further tests, 
where target users can be involved in a task analysis. This is because the test users 
involved were located in Denmark, a location different in cultural and economical 
dimensions. As I did the user test, I could not help reflecting on the illiterate woman 
in Nairobi, Kenya, who is left alone with a medical emergency system that involves 
reading literature and dialing mathematical figures, or the young parent whose infant 
cannot suddenly breath, yet her mobile phone has not been charged for twenty days 
because there is no paid electricity in the house. 
For large scale implementation, policy applications must consider the economical, 
cultural and geographical differences that would hinder the maximal functioning of 
this emergency system in Kenya.

The first hindrance that I faced during this research work was the distance, 
which meant that I had to conduct a telephone interview. Sometimes during the 
communication process, I received unclear messages because the interview questions 
were misunderstood by the end users. The second hindrance was the lack of related 
literature that covered the design of emergency systems in a similar context. The last 
hindrance was how to contact a large enough number of test users in Kenya, without 
incurring a huge mobile telephone bill, considering that I am still a masters student, 
supported by a student income. 

The information architecture gap has been filled. Initial test results have shown this 
as a solution to the problem that was researched, and the benchmarking process has 
proved useful, in that researchers working in the diaspora can research working ICT 
systems in Europe, and explore how to implement them in African contexts with low 
income and low technology. What remains to be done is to research  the information 
ecology where implementation is to be done in order to find out how best to integrate 
these ICTS. Careful consideration of the existing structures must be taken, to avoid 
destroying the underlying IA structures.

Technology has a common rhetoric that falls into two extreme categories. These 
are uncritical acceptance or blanket rejection. Nardi and Vicki O’Day advocate 
for responsible, informed engagement with technology in local social settings or 
information ecologies. [Nardi and O’day 2000]  
Researching  the information ecology will ensure that a holistic approach is adopted, 
which  integrates the designed Information Architecture well within the unique 
underlying IA structures  in Kenya and other African countries. [Morville and  
Rosenfiled 2006] Literature that guides in the implementation, administration and 
sustainability of such systems in order to make further improvements possible must 
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also be researched and published, considering the cultural, geographical and ethical 
affordances, constraints and restraints involved. 
Similar research will also need the involvement of content authors, who are the 
medical professional, because infant hood medical emergencies might differ from 
Denmark to Kenya. This could be due to various reasons, that can only be determined 
through a further study that involves the medical health experts. The results might 
demand that the structure of  Saidia Mtoto, be altered to accommodate new content, 
or reduce unnecessary content.

6.  Measures to show how the IA, Saidia Mtoto is more effective than its 
counterparts
 A search through possible literature sources and two separate interviews with 
significant medical authorities in Kenya yielded sufficient evidence to draw a 
possible conclusion. This conclusion is that currently, there is no low cost emergency 
system that operates in the category of Saidia Mtoto. One of the interviewees is a 
medical doctor attached to the Millennium project in Sauri, Kenya while the other is 
a senior medical authority attached to Kenya’s largest referral hospital, the Kenyatta 
National Hospital. The doctor from the Millennium project, however, referred me to 
an emergency system known as Child Count +. 
 Child Count + is a mobile health platform. It is developed  by the Millennium 
Villages Project. Its goal is to improve child survival and maternal health by 
empowering communities. 

Child Count + applies text messages to facilitate and coordinate the activities of 
community based health care providers. These health care providers, who are mostly 
the communities health care workers text messages that record and  report their 
patients health status to a central web dashboard. This method of operation helps 
them keep up with the general status of the communities’ health. Communication 
between the health workers and an alert system is facilitated by powerful messaging 
features. This communication helps them monitor health patterns. 
 I have used a persona and a typical scenario as a technique for representing 
the end users and their interaction with the IA of Saidia Mtoto.  [Cooper 1999] 
These interactions highlight the effectiveness of Saidia Mtoto in comparison to its 
exemplified counterpart, Child Count +. The  measure of effectiveness is guided by 
the IA value check list. (Morville and Rosenfeld 2004)
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Jalango Odiero
Jalango is a young mother  who lives in Kawangware, an impoverished slum area in 
Nairobi. She is married to Odiero, and together they recently  became parents to a 
little girl named Atieno. This is their first child. 
At the local clinic, Jalango, like every mother who gives birth there,  was given a free 
poster known as Saidia Mtoto. This poster has instructions on how to observe her 
child’s health, while also providing a free access number that can be dialed during a 
health emergency. It also acts as an immunization calender.  
One night, baby Atieno causes her mother, who is home alone, some major concern. 
She begins to cry when she should be sleeping after breastfeeding, and cries on for 
almost two hours. Jalango knows that something is wrong. She has read about the 
vital health signs of an infant on the Saidia Mtoto poster, and knows that this crying 
is not normal. She paces up and down with the child, trying to comfort it. She sings, 
cuddles and swaddles it, all to no avail.
Finally, she loosens some of the warm clothing around little Atieno, and according 
to the instructions on the poster, lifts the infant. She places the baby on her left 
shoulder and keeps rubbing the child’s back with gentle massages. Little Atieno 
relaxes gradually, belches loudly and falls asleep. Jalango knows that this peaceful 
sleep is the sign of a healthy, contented baby. Consequently, she relaxes, and places 
little Atieno in the baby cot. Covering her gently, she leaves the baby and takes her 
mobile phone from the table. She checks to see if her husband has already called to 
say he is coming home from his low paying night job as a garbage collector. 

a) Saidia Mtoto effectively involves and empowers end users
Saidia Mtoto is very effective in empowering the end users. These end users are also 
parents, whose over dependence upon community health workers is greatly reduced. 
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An example is when Jalango, the persona who represents the end user target group 
knows what to do because her information needs have been met by the emergency 
system, Saidia Mtoto. 

Parents in the target group learn how to monitor the health of their new born children. 
They, for instance, learn to observe vital health signs, signs of sickness and how to 
react during an emergency, so that minimal time is wasted.  Acting within time is an 
important factor in the functionality of successful emergency systems.
Child Count+ on the other hand does not deal directly with the end users. It does 
not effectively empower parents like Jalango. This is despite the fact that they are 
the ones in close proximity with their children and thus best placed to quickly detect 
any health changes. Instead, Child Count+ focuses on empowering the community 
health workers by helping them do their work more effectively. Untimely infant 
deaths can still result because a lot of health emergencies occur in the home. When 
they occur, many first time parents might not know how to react in good time to help 
save life, because they lack the needed information.

b) Other measures that show how the IA, Saidia Mtoto is more effective than its 
counterpart are: 

  It reduces the cost of information finding for the end users. 
Using the persona example, it is clear that the mother of little Atieno could easily 
find information about her child’s discomfort. Consequently, she knew what to do. 
What if she had to spend airtime trying to reach a very busy community health 
worker, or she had to take a taxi to travel to the local health clinic for a diagnosis of 
the problem?

  It reduces the cost of finding wrong information
Wrong information leads to wrong decisions and reactions to emergencies, and could 
even result in death. Death is a costly loss. The IA reduces this loss by availing on 
time the right health information. The content is based on professional guidelines, 
made by a medical professional. This ensures that parents who are end users are 
empowered with the right information. 

  It reduces the cost of not finding information at all
Without Saidia Mtoto, the information needed during an emergency would not be 
found at all. The cost of not finding needed information could be high, for instance 
death. Saidia Mtoto has a place in the home of the end user, enabling the finding of 
needed information. 
In comparison, Child Count+ is a system that cannot be used effectively in the 
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end users home. During an emergency, it increases the cost of finding information, 
because it is not within the end users reach. The end users must contact a second 
party, who is the community worker, to find any information that they need. If the 
community worker cannot be contacted at a given time, then information cannot be 
obtained, and parents might not know what to do until it is too late. 

  It provides a competitive advantage by reducing implementation and training 
costs
The end users on the sending end of communication for Saidia Mtoto live below the 
poverty line. Their income is below 1$ per day. Consequently, they cannot afford 
to spend much on emergency health care. Saidia Mtoto is cost free for the end user. 
Besides, it requires only an A4 sheet of paper and a working standard mobile phone 
for the initial set up. Since the end users already have mobile phones, this cost of 
initial installation, maintenance and administration is negligent. 

On the receiving end of communication, the costs of implementation and 
administration are also very low compared to Child Count +. The initial installation 
is simple, only requiring a simple computer with a working  Internet connection, a 
standard mobile phone and a single nurse. The nurse’s duty is to receive emergency 
calls, maintain the content and keep records on Google docs.  Google docs is a free 
platform and does not need costly development engineering , thus making this IA 
very cost effective. 

  It means reduced staff turnover
The nurse on the receiving end of communication for Saidia Mtoto is already an 
expert and qualified for her job. She does not require time consuming and expensive 
training on how to operate Saidia Mtoto. 

Child Count+ system requires software engineers to develop and continuously 
improve the mobile operation platform, because new needs for the evolution of 
design come up all the time. An example is given, where the system was used in the 
campaign against measles, meaning that adjustments had to be made to accommodate 
the expansion in functionality. Besides, there must be standard mobile phones for the 
sometimes over 100 health workers. Their salaries must also be paid, they need an 
intensive training period before they can effectively use the system and follow up to 
see that they are using the system the right way. This makes it an expensive system 
to operate in situations where economic and human resources are limited.

   Improves knowledge sharing through face to face communication
The end user group of the IA, who are also parents might need to share knowledge 
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about their child. An example is when a young father like Odiero, finds immunization 
information relevant to the upbringing of little Atieno. He then shares it with his 
wife, and a discussion results. The face to face discussion that results is an effective 
way of knowledge sharing. 

With Child Count+ workers text messages that record and report their patient’s 
health status to a central web dashboard. Face to face communication is thus limited 
and yet face to face knowledge sharing  is important because it is a far more effective 
learning and knowledge sharing method. In this kind of communication, the body 
language, facial expression, and tone of voice all act to enhance communication by 
indicating an immediate response to a message.  ICTS like this mobile operative 
system neither laugh at a joke, or nod when an important message is reported thus 
denying its users the known social benefits of face to face communication.

   Small scale implementation
Saidia Mtoto is easy to implement within the existing health policy in Kenya. This 
does not require enormous and expensive planning. All that needs to be done, for 
instance, is establish working relations with local health clinics to register and 
oversee the distribution of the A4 posters to all new mothers falling within the target 
group. Since the system operates at no cost to the end user, a free dialing mobile 
number must be availed. On this line, incoming calls can be received at the clinic by 
a stationed nurse, who then acts as necessary. 
Child Count+, though a promising system, needs enormous resources to be operated 
on alarge scale for which it is planned. This is because it is expensive in terms 
of manpower, economical and technological investment. At the moment, it is only 
available in Sauri village, Siaya district. It might be quite sometime, before polices 
are in place to enable any large-scale implementation in the thousands and thousands 
of needy villages around Kenya. 
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Abstract
In this work, we designed a detection technique from a combination of three existing 
anomaly detection algorithms to detect attacks at the victim machine. The technique 
is a combination the cumulative sum algorithm (CUSUM), the source IP monitoring 
algorithm (SIM), and the adaptive threshold algorithm. It is made up of parallel and 
sequential steps where by the CUSUM and SIM algorithms are designed to work in 
parallel terms, while the adaptive threshold algorithm is run in case the results from 
the two (i.e., CUSUM and SIM) are conflicting. We used simulations to evaluate the 
performance of the proposed technique under various attack scenarios. The results 
show that the proposed integrated approach is capable of detecting a much wider 
range of attacks and even flash crowds, compared to the individual algorithms in 
isolation.

 Keywords: Denial of service (DoS) attacks, Anomaly detection Algorithms, Internet 
Protocol (IP), Transmission control Protocol (TCP), Hypertext transfer protocol 
(HTTP).
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1. Introduction   
Undoubtedly, DoS attacks are one of the greatest security threats facing the Internet 
today, especially, the flooding attacks [Carl, 2006]. These attacks are very easy to 
implement and yet difficult to prevent and protect against because they use legitimate 
TCP/IP protocols and the weakness in the Internet structure.  In order to respond to an 
ongoing attack, it is important to accurately detect the malicious traffic and cut it off. 
There are currently many anomaly detection algorithms designed to detect flooding 
attacks. Though these algorithms have a low overhead, they have a high ratio of false 
alarms [Kim, 2004], and one algorithm cannot detect all the existing attacks [Kim, 
2004]. There are also situations whereby some algorithms can be subverted or fail to 
differentiate between legitimate and illegitimate traffic [Carl, 2006].

In real life, a host is faced with many types of flooding attacks. We proposed a 
solution based on a combination of existing algorithms that use different methods for 
detection in order to build a more effective detection system [Takada, 2001]. There 
exists a number of similar solutions, however the algorithms used are too resource 
intensive to be used in a victim machine. The proposed combined detection system 
consists of the adaptive threshold algorithm, cumulative sum algorithm and the source 
IP monitoring algorithm. These were chosen because they are not computationally 
intensive and they enabled us to monitor two different parameters (traffic volume 
and source IP addresses). The proposed technique enabled us to detect a wide range 
of attacks and to separate a DoS attack from a flash crowd.

Improved detection at the victim will ensure that the victim can defend itself 
[Lakshminarayanan, 2004].  Secondly, since detection is easier at the victim, 
accurate detection at the victim would provide the edge router of the victim network 
with accurate detection information which the router would use to defend against 
the attack using methods like push back and IP trace back. Thirdly, due to the lack of 
centralized administration of the Internet, leaving the DoS detection to be done in only 
the source - network or in the core network may prove to be unreliable.  Detection 
at the victim will ensure that the attack is detected even if the routers failed to detect 
it. Much as there exists a number of combinations of anomaly detection algorithms, 
we aimed at selecting algorithms that are fast and are not computationally intensive 
and could thus be used in a victim of a DoS attack.

This paper is organized as follows: In section 2 we present the related work, and in 
section 3 we mention briefly the existing anomaly detection algorithms and explain 
why we selected the three algorithms. We explain the experimental sup clearly 



297

showing how the attacks were simulated in section 4 and explain how the algorithms 
were used to detect those attacks in section 5.  The analysis of the performance of 
the algorithms is presented in section 6 and it leads to the proposal of the combined 
detection technique in section 7. The technique is discussed in section 8 and we 
finally conclude in section 9.
 
2. Related Work 
In this section we present related work from three groups of authors,  Dainotti et al [ 
2006],  Luo et al [2005] and  Peng et al [2003]. In all these works, anomaly detection 
algorithms were combined to detect different types of attacks.

Dainotti  et al [ 2006] used a combination of adaptive threshold, cumulative sum and 
continuous wavelet transform to detect volume based attacks. They used the adaptive 
threshold and cumulative sum in the first part of their detection engine, which they 
called rough detection. Here an anomaly was detected and an alarm was sent to the 
fine detection engine which was based on the continuous wavelet transform (CWT). 
The CWT would ensure a reduction in the number of false alarms.

In their work, Luo et  al [2005](2005) proposed a two-stage scheme to detect the pulse 
denial of service attacks ( PDoS) on the victim’s side. The methods of detection were 
designed based on two key observations. First, that the PDoS attack causes the rate 
of incoming traffic to fluctuate more severely than would normally be the case, and 
secondly, that the outgoing TCP acknowledgements (TCP ACKs) decline after an 
attack has been launched. The first stage in the detection process employed a discrete 
wavelet transform (DWT) to monitor the variability in the incoming traffic and in the 
outgoing TCP ACK traffic. The nonparametric CUSUM algorithm was used then to 
detect abrupt changes in the incoming traffic and in the ACK traffic.

The detection scheme that was proposed by Peng  et al [2003]  had two engines. 
The first one for detecting abnormal traffic volume in one IP flow and the other for 
noticing rises in the number of new IP addresses. Both detection engines were run at 
the same time and they needed a decision engine to confirm presence of attack. They 
were thus able to detect highly distributed denial of service (HDDoS) attacks while 
ensuring that they could also detect single source attacks.

All the above combinations are excellent proposals and they achieve better results 
than the individual algorithms. This research was therefore not carried out because 
of the weaknesses of these combinations, but to apply the same principle in order to 
design a combination that would detect flooding attacks at the victim.
 



298

Our work is different from Luo  et al’s work [2005], which was focused on detecting 
pulse DoS attacks, and Peng et al’s [2003] work that was focused on HDDoS.  
Dainotti  et al’s  [2006]  work would have been suitable for detecting flooding attacks 
at the victim but according to Carl[2006], wavelet analysis is complex and memory 
intensive and thus would not be suitable for use at the victim’s machine.

3. Anomaly detection Algorithms
There exist a number of anomaly detection algorithms, examples of the most common 
include those which monitor traffic volume [ Siris and Papaglou, 2005;  Dainotti et 
al,  2006], those which monitor the number of new source IP address  [Peng et al, 
2003] and those which monitor the ratio of incoming to outgoing traffic [Abdelsayed 
,2003; Gil, 2001; Mirkovic, 2005]. After reviewing the strengths and weakness of 
each of the algorithms, we selected three algorithms to use. 

3.1  Selected Algorithms
One of the requirements of the selected algorithms was that they needed to have a low 
computational and memory requirement. This is crucial because during the attack, 
the victim’s resources are already constrained. For this research we chose to use the 
CUSUM algorithm [Siris and Papaglou, 2005], adaptive threshold algorithm [Siris 
and Papaglou, 2005] and the source IP monitoring [Peng et al. 2003] algorithm. This 
selection was made after analyzing the strengths and weaknesses of the algorithms. 
The reasons for the choice are as follows;

   The (CUSUM) algorithm was selected because it has a low computational   
overhead and can detect both high and low intensity attacks. 

   The adaptive threshold algorithm was selected because it is robust, has a low 
computational overhead and can effectively detect high intensity attacks.

   Source IP monitoring algorithm (SIM) was chosen because it can accurately 
detect HDDoS and it has the ability to differentiate between a flash event and a DoS 
attack, a feature that CUSUM lacks.

    Due to its complexity and memory requirements, wavelet analysis is not suitable 
for use at the victim’s machine, therefore it was not chosen.

   Rate comparison would have been an excellent choice but however due to lack of 
statistical techniques that use this method, we decided not to choose it in this study. 

To study the performance of the algorithms we simulated attacks and found out 
how the algorithms performed during the detection. In the next section we present 
the experimental setup, the traffic simulated, and the different attack types that we 
simulated.
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4.  Experimental setup

4.1 Topology
We used the Network Simulator (ns)  [vint,2008], to simulate a wired IP network 
with one Web server (the victim), four routers, one egress routers and one  ingress 
router. It had nine clients five of which were generating attack free traffic (legitimate 
Web clients) and the others were generating attack traffic (illegitimate). The WAN 
link had a speed of 64Mbps and a delay of 60ms while the LAN links had a speed 
of 100Mbps and delay of 20ms. Figure 1 shows the simulated topology. In Figure 1, 
nodes 3-6 are the legitimate Web clients, while 8 -11 are illegitimate.

Figure 1: A setup of the simulated topology

4.2  The Traffic
 According to a survey carried out by Moore [2001], most of the attacks on the 
Internet are directed to the TCP protocol and the HTTP (port 80) is among the most 
attacked ports. Therefore we decided to simulate legitimate HTTP traffic using the 
pagepool/webtraf application of ns2 and we superimposed on it the attack traffic 
using the same application.

In a real network, Web clients request the server for a certain number of pages per 
session and each page has a given number of objects. To access each object the 
client has to make a request. The pagepool/web-traff tool simulates this behavior 
by using values such as number of pages per session or page size. According to 
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Feldmann et al (1999), legitimate use of the Web service can be modeled using 
various distributions for different parameters of the Web session. These parameters 
are defined as follows:
 

  Inter-Session time: Time between sessions from different users.
  Pages per session: Number of Web pages accessed within a session by the same 

user.
  Inter-page time: Time between consecutive pages downloaded by the same user.
  Page size: Number of objects within a Web page.
  Inter-object time: Time between requests to objects.
  Object size: Size of an object in KB (equals number of packets required to transfer 

an object). 

Feldmann et  al [1999] proposed the use of either pareto, exponential or constant 
probability distributions to generate any of the above parameters. The types 
of distributions used in the research were adopted from Xei et al [2005] and are 
shown in Table 1. For the exponential distributions the average is shown. For all the 
simulated traffic the inter-page time belonged to an exponential distribution with an 
average of 1, the object size belonged to a pareto distribution with a shape of 1.2 and  
an average of 12 and the inter-object time belonged to an exponential distribution 
with an average of 0.01. 

Table 1: Showing the types of distributions and values used in the research

4.3 Simulated Attacks
We simulated a number of attacks and a flash crowd in order to find out how the 
algorithms behave in different scenarios. We simulated a DoS attack, DDoS 
(Distributed Denial of Service attack), slowly increasing attack, rapidly increasing 
attack and pulse attack. The verification for these attacks can be found in [Takada, 
2001].
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The attacks and background traffic were simulated using the varying parameters, as 
shown in Table 1. Throughout all the attacks, the background traffic was generated 
using the parameters for legitimate traffic shown in Table 1. The background traffic 
is simulated starting at 0 seconds and is generated throughout the simulation. The 
attack traffic is superimposed on top of the background traffic starting at 100 seconds 
from the start of the simulation (except for pulse attacks which start at 80 seconds 
and are repeated every 60 seconds). 

Figure 2: Five pulse attacks starting at 80 sec

During a pulsing DoS attack, short bursts of attack traffic are sent to the victim 
[Luo et al,2005]. In this work, we used a basic description of pulse attacks as being 
attacks in which the attack traffic oscillates between the maximum rate and zero 
[Takada, 2001].  Figure 2 shows an example of the simulated pulse attack using 
the traffic parameters and distributions shown in Table 1. Graphical presentation of 
other simulated types of attacks can be found in [Mbabazi, 2009]. 
In the next section, we show how the selected algorithms, namely CUMSUM, SIM, 
and adaptive threshold algorithm were used to detect the pulse attack shown in 
Figure 2. 

5. Detection
 In this section, we explain how the algorithms were used and we show the graphs 
for how the three algorithms detected the pulse attack. 
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 5.1 CUSUM Algorithm

 The total number of requests (number of synchronization packets) per second,   was 
got. The mean  was calculated every 5 seconds. Using these values  was calculated.

An attack was detected when, where   is the attack threshold. The amplitude 
percentage parameter   was to 0.5. Instead of estimating the mean, the actual mean  
was calculated. The value of   was varied to achieve accurate detection. Figure 3 
shows detection of pulse attacks using CUSUM algorithm.

Figure 3: The detection of pulse attacks using CUSUM algorithm

A more detailed presentation of this algorithm can be found in  [Siris and Papaglou, 2005].

5.2 Source IP Address Monitoring (SIM)
This was used to monitor the source IP addresses and an attack was detected when 
there were many new IP addresses. A database of trusted IP addresses against which 
to compare IP addresses was accumulated before any abnormal rise in IP addresses 
was detected. Since the simulated topology was small (only four attacking nodes), in 
most of the attacks there were only 4 new addresses. In order to have more realistic 
results the individual connections from the same node were considered as different. 
This means that instead of considering source addresses 2.1 and 2.2, as coming from 
the same node (node 2), they were considered as a separate sources.

An attack was detected when the decision function,  . The threshold parameter N = 
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800 was used. A more detailed presentation of this algorithm can be found in [Peng 
et al. 2003]. Figure 4 shows how the pulses were detected.

Figure 4: Detection of pulse attacks using the SIM algorithm.

5.3 Adaptive Threshold
This algorithm as presented in [Siris and Papaglou, 2005] was used to detect an 
attack by comparing the total number of requests  at time,   , to the estimated previous 
mean  multiplied by a factor. In order to reduce false alarms, the alarm was signaled 
when the number of times that the requests are greater than the mean is greater than 
a value,   . However in this work, we needed to use the adaptive threshold algorithm 
to analyze traffic from each source. Therefore instead of using   as the total number 
of requests at time,   , we used  as the number of requests from each source. We used 
this algorithm as shown in Equation 2.

Figure 5 : Showings how the pulse attack was detected using the adaptive threshold algorithm.
A more detailed presentation of this algorithm can be found in [ Siris and Papaglou, 2005].
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6.  Simulation Results
From literature the metrics used to measure performance DoS and DDoS detection 
algorithms vary depending on the aim of the work. Due to the similarity in research 
aims, we used metrics that had been used by [Siris and Papaglou, 2005] and  and  
[Peng et al, 2003]. These are:
 

  Detection delay: The time in seconds from when the attack started to when it was 
detected.

  Probability of detection: This is whether or not the algorithm detects the attack.
  False detection rate: This is a measure of the accuracy of the algorithm.

 
In this section, we discuss simulation results, showing the performance of each 
algorithm independent of the others. Based on the results presented in this section, 
we proposed a new detection technique.

6.1 Probability of Detection
The probability of detection shows whether or not the algorithm detected the 
attack. A probability of 1 means that the algorithm detected the attack (or noticed 
an abnormality),while a probability of 0 means that nothing was detected. Table 2 
shows the probability of detection for each algorithm, for each of the attacks. 

Table 2: Showing the probability of detection of the algorithms

For all the algorithms, probability of detection was high except for the source IP 
monitoring algorithm that failed to detect the DoS attack. The results for the CUSUM 
algorithm and the adaptive threshold algorithm are the same. This is not surprising 
since they both use traffic volume to detect attacks.

6.2   Detection Delay 
Detection delay is the time in seconds from when the attack started to when it was 
detected. By subtracting the start time from the detection time, the detection delay of 
each algorithm for each attack was got. The values are presented in Table 3.
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Table 3: Showing the detection delay of the algorithms in seconds
  
6.3 False Detection Rate (FDR) 
This metric was used to measure the accuracy of the algorithms by monitoring the 
false detections (mistakes) made by the algorithms. A false detection occurs either 
when an algorithm detects an attack when there is none or when an algorithm does 
not detect an attack when there is one. We took the FDR to be the total number of 
false detections. Table 4 below shows the false detection rates of the algorithms.

Table 4: Showing the number of false detections made by the algorithms.

It is clear from Table 4 that the adaptive threshold algorithm was the worst performing, 
with 3 false detections while CUSUM and SIM performed equally well, each with 
one false detection. By analyzing only the columns for CUSUM and SIM, the results 
are the same for most of the attacks except for DoS and flash crowd, where the two 
algorithms contradict each other.

7.  Proposed Combined Algorithm
From the results of the performance of the algorithms as presented in Tables 2, 3, and 
4, the following points were noted;
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 Apart from the detection of DoS attack and flash crowd where CUSUM and SIM 
disagree, they both detected the rest of the attacks.

 In situations where both SIM and CUSUM detected an attack, SIM was the first 
one to detect.

 The results for the adaptive threshold algorithm and CUSUM were similar for all 
situations but the performance of adaptive threshold in terms of detection delay and 
number of false detections was worse. 
 
 Based on the three issues raised above, we concluded the following:

i.  Since SIM had the shortest detection time, its overall performance was better than 
that of CUSUM.
ii.  Since adaptive threshold had the longest detection delays and most false detections, 
it was the worst performing of the three algorithms.
iii.  Despite its poor performance, adaptive threshold algorithm could be used in DoS 
and flash crowd situations to identify the sources of the attack. During a DoS attack, 
there is only one source of abnormal traffic. However in a flash crowd, they are 
more than one and the sources of the abnormal traffic are old (previously existing) 
IP addresses. 

We therefore propose a detection technique as shown in Figure 6. The proposed 
detection technique is made up of two steps, one parallel and the other sequential. 
The first step is made up of the CUSUM algorithm and SIM algorithm running in 
parallel. The second step is made of the adaptive threshold algorithm. Since CUSUM 
and SIM are superior to the adaptive threshold algorithm, they would be run together 
and their results are fed to the decision engine. The result from the decision engine 
determines whether there is an attack or not and whether to run adaptive threshold 
algorithm. The adaptive threshold is run in case the results from CUSUM and SIM 
are conflicting. While CUSUM and SIM analyze incoming traffic in real time, 
the adaptive depends on the data collector to supply it with the necessary traffic 
information (that is, number of requests from each source IP address and the new and 
old IP addresses from the SIM algorithm).
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Figure 6: A flow diagram showing the operation of the combined detection technique

7.1 The Decision Making Process
Table 5 shows the decisions taken by the decision engine in the proposed algorithm 
depending on the outcomes of the CUSUM and SIM algorithms. 

Table 5 : Showing the decisions taken by the decision engine.

The reasons for the decisions taken are as follows:
i. Outcome i: Since both algorithms have detected an attack, then there is obviously 
an attack going on.
ii. Outcome ii: The results of the SIM algorithm show that it can never detect an 
attack when there is none. This implies that if the CUSUM algorithm failed to detect 
an attack yet SIM has detected one, it is mostly just starting.
iii.Outcome iii: In situations where the CUSUM algorithm detects an attack and SIM 
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does not, then the adaptive threshold algorithm can identify whether the source of 
high traffic is one or they are many. 
iv.Outcome iv: Since both algorithms have not detected an attack, then there is 
obviously no attack going on.

7.2 The Second Step of the Technique
In situations where the CUSUM algorithm detects an attack and SIM does not, the 
adaptive threshold algorithm can identify how many sources of high traffic there are. 
If it is only one, this shows that it is a DoS attack.  If they are many, then a decision 
is made as to whether the IP addresses of attack sources are part of the legitimate IP 
addresses (old IP addresses), or if they are new IP addresses. If they are new, then 
this shows that that there is an attack. Whereas if they are old, then it’s an indication 
that it is a flash crowd.

8. Discussion
The successful performance of our technique largely depends on the accuracy of the 
SIM algorithm. This algorithm has been proved to be an accurate algorithm [Peng 
et al, 2003; Takada, 2001]. Working parallel with the SIM algorithm is the CUSUM 
algorithm. From the work of  [Siris and Papaglou, 2005], the CUSUM algorithm is 
also very accurate and robust. Thus the results of the two algorithms, if similar are 
real proof of the presence of an attack. . When SIM detects and CUSUM does not, it 
implies there is an attack. 

However in situations where CUSUM detects and SIM does not, the result of 
CUSUM cannot be relied upon. Thus the individual sources of traffic are analyzed 
by adaptive threshold algorithm. However there are issues that our work raises that 
we address in the sequent subsections.

 8.1 Why three Algorithms?
Since we made it clear that our technique largely depends on the SIM algorithm, one 
wonders why we did not limit ourselves to use only SIM and CUSUM or to SIM and 
adaptive threshold. The reason we used three algorithms is to have accurate results. 
Had we used only SIM and CUSUM, then we would not be able to differentiate 
between a DoS attack and a flash crowd. 

8.2 Reasons for False Detection
The outcomes of the proposed technique as shown in Table 5, are based on our 
findings and from previous work [Siris and Papaglou, 2005; Peng et al, 2003].  
However these outcomes are not exhaustive. For example, what would happen if an 
attacker spoofed trusted IP addresses? In such a situation, SIM would not detect the 
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attack but CUSUM would. Further investigation by the adaptive threshold algorithm 
would show that there are many old sources of attack traffic. This would imply that 
they are trusted sources and it is thus a flash crowd.

8.3 Performance of the Adaptive Threshold Algorithm
The use of this algorithm to analyze traffic from each source may not be realistic in 
real life. The number of sources would be so many that analyzing each would further 
reduce performance of the victim. However since the SIM algorithm uses a database 
of IP addresses, new and old, sampling may be used to select which addresses to 
analyze. The sampling may vary depending on the number of IP addresses. In case 
there is only one source of attack, there would be no need for sampling. The method 
of sampling to be used is an area for further research.

8.4 Choice of detection thresholds
For the CUSUM and SIM algorithms, for each attack, we tried a number of threshold 
values and chose the value that achieved detection in the shortest time.  Since 
this study was not focused on analyzing how varying the threshold values affects 
performance of the algorithms, we deemed it unnecessary to focus on that issue. 
In addition, Siris and Papaglou [2005] carried out a similar study for the CUSUM 
algorithm.

8.5 Limited number of attacks of each type  
We simulated only one attack of each type. This affected our results for example; 
our detection probability values were either “1” or “0”. However, each of the attacks 
simulated had the characteristics of that attack. Therefore we are confident that if we 
had simulated more attacks of each type , the results would have been similar.

9. Conclusion
 In this paper, we presented a novel DoS attacks detection technique based on a 
combined algorithm detection technique, and presented some simulation results 
under varying types of attacks. The selection of individual algorithms was based 
on prior studies and evaluation of their performances to identify their strengths and 
weaknesses. The proposed combined algorithm was derived based on the conclusion 
we derived on the performances of the individual algorithms.

The problem of DoS attack detection is a very wide one and we cannot say that we 
have designed the ultimate solution. However, this is part of the many steps that 
have been and are being made in the journey towards defeating DoS attacks. In 
particular, simulation results show that the proposed technique performs much better 
compared to the individual algorithms. Despite a few weaknesses and limitations of 
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the proposed technique, we are confident that with further testing and improvement 
of the technique, it will achieve and perhaps exceed user expectations. 
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Abstract
Multimodal mobile notification can enable natural and implicit notification in a 
mobile  context by adapting the output modality according to the user’s context. 
There are several  existing models for adaptive mobile notification using context 
awareness. A comparison  of two of these models identified several shortcomings. 
The IBM INS model was selected 
as  the  most  appropriate  model  and  extended  to  support  context  history and  
mode  switching. This paper discusses the proposed model for adaptive multimodal 
mobile  notification together with the development of a prototype, called Mercury, 
based on this  model. The aim of this research was to determine the usefulness and 
accuracy of adaptive  multimodal mobile notification using the user’s context to 
adapt the mode of notification. 
Mercury was evaluated using an extensive field study conducted over a period of 
two  months. The results obtained show that the users found the adaptive mobile 
notification  service to be useful and accurate, but that they had some concerns 
about the level of  interruptions. 

Categories and Subject Descriptors: H5.2 [Information Interfaces and Presentation]: 
User Interfaces - Evaluation/methodology; Graphical user interfaces; Interaction 
styles; Screen design; User-centered design 
General Terms: Human factors, Experimentation, Measurement, Verification, 
Design 
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1.   Introduction 
Computer mediated communication such as email has received a lot of attention 
in recent years. Email allows messages to be sent and received almost instantly, 
regardless of the location or availability of the receiver. The convenience and benefits 
of email have made people reliant on this method of communication. A system 
whereby email notification can be automatically sent to a user’s mobile phone can 
potentially have several benefits. If the user is unable to read a text message for some 
reason, e.g. because he or she is driving a car, multimodality could be considered. 
It has been shown that multimodal interaction is more effective than single mode 
interaction in certain contexts, such as a pedestrian environment [Jöst et al. 2005].1 
 

This paper discusses the development of a model for adaptive multimodal mobile 
notification.  This model  was  based  on  the  IBM  INS  model [Bazinette et 
al. 2001], which was extended to include three separate modules, namely an Input 
Module, an Output Module and a Context Module. This model was used to develop 
a prototype, called Mercury, to provide notification services to mobile users in either 
text or voice using context-awareness. The aim of this research was to determine the 
accuracy and usefulness of an adaptive multimodal mobile notification service. This 
research also aimed to identify any concerns that the users experienced, specifically 
relating to user control, privacy and interruptions. 

The structure  of  this  paper  is  as  follows:  Section  2  describes  the characteristics  
of  multimodal  mobile  notification  and  identifies  the requirements  for  adaptive  
multimodal  mobile  notification.  These requirements are used in Section 3 to 
compare two existing models for mobile notification and identify the benefits and 
shortcomings of each model. Section 4 proposes a new model for adaptive multimodal 
mobile notification. Section 5 discusses the development of Mercury, based on the 
proposed model. An extensive field study of Mercury was conducted, the results of 
which are discussed in Section 6. 

2.   Multimodal mobile notification 
Mobile notification  can  be  defined  as  sending  a  text  or  multimedia  message 
to a group of wireless subscribers. Notification is a form of push technology where 
information is transferred as a result of occurrence of an  event. A wireless subscriber 
is a consumer that subscribes to events in  which the  user  is  interested.  Once these  
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events  occur,  the  event  is published to all those consumers who have subscribed 
to that event. An event is published by notifying all subscribed consumers using the 
most  appropriate device, medium and mode of communication. The mobile  phone 
has become the most popular mobile device in use today because of  its  convenient 
and personal nature. Since mobile phones are primarily  communication tools, they 
can provide ideal support for notification using  different modalities  (e.g. text, voice 
or multimedia)  [Barón and Green 2006]. 

There are several factors contributing towards the need for multimodal mobile 
services. Road safety has become a major concern since the advent of mobile phones 
[Brumby et al. 2007]. Driving and using a mobile phone without a hands-free kit is 
illegal in many countries. Multimodality can provide a convenient means for drivers 
to hear messages without having to read the text [Vilimek et al. 2007].   The number 
of mobile professionals is 2 
 

growing rapidly and these users  are  ideal  candidates  for  multimodal mobile services 
[Colby 2002]. Multimodal systems have also been shown to provide higher levels of 
user satisfaction [Oviatt 2000].  In some studies it  has  been shown that having the 
option of switching modalities was enough to provide greater user satisfaction even 
if the user never actually switched modes [Brewster 2002]. 
2.1  Context-Awareness 

Dey et al. [2001] define context as “any information that can be used to characterize 
the situation of an entity, where an entity is a person, place or object that is considered 
relevant to the interaction between a user and an application,  including  the  user  
and  the  application  themselves.”    The concept of using information collected by 
passive sources to alter the meaning of the data is referred to as context-awareness. 
A context-aware application  takes  the  user’s  environment  into  account  and  uses  
that information to alter the way the data is presented. 
Context can be acquired from several sources including the mobile device, the mobile 
device’s network or a combination of both. For multimodal context-aware mobile 
applications, the application needs access to sensors that may be available on the 
device or from the network. If the sensors that provide context information are located 
on multiple devices, there needs to be a way to synchronize this information. 

2.2  Requirements 
Mobile applications need to support mobility and provide for a large number  of  
subscribers  and  publishers.  Notifying  users  of  content applicable to their current 
location is significantly more effective than notifying  them  of  content  which  is  
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not  applicable  to  their  current environment [Steinfield  2003]. The context of 
use can also determine which mode of communication the user would prefer to use 
[Love and Perry 2004]. In a noisy environment, if the system can determine that 
the ambient noise level is too high for voice output, it can automatically switch to a 
textual mode of communication. 

A set of criteria for an adaptive mobile notification service were derived from 
literature, as follows [Brander and Wesson 2006]: 
1.  Abstraction (context acquisition must be abstracted from context use). 
2.  Flexibility (new sensor technology must be supported without re-designing the 
model). 
3.  History (contextual history must be supported). 3 
 
4.  Distributed Communication  (distributed communication between sensors, data 
stores and modules must be supported). 
5.  Synchronization (multiple  sensors  must be able to synchronize their times in 
order to provide consistency). 
6.  Mode switching (the model must allow for dynamic switching of input and output 
modes). 
7.  Mode independence (the model must not rely on any particular mode in order to 
operate). 
In order for a model to be extensible, it also has to support scalability, namely the  
ability  to  add  new  notification  sources  using  a  plug-in approach.   This allows 
for new services to be added without changing the design of the model.   The next 
section discusses two existing models which support adaptation and extensibility. 

3.   Existing models 
Several models for mobile notification using multimodality and context-
awareness were reviewed. Based on the above criteria, two of these 
models were selected as candidate models. These models were the W3C 
Multimodal Interaction Framework and the IBM Intelligent Notification 
System (IBM INS), which are discussed and compared in the next two 
sections. 

3.1  W3C Multimodal Interaction Framework 
The W3C Multimodal Interaction Framework [Larson and Raman 2003] identifies 
the major components that a multimodal system should possess and describes how 
these components relate to each other (Figure 1). 
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Figure 1 W3C Framework for Multimodal Notification4 

The input is provided  by  multiple  input  modes  and  devices.    The combined 
input  from  all  devices  and  modes  is  then  passed  to  the Interaction  Manager.    
The Interaction Manager  takes  the  input  and combines it with the application’s 
functions, any session information and information about the environment of the 
system and the user.   The model does not, however, cater for more than one service 
being implemented at once as multiple application components would be needed. 

The System & Environment Component allow multiple sensors to be used in 
determining the user’s context. The system and environment information is 
responsible for adapting the output mode based on the user’s context. After the 
Interaction Manager has finished computing an output based on the input, it passes 
the output to the Output Component. 

The Output Component accepts an output string as input, which is then 
processed  to  determine  which  output  mode  will  be  used  for  the 
notification. The Output Component is responsible for presenting the data 
to each user, which could be in SMS format, or via a web page or using 
voice. 

3.2 IBM Intelligent Notification Service 
The IBM Intelligent Notification System (IBM INS)  [Bazinette et al. 2001] is an 
adaptive mobile notification service model which allows users to specify events which 
trigger notifications (Figure 2). These events may require the system to aggregate 
data from various content sources. Each content source has its own Content Adapter, 



317

which checks for new content and then formats the new content in a form suitable 
for use by the service. 
The Content Adapter then informs the Trigger Management Service of the new 
content, which checks if any users are interested in that event.   In this case, the 
Trigger Management Service requests a notification from the Universal Notification 
Dispatcher. The Universal Notification Dispatcher then requests the user’s context 
from the Secure Context Service and makes the notification in the user’s preferred 
output mode. 

The IBM INS model does not support mode switching as user input is limited to 
one mode per operation.   User registration is done solely in one mode (from a web 
interface) and the model is thus dependent on a particular mode. 

Figure 2 IBM Intelligent Notification Service 

4.   Proposed model 
The IBM INS model supports most of the requirements for an adaptive mobile   
notification   service   except   for   context   history,   time synchronization and 
mode functionality.  The proposed model is  an extension of the IBM INS model 
and comprises four core modules and a set of Content Sources [Brander and 
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Wesson 2006].  The Content Sources are responsible for determining when new 
content arrives and parsing that content into a suitable form for further use.   The 
four modules are the Trigger Management Service, the Input Module, the Context 
Module and the Output Module (Figure 3). 

The Input Module is responsible for taking input from the user and converting  it  
into  a  standard  format,  which  is  device  and  mode independent.  The Interaction 
Manager is responsible for combining all the input from the various devices and 
modes into one operation.   Once the Interaction Manager has combined all the 
inputs, it passes the result to the Trigger Management Service. 

Figure 3 Proposed Model for Adaptive Multimodal Mobile Notification 

The Content Sources are the various sources of content that are notified to the users, 
such as mail servers, news web sites or stock market sites.  Once new content is 
available, the Content Retrieval Servlet passes the content to the relevant Content 
Adapter. Once the Content Adapter has converted the content into its own format, it 
passes the new content to the Trigger Management Service. 
The Secure Context Service is responsible for determining each user’s context and 
passing that information to the Output Module. The Secure Context Service consists 
of various sensors, history stores and a Context Request Mediator.  The Context 
Request Mediator  determines  which sensors are applicable to the user and combines 
all the separate sensor information into a single, high level context. 
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The  Trigger  Management  Service  is  responsible  for  initiating  the notifications 
based on events and consists of a Trigger Manager, an Event Matching Engine and a 
set of Data Stores. Each trigger is associated with a particular event or content type 
such as new email arriving on the mail server or a web site being updated. 
The Output Module consists of a Notification Controller, a Preference Engine 
and a Notification Request  Queue. The Preference Engine contains each  user’s  
notification  preferences  and  the  notification 7 
 
preferences for each service.   This allows notifications to be filtered based on content 
type and occurrence. 

When the Notification Controller receives a notification request from the Trigger 
Management Service, it requests the user’s  context from the Secure Context Service 
and the user’s preferences from the Preference Engine.   It then places the notification 
on the Notification Request Queue together  with  the  preferred  output  mode. The 
Notification Dispatcher retrieves  the  message  from  the  queue  and  selects  the  
appropriate gateway(s) to dispatch the notification. 

5.   Mercury prototype 
A prototype, called Mercury (after the Greek winged messenger of the gods), was 
implemented as a proof-of-concept of the proposed model. 
Mercury was designed to provide email notification as well as notification of 
network state changes. User preferences were stored as a link between the mode of 
notification and the user’s context, as discussed in Section 5.3 below. 

5.1  Obtaining Sensor Information 
Several sensors are used in order to determine a user’s context.   Certain sensors 
are more applicable than others, for example calendar information could be more 
relevant to a user’s context than the air-pressure around the user.    In order to cater 
for this, a weighting value is assigned to each sensor with a higher weighting, 
implying more relevance. 
If  a  particular  sensor  is  not  available,  the  weighting  of  each  of  the remaining 
sensors is increased by the ratio of that sensor’s weighting to the remaining sensors.   
The value of a sensor can be binary, boolean or numeric. Calendar information is 
used to determine whether or not the user is in a meeting (boolean).   The value of 
a numeric sensor can range from 0 to 1, with a higher value being regarded as more 
significant than a lower value. 

5.2  Determining Context 
The Secure Context Service uses multiple sensors to determine the users’ context.   
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Each sensor has a weighting (Wi) assigned to it, which is used to determine which 
specific context the user is in.   If a sensor supports that the user is in a specific 
context, the weighting of that sensor  (Wi) is multiplied by the value of the sensor 
(Vi) to determine the weighted sensor value (WiVi).  A total  confidence (Ci)  is  
calculated  for  each  possible 8 
context and the context with the highest confidence is determined to be the most 
likely context, as follows: 
Ci   = ∑ WiVi 
The set of six possible contexts was determined as follows [Abowd et al. 1999]: 
At desk, In a meeting, Sleeping, Home (Other), Work (Other), and Driving. Each 
user’s contextual history is stored to facilitate time-based inferences based on the 
user’s context.   This historical information can be used  to  determine  additional  
information  from  existing  contextual information.   For example, the user’s speed 
can be determined from the history of the user’s location. The user’s context was 
determined by using a combination of the following information: GPS location, 
ambient light level, ambient noise level and the user’s calendar. 
When a user’s context is requested, a SMS is sent to trigger the Context Acquisition 
Midlet running on the user’s mobile phone. The Midlet then does the following: 
Activates the phone’s camera and takes a picture; queries the GPS for the user’s 
current location and movement; records a two second sound clip; and accesses the 
user’s calendar to get the current appointment information. 

The Midlet then sends the information to Mercury which processes this information 
to determine the user’s context.   The picture is processed to determine whether the 
user is under fluorescent light by determining the whiteness of the lighting in the 
picture.   The sound clip is analyzed to determine the ambient noise level, classified 
as being either loud or soft. 
The calendar information is used to determine if the user is scheduled for a meeting 
and the GPS information is used to determine if the user is in a car or not. 

Once the sensor information has been determined, the overall context of the  user  is  
calculated.    For  example,  consider  the  following  sensor information: The user’s 
calendar says the user is in a meeting (value=1); the ambient lighting says he is in 
a office environment (value=0.8); the ambient noise is high (value=0.2); and the 
person is stationary (value=1). 

Using the weightings in  Table1,  the  confidence  of  each  context  is
determined as follows:
Confidence (In a meeting)=0.9*1+0.1*0.8+0.15*0.2+0.15*1= 1.16; and Confidence 
(Other)= 0.5*0+0.5*0.8+0.5*0.2+0.9*0= 0.5. 
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Confidence (In a meeting) is higher than Confidence (Other), so the user’s context is 
determined to be “In a meeting”. 9 
 
Table 1 Example Sensors, Contexts and Weightings 

5.3  Determining Notification Mode 
User preferences are stored as a link between the user’s context and the mode of 
notification.   Previous research has shown that most users are incorrect in their initial 
choice of output mode [Chen and Kotz 2000]. A single-layered  neural  network  was  
therefore  used  to  keep  the  user’s preferences up to date. The neural network was 
based on a typical pattern recognition neural network. 
The neural network uses the set of initially chosen preferences as the base training 
case and training continues for a period of two weeks.  During this training period, 
every time a notification is made, the user is asked if the notification was made in 
the correct mode.   If not, the user is asked what the most appropriate mode should 
be.   The answers to these questions are fed back into the neural network, which 
then adjusts the weightings for each mode. This has the effect of changing the user’s 
mode preferences with actual usage data. 

6.   Evaluation 
The goal of the evaluation was to determine the accuracy and usefulness of adaptive 
multimodal mobile notification in a real-world environment. A field  study was 
therefore selected as the most appropriate evaluation methodology to obtain this 
information [Garzonis 2005]. 

6.1  Evaluation Metrics 
In order to achieve the goals of the evaluation, several  metrics were identified: 
•   How often was the correct context determined? 
•   How often was the correct mode of notification used? 
•   Did the users regard the notifications as useful? 
•   Did the users feel comfortable with the level of control provided? 
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•   Did the users have any concerns about being interrupted? 
•   Did the users have any privacy concerns? 10 
 
6.2  Research Method 
Usability evaluation for desktop environments is not well suited to mobile 
environments due to the lack of situational influences [Duh et al. 2006]. Garzonis 
[2005] showed that field testing is more effective for identifying issues related to 
context of use than traditional laboratory testing.   It was therefore decided that a 
field study would be conducted over a period of two months with the users  being  
required  to  complete  several  user satisfaction questionnaires during the period. 

6.3  Participant Selection 
A sample population which approximated the target user population was selected 
for the field study.    The sample population comprised young executives  employed  
at  the  Bosasa  Research  and  Development Laboratory.   There were a total of  74 
participants, all of whom were between the ages of 23 and 31. Fifty eight percent (43) 
of the participants were female and 42% (31) were male. Each of the participants 
in the field study was provided with a mobile phone, which allowed Mercury to 
obtain the necessary sensor information whenever a request for a user’s context was 
made. 

An interview was conducted with each participant every 3 weeks during which he/she 
was also asked to complete a user satisfaction questionnaire. Upon user registration, 
each participant was asked in which mode of communication he/she would like to 
receive notifications.   For a period of two weeks after  the  initial  registration,  
the  participants  were  asked whether or not the notifications were made in the 
correct mode.   Each response was used to further train the neural network.   Once 
the training month was completed, the following month was used to determine the 
accuracy and usefulness of the adaptive mobile notification service. 

6.4  Results 
The initial user preferences revealed that 84% (62) of participants wanted all of their 
notifications to be made using text except for when they were driving.   Almost all 
participants wanted their notifications to be voice-based whilst they were driving.   
Seven percent (5) of the participants wanted all of their notifications to be made in 
text regardless of the context of use. 
A total of 8,573 notifications were performed by Mercury over the two month 
evaluation period.   Of these notifications, 79% (6,773) were made using the correct  
context (Table  2).    We can therefore conclude that Mercury was highly accurate in 
determining the correct context. 
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Table 2 Accuracy of Determining Confidence

A comparison of the initial preferences chosen by the participants with the preferences 
learned by the neural network was made to determine how accurate  the  initial  
preferences  were.  The  results  showed  that  in  all contexts (except driving), the 
learned preferences were different from the initial  user preferences  (Table  3).    The 
percentage of participants who changed their initial  preferences  was  found to  be  
above 50% for all contexts except driving.

Table 3 Accuracy of Initial and Learned Preferences

Research has shown that users have several concerns with respect to context-aware  
applications,   including   user   control,   frequency   of interruptions,  security  and  
privacy [Barkuus  and  Dey 2003].    The participants were presented with a user 
satisfaction questionnaire every three  weeks in order to measure the effect of these 
concerns.    Each question had a 10-point Likert scale, which asked the participants 
to rank their  concerns  from  None (1)  to  Highly  concerned (10).  The  results 
revealed  that,  as  the  field  study  progressed,  the  control  and  privacy concerns 
become less pronounced while concerns about the number of interruptions  increased 
(Figure 4).     This  concern  could  possibly  be addressed by developing filtering 
mechanisms to reduce the number of mobile notifications received by users. 
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Figure 4 Trends in User Concerns Identified during the Field Study 

7.   Discussion 
The context of a mobile phone user is an important factor in adaptive multimodal 
mobile notification. The user’s context can be obtained by combining information 
from several sensors and data sources that are available on a typical mobile phone, 
such as ambient light level, noise level and GPS location. This context can be used 
to determine the most appropriate output mode to use for mobile notification. Initial 
notification preferences  can  be  obtained  from  the  users,  but  these  are  not  
very accurate,  with the exception of driving, where voice is preferred. An adaptive 
multimodal mobile notification system will need to learn the users’ actual preferences, 
as these are more accurate than their initial preferences. User control and privacy are 
not serious concerns, but the level  of  interruptions  is  a  key  factor  which  needs  
to  be  taken  into consideration when designing mobile notification systems. 

8.   Conclusions 
Mobile notification services can provide several benefits, but need to support 
context-awareness.     This paper has proposed a model that meets the requirements 
for adaptive mobile notification using context-awareness and multimodality.   A 
prototype, called Mercury, was developed as a proof-of-concept of the proposed 
model.   Mercury was evaluated using a field study conducted in a live environment 
for a period of two months. 
The results of the field study clearly showed that the participants regarded Mercury as 
highly accurate and useful. The results also showed that the users’  initial  preferences  
were  often  wrong  and  that  the  learned preferences were more accurate. More 
research is needed, however, to develop filtering mechanisms to address the users’ 
concerns about the number of interruptions. 13 
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Abstract
Health issues in developing countries are becoming more serious day by day, 
as different diseases attack and infect people making the public health sector 
overwhelmed. This has made it difficult for healthy workers to accurately study the 
trend of different diseases in many cases, thus failing to analyze the way patients 
behave after being diagnosed. At the same time there is an increased use of mobile 
information technology gadgets in this wireless communication error, which can 
be used as a way to minimize on the gap between health centers and patients. 
Monitoring and evaluation also becomes a problem as most of the health centers 
in the country luck personnel that can analyze the collected data to effectively give 
reports that reflect what is on the ground. In this paper we propose the use of mobile 
messaging technologies facilitated through a health management system (HMS) to 
enhance health monitoring and patient data analysis. The study, groups patients 
depending on their complications and each group is given a health access key 
(HAKEY) which is used on mobile phones and other mobile wireless communication 
systems to access patient information from the health centers. Patients reply to the 
health workers’ request via short message services (SMS). We find that this mobile 
information technology facilitates the health workers with information which they 
use to effectively monitor and evaluate health performance of different patients in a 
short time.

Keyword: Mobile Messaging Technology, Wireless Communication, Patient, Health 
Monitoring, Information Technology
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1.  Introduction
The rapid growth of wireless systems has increased the demand for fast data 
applications through mobile information technologies. Mobile information 
technology is scalable and easier to manage than the e-mails. Health problems are 
found in different locations worldwide, hence they need instant attention. Mobile 
information technologies can help reduce the gap between health workers and the 
patients, mostly those leaving in rural areas. The evaluation of patients can’t be well 
effected because they depend much on the patient data and the outcome or report 
done by the monitoring team. According to Roland and Peter [2002], if a system 
is to be used in a mobile environment, there is a need to adapt assumptions about 
the usage of the system in order to adapt the instant message system. Monitoring 
can’t be done at all health centers effectively, which calls for more efficient ways of 
collecting data whereby analysis is done and evaluation made on the effort of the 
health workers. Jongbae et al. [2005] worked on a survey on the usage of computing 
and health monitoring system for wheelchair patients and users. They had a good 
online response from the wheelchair users. We notice that, the number of people 
who possess mobile phones is increasing every year and this can help facilitate 
communication in different geographical locations that may hinder movement of 
the health workers. Through mobile messaging technology, monitoring of patients is 
simplified along data collection making it further easy to analyze and evaluate patient 
information. Mobile technology gadgets, such as mobile phones, are effectively used 
by the patients after the health workers sensitize and train them about the software 
that is used in the monitoring and data collection processes. Implementation of 
different instant messaging already exists for platforms such as Pocket PC, PDA and 
mobile phones, however still having the same problems of mobility, [Roland and 
Peter, 2002]. The software is installed on the mobile phones. There are many diseases 
that need the attention of health workers, whereby they have to keep in touch with 
the patients. These diseases include HIV/AIDS, Cancer of any kind, Diabetes and 
malaria, for example, for expecting mothers or pregnant women among many. The 
patients provide the difficulties they encounter. The system is also used to provide 
the health worker with the health progress of the patients through their relatives in 
case the patients can not communicate. We considered parameters such as the dosage 
of the drugs and drug adherence levels which require close knowledge of the health 
workers on the performance of the patient. Drugs may become resistance if the 
adherence levels are low, so health workers normally monitor to reduce such cases. 
The other parameter considered is the doctor visits, patient need to know when they 
are supposed to go back to hospitals to see the health workers. The third parameter 
is the blood samples and other necessary checks that may be required by the health 
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workers. Over a given period of time doctors need to take blood samples from the 
patients. In our mobile messaging technology model, we assume that patient data 
and information is monitored and analyzed correctly.

2.  Related Work
According to Wand et al [2006], many health care services are now delivered in 
outpatient settings where patients receive care then return home. During such care 
patients assume significant responsibility for monitoring their own health status, 
managing recovery and communicating with clinicians from home. Further they say 
that patient regularly coordinate with multiple providers and interact with the health 
information system. Instant messaging has proved it self as an effective tool for not 
only streamlining corporate communication needs but also as a popular social tool; 
[Karen, et al. 2006]. Families use it to communicate daily activities and it also gives 
people an interactive platform. SMS has been used for years in Europe and Asia and 
USA and is beginning to used in other developing countries [Robert, 2005]. While it 
is relatively difficult to enter text in a mobile phone than it is on a computer, mobile 
text messages are being used in learning process. Sharing information and technical 
[Sheila. et al. 2008] exchange can reduce on the amount of time it takes to launch a 
solution and reduce the associated costs. Organizations continue to use trial and error 
when it comes to utilizing mobile technologies in their work. Mobile technology 
initiatives in this field are still emerging, [Sheila et al. 2008]. Mobile solutions, as 
with any other ICT project, need to be appropriate to their environment to have 
impact, and be responsive to local needs and conditions. Many positioning systems 
use the most common GPS. For example, wireless handset is a sort of cellular phone 
commonly used to provide communication system with more features, such as voice-
activated dialing, a WAP browser, and two-way text messaging [Kim et al. 2006]. 
Many purpose built and off-the-shelf systems don’t work in all scenarios providing 
quick positioning in emergency situations, [Ali et al. 2009].

3.  Mobile Messaging Framework
The coming of the wireless application technology (WAP) and 3G mobile 
communications network, including the Wi-Fi, has increased the use of mobile 
communications, thus increasing the need for mobile information technologies. The 
use of mobile messaging technology to monitor patients and analyze their data is key 
to managing patient health data. In our model we consider that all patients have cell 
phones that can facilitate them with communication via Internet, Word processing 
and spreadsheet.  Mobile wireless phones are the most popular mobile wireless 
technology used mainly as personal communication tool [Kim et al. 2006]. Patients 
visit the health center and register for diagnosis for a given health complication. The 
initial data of the patients is taken and they are given a health access key (HAKEY). 
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The HAKEY is used by the patient to access information about their health after the 
health workers have analyzed it. The health monitoring system which is used in the 
mobile messaging technology is installed on all mobile gadgets of the patients and 
or of their relatives. Patients are grouped depending on their health complaints and 
complications. For example, patient who were diagnosed with HIV/AIDS are given 
one group since they have the same complaint; those with Cancer are also group 
together; then each group is given a username similar to the group name. The HIV/
AIDS is given a username such as HIV. The username is easy to remember. However 
the HAKEY is different for every member in the group, which helps in securing the 
patients data from being accessed by unauthorized persons.

 
Figure 1: Mobile Messaging Model

3.1 Messaging Technology
The patients have passwords known as the HAKEY, which they use to access 
their information individually. The messages sent to the patients are normal SMS, 
however showing that it’s coming from a health facility. When the message is 
opened it prompts for the username and the access key - the HAKEY. If the patient 
fails to provide the username and the access key or password then they can not get 
access to the information. Web-enabled cellular is wireless phone similar to cellular 
phones, but has capability of accessing the Web. It uses wireless application protocol 



331

(WAP) as the system to connect to the Internet through a mobile phone [Kim et al. 
2006].  The message sent to each group is the same since such groups have the same 
characteristics in their diagnosis or the same problems are attended to by the health 
workers. Through accessing the mobile web from mobile phones or PDAs, the use of 
wireless application protocol is good for the implementation of the system, in order 
for the patients to access health information and at the same time be monitored. In 
such a case duplication of patient information and data becomes very difficult.

3.2  Monitoring
Application of wireless technologies to promote mobile information technology, using 
packet switched networks is key in promoting monitoring of health centers so as to 
give the patients the required attention. Monitoring is effected by sending messages 
to patients such that they reply by sending answers to the health workers’ questions 
or reply by giving health workers the details on how they fell after diagnosis. The 
system also gives options to patients to assert their situation at that time or over the 
period they last met the Doctor. Below we present a table showing the kind of short 
questions and answers that can help health workers and patients communicate via 
SMS to enhance monitoring of patients and data collection for analysis. 

These types of messages make patients interact with the health workers effectively. 

3.3  Data Analysis
The health management system HMS, used for the mobile messaging technology 
is powered by wireless network technology. The HMS collects patient information 
from the replies made so that they can be analyzed to evaluate the performance of 
each patient group. The analysis relies much on the collected and evaluation made 
is communicated to the patients and then they are given the actual days to visit the 
health facility for another check up.
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4.  Discussion
We use mobile messaging technology to enhance monitoring and analyzing of patient 
data. Patients report to the health facilities to be diagnosed by the doctors. Patient 
information is shared between health workers to get better drug prescriptions. The 
patient data is given to the data clerk to enter in the health management system. 
Since patients are taken as mobile nodes, the health management system powered 
by wireless application protocol, WAP, sends SMS to all patients registered in the 
system. The system groups patients depending on the ailments registered at the 
health facility, making it easy to make follow-ups on the patients. Each patient uses 
a secret key to access personal health data via SMS.  Health workers interact with 
the system often to retrieve patient information, in order to find out their complaints 
and reactions. Further specialist, who are doctors in this case, also access patient 
information, they analyze them and give feedback to the doctors concerned. Patients 
also get drug prescriptions from the health workers which they may purchase at the 
nearest drug shop in case there is need. Since WAP supports web-based applications, 
computers can also be used to access information through SMS.   

4.1  Conclusion and Future Work
We have discussed about enhancing patient monitoring and analyzing their data as 
collected through mobile information technologies. The use of mobile messaging 
technology by health centers is to monitor patients irrespective of their geographical 
location. The health management system is used to manage patient data and facilitate 
messaging which is used to generate health access keys (HAKEY), which the patients 
use to access and reply to information that is requested by the health workers in 
different health centers. The health workers use groups to monitor different patients 
at the same time. Questions and answers are used in the message texting, allow 
patients to either answer questions from the health centers or reply to any request 
by the doctors. We analyze that this system of communication using wireless mobile 
technology makes monitoring and evaluation of patients’ health performance much 
easier and efficient. In future we intend to implement this system into an application 
for mobile information technology services for the health sector.
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Abstract

In networks with sensitive resources  and time critical missions, user identification 
and authentication is essential and critical for all secure access communications 
originating from outside into the networks. However, there are  networks and times 
when entity identification is not required and indeed in some networks, for the 
security of the outside entity seeking authentication, identity must not be revealed 
thus preserving the secrecy and privacy of such entities. Zero knowledge protocol 
(ZKP) using subgraph isomorphism to authenticate new entities requiring entry into 
existing mobile network while preserving entity privacy and identity works well in 
these instances.

1.  Introduction
Communication allows for the transfer of data between two or more entities. This 
transfer of data and knowledge allows for the growth and prosperity of our society. 
The challenge faced is how to determine the data used to make decisions is valid and 
trustworthy. Each side in the exchange must be able to trust the other side and the 
data being exchanged.

In networking, there are many protocols that allow for the verification of nodes 
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attempting to join the selected network. Different protocols require varying amounts 
of time to authenticate a new entity. As network technology continues to change it is 
important to minimize the latency of authentication protocols while still protecting 
the resources and data of the network. 

The development of wireless mobile networks has driven research into network 
authentication protocols that may exclude a trusted third party to verify the 
identity of entities before allowing communication between the newcomer into an 
already existent network. This paper describes a zero knowledge protocol (ZKP), 
one such authentication protocols. The ZKP protocol makes use of subgraph 
isomorphism to authenticate new entities into the secure mobile network. The paper 
is divided into the following sections: related works, research of mobile networks, 
existing authentication protocols, zero knowledge protocols, graph and subgraph 
isomorphism, an algorithm for implementing a zero knowledge protocol using 
subgraph isomorphism, a comparison of PKI to the proposed, and the future of this 
work. 

2.  Related Work
Several interesting zero knowledge proofs are of note here starting with Hannu 
Aronsson [9] work which explains zero knowledge proofs starting with the basics  
including  a summary of all the major  zero knowledge studies. Li Lu et al [10] discuss 
zero knowledge  authentication in  P2P systems. However, they use a modified ZKPI 
scheme that uses a  key exchange but with no third party. Stawomir Grozonkowski 
et al [11] propose a zero knowledge authentication scheme similar to ours using 
graph isomorphism. However their application is based on web applications.  None 
of these and other works is using zero knowledge in Mobile Networks with their 
stringent constraints.  

3.  Mobile Networks 
A Wireless Mobile Network (WMN) is an infrastructure that provides communication 
services through at least one wireless node that is capable of  motion. This type 
of network is transportable and flexible in allowing asynchronous communication 
between nodes in an area.

We consider a timed wireless mobile network in which communication between 
entities is very time sensitive. Entities requesting access to the network need a 
fast authentication protocol, because they will not exist in the network’s area for 
long periods of time. Two entities are essential in the authentication process. The 
first entity/node, the Verifier  is within the mobile network. It is responsible for the 
authentication of the second entity, the Prover, which is outside the network but  
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seeking  the use of the network resources, thus entry into the network. The Verifier, 
therefore, must be able to determine beyond a doubt that the entity seeking network 
resources is trustworthy before it is granted permission. The network’s security is 
another challenge to the development of an mobile network. Malicious users cannot 
be allowed access to the data being exchanged within this network. Any security 
protocol used must allow only those who can be trusted [1].

4.  Zero Knowledge Proofs
A Zero Knowledge Proof is a method of proving one’s identity to another without 
revealing anything except that a statement is true. The statement is usually a 
mathematical one, and also it revolves around a secret. The “Prover” is the one who 
is trying to validate to a “Verifier”[3, 4]. For example:

Once upon a time in the land of Barkfest the noble King Robert sent down a letter 
to dear farmer John requesting a basket of his favorite purple plums. The king made 
this request of John, because only John knew where to find the king’s favorite fruit.
So John set out for the river George to cross the only bridge onto the island Marigold 
where he knew he would find the purple plums in his secret plum patch. As he 
approached the bridge, John prepared to greet his long time friend, the Ogre Jax. 
But, to John’s surprise, a new Ogre stood between him and the only means of getting 
to the island with the purple plums. 
John said, “Where is Jax?” 
The Ogre answered, “Oh Jax is on vacation. I’m his cousin Ralph.”
John replied, “Good to meet you Ralph. I’ve come to pick purple plums for King 
Robert, so I’ll be on my way.”
Ralph moved into John’s path blocking the crossing over the bridge, “No man crosses 
this bridge by decree of the Elder Ogres!”
John was shocked because he had been over the bridge so often to get the king’s 
favorite fruit. He said, “I’ve crossed this bridge many times. Jax knows me well and 
I’m the only person who knows where to find the plums.”
Ralph asked, “So you say you’ve been on the island… are there any rose bushes 
along your way to the plums?”
John replied, “No.”
Very good, thought Ralph. There weren’t any rose bushes on the entire island. Ralph 
asked, “Do bluebirds nest near the plums?”
John replied, “Yes.”
Ralph thought before asking his next question. If there are bluebirds near the plums 
then this patch must be on the north side of the island. There are many red daisy 
plants up there too. John would have seen them if he had actually been on the island. 
“What color are the daisies where your plums are?”
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John replied, “Red.”
Ralph is beginning to trust that John has been allowed to cross over to the island 
before today to pick these plums. He decided to ask a final question before fully 
trusting farmer John. “Will you be heading to the north or south end of the island?”
John said, “North.”
Ogre Ralph was convinced that John had been allowed on the island before. He 
stepped out of John’s way and let the farmer go about his business though never 
knowing where exactly John was headed to pick those delicious purple plums.

A Zero Knowledge Proof must satisfy these three properties: Completeness, 
Soundness, and Zero-Knowledge. Completeness is that if the statement is true, the 
good Verifier will be convinced if the Prover is honest. Soundness is that if the 
statement is false, a deceitful Prover cannot convince an honest Verifier that it is 
true. There is a very small probability that they can. Zero-knowledge is that if the 
statement is true, a deceitful Verifier cannot learn anything about the honest Prover 
[3]

5.  Alternate Authentication Methods
The public key infrastructure (PKI) was created as a means of verifying users on 
the Internet. This authentication protocol uses digital certificates stored by a trusted 
third party, known as the Certificate Authority. The digital certificates are publically 
available and often known as public keys. Each digital certificate uniquely identifies 
an individual or organization. A Registration Authority is used as a verifier to 
guarantee the Certificate Authority can be trusted.
The Certificate Authority creates a public and private key using the same algorithm. 
This allows for a sender to encrypt a message with the receiver’s public key. When 
the message is received the receiver will decrypt using his private key. In return, a 
user can authenticate to another user by encrypting a message with his private key. 
The receiver, in this case, will decrypt the message using the sender’s public key 
retrieved from the Certificate Authority.

Public key infrastructure has the benefit of a trusted third party. The existence of 
a public key with a Certificate Authority for a sender verifies to the receiver the 
message can be trusted and how the message can be decrypted. The security of 
public key infrastructure breaks down if the private key is discovered or intercepted 
by a malicious person. This intruder or man-in-the-middle can then intercept and 
decrypt messages. The intruder is capable of impersonating the user as well.
The public key infrastructure authentication method doesn’t work well in zero 
knowledge protocols in an mobile network because of its use of a third party. The 
delay accrued waiting for the third party to check the directories for a user’s public 
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key is too great to make the protocol a viable solution. Also, the parties must be able 
to verify between themselves that the other user can be trusted since there isn’t a 
third party available to ask.(5)

6.  Graph Isomorphism
Isomorphism is a bijection between the vertex sets of graph G1 and graph G2 such 
that any two vertexes u and v of G1 are adjacent if and only if f(u) and f(v) are 
adjacent in G2 [6]. The graph isomorphism problem attempts to find an isomorphism 
between two graphs. The problem is classified as NP.

Graph isomorphism was not considered for use in this project because algorithms 
such as Nauty, VF and Saucy2 exist that throw  doubt to the hardness of  finding an 
isomorphism between two graphs. This casts doubt of  the security of the use of graph 
isomorphism protocol  in Mobile Networks. Instead, we used subgraph isomorphism 
which is known to be an NP-hard problem and yet may have a solution.

7.  Subgraph Isomorphism
Subgraph isomorphism is an improvement over the use of graph isomorphism in 
the zero knowledge protocol. The improvement comes from subgraph isomorphism 
being an NP-hard problem and therefore more difficult for a malicious user to solve. 
The graph isomorphism problem has been solved and therefore is vulnerable to 
attacks by malicious users. In both methods, the more nodes present in each graph, 
the more difficult the isomorphism is to break.
Any protocol using subgraph isomorphism will start with two public graphs, G1 
and G2. The Prover has a secret that he keeps from all parties. The Prover knows an 
isomorphism between graph G1 and a subgraph, H, of graph G2.

Figure 1: Graph G1
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Figure 2: Graph G2

In the beginning, the Prover will create an isomorphism function and apply it to 
graph G2. This will create an isomorphic graph of G2, known as G3. To start the 
authentication process the Prover will send the new graph G3 to the Verifier. 

Figure 3: Graph G3

In response, the Verifier sends the Prover a bit, c, which is either 0 or 1. If 0, the 
Prover will send graph G2 and the isomorphism function used to create graph G3. If 
1, the Prover will send graph G1 and the isomorphism that proves G1 is isomorphic 
to a subgraph of G3.

The Prover’s secret is never compromised during this authentication exchange. Each 
round will prove either the Prover sent a graph that is isomorphic to graph G2 or the 
Prover sent a graph containing a subgraph that is isomorphic to graph G1. There is 
no method available for the Verifier to extract the Prover’s secret in this protocol.
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The verifier will always have doubt that the Prover is a valid user, because the 
Verifier can never test the Prover’s secret. This doubt is part of the risk of using 
zero knowledge protocols. The verifier’s doubt is reduced through the subgraph 
isomorphism protocol by repeating the above verification steps. As long as the Prover 
doesn’t anticipate the Verifier’s response the Prover must be prepared to answer for 
both 0 and 1. Multiple verification rounds reduce the chance the Prover guessed the 
Verifier’s response. The Prover will gradually gain the Verifier’s trust.
Trust is equal to 1-(½)n where n is the number of times the verification process has 
been run. With each run the Verifier’s trust of the Prover moves closer, but never 
to, 1. The protocol can be set to completely trust a Prover once the trust value has 
reached a specific threshold such as 95%.

8.  The Algorithm
Multiple sections of code are needed to create, test, and verify the isomorphism. 
The Prover must first be capable of creating two public graphs known as ORG and 
LILORG. The algorithm will allow for a random size for graph ORG, but this isn’t 
implemented in the program. The size of graph ORG is known to the Prover. The 
Prover creates a random graph and populates the ORG matrix. Next, the Prover 
creates a random SECRET array. This array is kept by the Prover and never shared. 
It is the isomorphism between a subgraph H1 of ORG and LILORG. Once the ORG 
graph and the SECRET array are created the LILORG graph may be created from the 
known values in ORG. Random generation of the ORG graph and the isomorphism 
is done using C#’s rand() function and a time element to ensure the values are always 
random.

Now that the public graphs and the Prover’s secret have been created the Prover must 
create an isomorphism, known as MORPH, which will be used to create a graph, 
MOR. MOR is isomorphic to the public graph ORG according to the isomorphism 
MORPH. For each verification round between the Prover and the Verifier the Prover 
will create a new MORPH array and therefore a new MOR graph. 
To use the subgraph isomorphism problem in this protocol, the public graph LILORG 
must be isomorphic to a subgraph, known as H, of MOR. At the beginning of a 
verification round the Prover will create an array called LILMORPH. This array is 
the isomorphism of the subgraph H of graph MOR and the LILORG public graph. 
Creation of LILMORPH is accomplished using the knowledge of the SECRET and 
the MORPH isomorphisms that already exist to the Prover.
Now that the Prover has created his public graphs, ORG and LILORG, and has made 
an isomorphic graph MOR to graph ORG, he is prepared to respond to the Verifier’s 
request whether it is a zero or a one. The Verifier must be able to verify the Prover 
is being truthful during each round. The Verifier will do this by testing that either 
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MORPH is an isomorphism between graphs ORG and MOR or by testing for a 
subgraph of MOR, called H, is isomorphic to LILORG according to the isomorphism 
array LILMORPH the Prover provides. The Verifier will alter his trust level of the 
Prover and continue verification rounds until either a threshold of trust is met or the 
Prover has proved to be untrustworthy. (Note: Figures within this document are for 
demonstration and explanation purposes only.)

The Prover creates an isomorphism by randomly populating an array known as 
MORPH. The MORPH array is as long as the number of nodes in the public graph, 
ORG. Each index of MORPH relates to a corresponding vertex of ORG. The random 
number stored at index 0 will be the node of the isomorphic graph MOR that is 
isomorphic to vertex 0 of ORG. The random population of the MORPH array is 
accomplished using C#’s rand() function, adding to that the current system time, and 
using the modulo operator. This results in a different array each time the program 
is run. 

Figure 4: Extract from ORG’s matrix for vertex 0 showing edges 
between vertex 0 to the eight vertexes of ORG

Figure 5: Randomly created MORPH array. The index of the array corresponds to the vertex of the ORG 
public graph. Values in the MORPH array correspond to vertexes of the MOR graph.

By applying the MORPH array to the matrix of the ORG public graph the matrix 
for a new MOR graph is created. The MOR graph is isomorphic to the ORG public 
graph according to the MORPH isomorphism function. Figure 3 shows an extract 
from the isomorphic graph MOR’s matrix.



342

Figure 6: Extract from MOR’s matrix for vertex 3. Vertex 3 is isomorphic to vertex 0 of the public graph 
ORG. Vertex 0 of ORG has edges to vertexes 1, 2, and 4. These vertexes are isomorphic to MOR’s vertexes 
0, 7, and 2 according to MORPH.

The MOR graph is not the only object the Prover must be capable of generating. The 
Prover possesses the SECRET array. The SECRET array defines the isomorphism 
between a subgraph, known as H1, of the ORG public graph and the LILORG public 
graph. The Prover will never share the SECRET with the Verifier, but must still 
prove knowledge of the SECRET. 
To prove knowledge of the SECRET without giving it away, the Prover must know 
the subgraph, known as H, of the isomorphic graph MOR that is isomorphic to 
LILORG. This isomorphism, called LILMORPH, is generated after the MORPH 
isomorphism has been created. The Prover’s knowledge of the SECRET and 
MORPH isomorphisms allow for the creation of the LILMORPH array. The index 
of LILMORPH is the vertex of LILORG. The value stored at this index is the vertex 
of MOR isomorphic to this corresponding vertex of LILORG. 

Figure 7: The Prover’s SECRET. Stores the vertexes of a subgraph of ORG and the isomorphic mapping 
to the vertexes of LILORG

Figure 8: LILMORPH array is created after applying the MORPH array to the Prover’s SECRET array.

At this point the Prover has created all objects he may need for one verification 
round with the Verifier. Subsequent verification rounds will require the Prover to 
create another random MORPH isomorphism, MOR graph, and LILMORPH array.
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Figure 9: Components of the algorithm and how they relate to each other. Items in boxes are graphs. 
Lines represent the isomorphism between the two graphs.

MOR is a graph that is isomorphic to the public graph ORG. It is sent to the Verifier 
at the start of each verification round. The Verifier will store the matrix for this graph 
for later use during the verification process. The Verifier will now request data from 
the Prover by randomly choosing between 0 and 1. This is accomplished by using 
C#’s rand() function, adding to that the current system time, and using the modulo 
operator to get a zero or one. 
The Verifier will send the random value to the Prover. If a zero, the Prover will send 
the matrix for the ORG public graph and the MORPH array. If a one, the Prover 
will send the matrix for the LILORG public graph and the LILMORPH array. The 
Verifier must now be able to confirm the Prover created a graph isomorphic to ORG 
or the public graph LILORG is isomorphic to a subgraph, H, of MOR.

The Verifier already has the MOR matrix and has sent a zero back to the Prover. The 
Prover now provides the ORG matrix and the isomorphism array MORPH to the 
Verifier. The Verifier uses the MORPH array on the isomorphic graph MOR’s matrix 
to create what he calls the UNMOR matrix. Once populated, the UNMOR matrix 
is compared to the ORG matrix. If any value of UNMOR’s matrix is not equal to 
the value in ORG’s matrix the Prover will be proven to be a liar and communication 
will terminate. If all values in UNMOR’s matrix match those of ORG’s matrix the 
Verifier will increase his trust of Prover using this equation:

TRUST= 1 – (½)n

There is a fifty percent chance the Verifier will send a one to the Prover. In this case 
the Prover will send the LILORG public graph’s matrix and the LILMORPH array 
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to the Verifier. The LILMORPH array will allow the Verifier to determine if the 
LILORG public graph is isomorphic to a subgraph, H, of MOR which the Verifier 
already has. 
Using the LILMORPH array, the Verifier can extract a subgraph of MOR into a new 
matrix called LILUNMOR. This LILUNMOR matrix will be compared to LILORG’s 
matrix. If there are any values that are not equal between the two matrices the Prover 
will be considered untrustworthy and communication will terminate. If all values in 
LILUNMOR’s matrix match those of LILORG’s matrix the Verifier will increase his 
trust of Prover using this equation:

TRUST= 1 – (½)n

The value of n is understood to mean the verification round number. This number 
starts at one and is incremented after each round. Verification ends when TRUST 
is greater than 0.99. At this time the Prover is permitted to communicate with the 
Verifier.

9.  Simulation and Results
The simulation was coded in C# using Visual Studio 2005. It uses a GUI window 
to display the results, a Graph class to hold all the variables used and threads to 
simulate the authentication. The algorithm was tested in several different ways. One 
way uses hard coded graphs. Another uses randomly created graphs for ORG and 
LILORG, with the user being able to select the number of nodes. 
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At the top left of Figure 10, there is the iteration number, the total time in milliseconds, 
and the trust level. Below that is the Communications window. It shows the log of 
actions between the Prover and Verifier threads. On the top-right is where we find the 
area for Randomly Created ORG and LILORG graphs. You can choose the size of 
your graph by clicking on the corresponding button on the right. Clicking the Update 
button will show the results of the simulation. Below the Random area on the right 
is the smaller simulation using hard coded ORG and LILORG graphs. These graphs 
are 8 and 5 nodes respectively. To the bottom right is where we randomly create 2 
graphs, an ORG and LILORG. This section looks for a subgraph of ORG that is 
isomorphic to LILORG. If a subgraph of ORG is found, the display shows the list of 
ORG’s nodes that make up the subgraph in the textbox labeled Secret.  
Below the Communications window is the “step through” button that goes step-by-
step through the algorithm. It shows the graphs used in each step, the current trust 
level and the iteration count. 

To collect results the simulation was run seven times and the elapsed time was 
recorded for each run. The results of several runs based on node size were plotted in 
several graphs. As you can see in Figure 11, the number of nodes in a graph do not 
appear to have a bearing on the runtime of the algorithm.

Run Times in Milliseconds
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In Figure 12 the average runtime required for the 5, 10, 15, 20, and 64 node graphs to complete is 
displayed.
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It is important to note that this timing function does not measure the latency time 
on transferring the graphs from the Prover to the Verifier. The graphs are stored in a 
static class that the two share. This timer feature is only measuring the time it took 
to complete the verification process. 

9.1   ZKP Compared to PKI

We also compared the algorithm to a commonly used authentication algorithm, PKI. 
The code for the PKI authentication was created by CryptoSys[8]. A trial was used in 
this experiment. The only modification that was added was a timer function. Figure 
13 is a display of the interface produced by the program. 

Figure 14 shows the run times for seven authentication runs using PKI. The average 
of these run times is 280.29 milliseconds. By adding together the runtime results 
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for all graph sizes in all trial runs, the average time for our authentication algorithm 
is 267.43 milliseconds. These results suggest our subgraph isomorphism algorithm 
actually runs faster than the PKI authentication protocol.
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Figure 14 shows the run times for seven authentication runs using PKI. The average 
of these run times is 280.29 milliseconds. By adding together the runtime results 
for all graph sizes in all trial runs, the average time for our authentication algorithm 
is 267.43 milliseconds. These results suggest our subgraph isomorphism algorithm 
actually runs faster than the PKI authentication protocol.
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In Figure 15, the averages of the runtimes of each authentication protocol are 
compared. It can be seen that the zero knowledge protocol proposed by this paper 
performed better than the PKI protocol.
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10.  Theories on time variances 
As seen in Figure 11, there doesn’t seem to be a correlation between 
the node size of the graphs and the run time it takes to authenticate. 
One theory for this is the computer that the simulation is running on. 
There may be other processes that use more of the computers resources 
at given runs compared to other runs. For example, the laptop that ran 
the simulations also had Norton 360, which is known to be a resource 
hog at varying times. Also, there were 2 instances of Visual Studio 
2005 processing as the simulation is being run. These may consume 
resources and cause variance in the runtimes.

Another possible cause of the varying runtimes is the authentication 
protocol’s program itself. The algorithm is designed to create graphs 
randomly and on the fly. Part of the initialization of the Prover requires 
random SECRET and MORPH arrays to be created. To populate the 
MORPH or the SECRET array a random number is chosen between 
zero and the number of nodes in the ORG graph. One constraint on the 
MORPH and SECRET arrays is no duplicates. Due to the completely 
random number generation in the program, it is possible for a number to 
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appear more than once or for a number not to appear for many random 
number generations. This aspect of the program will take a different 
amount of time to run each time it is requested. The Prover creates 
one SECRET and a new isomorphism for every verification round, 
so the seven creations of the MORPH array throughout verification is 
another explanation of the variance in runtimes during testing. 

8.  Future Works
Zero Knowledge Protocols are designed to work between two parties, 
the Prover and the Verifier. Through verification rounds the Prover 
attempts to convince the Verifier he possesses a secret. Over time 
the Verifier may trust the Prover has a secret and allow the Prover to 
communication with the Verifier. 

The trust the Verifier has for the Prover does not transfer to other nodes 
of the network. Future work and continuation of this project needs to 
look into how the Prover earns the trust of the entire network once 
accepted by the Verifier.

The program used to test the algorithm may be furthered to place the 
Prover’s and Verifier’s code on separate nodes of a network. This will 
allow testing of signal delays and give a better estimation of time to 
run this protocol.

The subgraph isomorphism problem is a difficult problem without a 
good known solution. While we tried this solution, it was run for a 
short time  and using very small graphs. 
The program randomly populates two matrices which represent the 
two graphs G1 and G2. In the current form, graph G1 is a five node 
graph and graph G2 is a three node graph. The matrices are populated 
the same way as ORG was in the algorithm above using C#’s rand() 
function and a time element.
Once the graphs are created, the program uses three for loops to  
iterate through all possible subgraphs of graph G1. The three for loops 
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provide three different nodes of G1 from which to create a subgraph. 
A temporary matrix is populated with the data from the G1 graph for 
these three nodes. 
Once generated, the program checks if the subgraph is isomorphic to 
graph G2 by comparing the values in the two matrices. If any values 
are found to be different between the two matrices the subgraph is 
considered a failure and the program moves to the next subgraph. 
If at any point a subgraph matrix matches the values of G2’s matrix 
the program prompts that it was successful. If the program finishes 
without finding a subgraph the user is prompted that no subgraph of 
G1 is isomorphic to G2.  The program is very specific and works only 
where graph G2 contains three nodes.
There is room to expand on the proposed solution for the subgraph 
isomorphism problem. The solution created during this project is 
very specific to the size of graph G2. More time and dedication to the 
problem may result in solving for larger graphs and a better thought 
out, overall solution.

10. Conclusion
This project produced a new authentication protocol for networks and 
wireless mobile networks in particular. The subgraph isomorphism 
problem was used in combination with a zero knowledge protocol to 
provide the means of verifying a new entity to an existing network. 
The wireless mobile network we are working with is extremely time 
sensitive and data passed through it must remain secure. Without the 
use of a third party, the Verifier works to ensure the Prover can be 
trusted. The proposed protocol remains secure as the Verifier is 99% 
sure the Prover can be trusted before allowing communication to 
occur. Through development, simulation, and testing the proposed 
authentication protocol has shown to be comparable and an improvement 
to the runtime of the existing PKI authentication protocol. Since graph 
size didn’t have a noticeable effect on runtime, this protocol could 
be used for much larger, and therefore more secure, graphs in future 
implementations.
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Abstract
This paper describes the development of a reliable and accurate License Plate 
Recognition (LPR) system.  In view of its potential application in traffic monitoring 
systems and highway toll collection, LPR systems have recently attracted considerable 
interest as part of an Intelligent Transport System. While much commercial work has 
been done for Iranian, Korean, Chinese, European and US license plates, little work 
has been done for developing country LPR systems [Jameel 2003].
In general LPR consists of four stages; Image acquisition and processing, License 
plate extraction, License plate segmentation and License plate recognition. This 
paper utilizes algorithms for the extraction stage, based on vertical edge detection. 
The segmentation stage is performed using two algorithms: division by eight and the 
horizontal and vertical projection profile also known as the peak to valley method. 
Finally two approaches of performing recognition are investigated, namely, template 
matching and artificial neural networks, particularly the multilayer perceptron.
The system was implemented using Matlab 7.6 (R2008a), Microsoft Visual Studio 
and Wamp Server tools. The performance of the system on about seventy real images 
resulted in a predictive accuracy of about 86.99% using the template matching 
recognition algorithm after segmenting with the peak to valley method. 
Due to time and resource constraints, this application was not able to cater for 
foreign and special license plates. However, its development is a big step forward in 
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our country Kenya in terms of technology and if deployed to the different application 
areas, it would be of great benefit. This is in terms of revenue collection and enforcing 
security.

Keywords
Plate Localization, Connected Component Analysis, Segmentation, Vertical Projection 
Profile, Template Matching, Peak to Valley, Optical Character Recognition.

1.  Introduction  
License Plate Recognition: License Plate Recognition (LPR) is an image processing 
technology used to identify vehicles by their number plates. In view of its potential 
application in traffic monitoring systems and highway toll collection, LPR systems 
have recently attracted considerable interest as part of an Intelligent Transport 
System. The first invention of the Automatic Number Plate Recognition (ANPR) was 
in 1976 at the Police Scientific Development Branch in the UK. Prototype systems 
were working by 1979 and contracts were let to produce industrial systems, first 
at EMI Electronics then at Computer Recognition Systems (CRS) in Wokingham, 
UK [Wikipedia 2009]. In this paper we present an LPR system as an application of 
computer vision which is concerned with the theory for building artificial systems 
that obtain information from images [Wikipedia 2009]. There are different algorithms 
that have been used in the process of license plate recognition for different countries. 
The reason is that climatic conditions e.g. winter, type of plate, alphabet etc. for 
different countries vary. One algorithm could work very well for a given country’s 
plate but very poorly for another. We address the problem of an LPR system for a 
typical developing country Kenya’s, license plates. 

Application of LPR Systems: There are numerous applications of license plate 
recognition systems for any given country. They include highway electronic toll 
collection, automatic parking attendant e.g. in banks, hotels, airports and fleet 
vehicle compounds, customer identification enabling personalized services e.g. in 
golf clubs, leisure centers,  petrol station surveillance, speed limit enforcementand 
security among others.  The following section illustrates the application of such 
systems [Jameel 2003].

Law Enforcement: In this case the license plate is used to produce a violation fine 
on the speeding vehicles, illegal use of bus lanes, and detection of stolen or wanted 
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vehicles. A speeding car’s image can be caught by a traffic camera and the image 
sent to the system for processing to try and identify the particular car. The violators 
are presented with the image of the vehicle as well as the speeding information as 
proof. 

 Parking: The LPR system is used to automatically enter pre-paid members and 
calculate parking fee for non members by comparing entry and exit times. So, a 
vehicle will be recognized as it enters the parking lot and it’s information as well as 
time is stored. During exit, the car is recognized again and its fee is calculated.

Figure 1:  How an Automatic LPR works

Automatic Toll Gates: Manual toll gates require a person to stop so as to pay an 
appropriate tariff. In an automatic system, the vehicle does not need to stop. As it 
passes the toll gate, it would be automatically classified in order to calculate the 
correct tariff. 

Border Crossing: This application can be used assist in registry of entry or exits to a 
country and can be used to monitor border crossings. Each vehicle is registered to a 
central database where additional information can be added.
 
Similar existing applications
Malaysian Vehicle License Plate Localization and Recognition System: 
This system was developed based on digital images and could be easily applied to 
commercial car park systems for the use of documenting access of parking services, 
secure usage of parking houses and also to prevent car theft issues. The license 
plate localization algorithm was based on a combination of morphological processes 
with a modified Hough Transform approach and the recognition of the license plates 
was achieved by the implementation of the feed-forward back propagation artificial 
neural network [Ganapathy and Lui 2007]. 
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Visicar, A neural network based artificial vision system for license plate 
recognition:
This is a neural network based artificial vision system able to analyze the image of 
a car given by a camera, locate the registration plate and recognize the registration 
number of the car. The main features of the system presented are: controlled 
stability-plasticity behavior, controlled reliability threshold, both off-line and on-
line learning, self assessment of the output reliability and high reliability based on 
high level multiple feedback. It has an OCR engine [Draghici 1997]. 

2.  Methodology
The development of the number plate recognition system was achieved using a 
streamlined iterative and incremental software process. This involved a combination 
of software engineering techniques Rapid Application Development (RAD) and the 
spiral model. Unified Modeling Language (UML) was used to model the detailed 
requirements of the system.

Global System Architecture: The overall License Plate Recognition system is based 
on a three-tier architectural framework where the top tier is the GUI-enabled client 
interface of the standard-alone application. This top tier interacts with the middle tier 
that comprises the image pre-processing module and the actual recognition module.
 
This middle tier can be viewed as the engine of the NPRS application. It receives 
user input, processes and after the plate has been recognized, it is stored in the 
database. The database is used to store the path to the image and the license plate 
that has been found after recognition. These images have high storage requirements 
that would result in slow response time due to the time it takes to retrieve them 
from the database. The images were therefore stored directly on a specified folder to 
minimize retrieval overheads. 

3. Implementation
A License Plate Recognition system has four major stages: 
Image Acquisition and Processing: Acquisition of images for this application was 
done using a Nokia N95 8GB phone which has a camera resolution of 5Mega pixels. 
Still images instead of real time image capturing were used due to limitation of 
resources. 

The image processing stage was accomplished by first cropping the 1024 by 768 
pixels image to a smaller size. Image pre processing techniques such as changing 
to grayscale, binarizing were then used on the cropped image. Further processing 
was done by performing median filtering [Schulze 2001], dilation and erosion 



359

[Mathworks 2009]. The image was then smoothened using convolution after finding 
the vertical edges using the sobel operator. 
Plate Localization: The main focus of performing image processing was so as to 
prepare the image for further processing which is plate localization. Due to the fact 
that car images have more horizontal edges as compared to the vertical edges, the 
vertical edges were used to find the plate region. Connected Component Labeling 
[Fisher et al. 2003; Eddins 2007] technique was used to filter out the irrelevant 
objects in the image. From the various experiments performed, it was found out that 
Kenyan plates have certain specific properties in terms of the vertical edges and the 
distance between the two edges of a license plate. The properties that were used to 
eliminate irrelevant objects in the binarized image included the area, aspect ratio, 
distance and the angle between the edges found. This stage resulted in finding the 
license plate region. 

However, it is important to mention that this is the most difficult part of the application. 
The main drawback being that standards for license plate are lacking, some are very 
old and therefore the important objects in the image are not easy to retrieve.  
License Plate Segmentation: Segmentation for this application was done using two 
methods; peak to valley (horizontal and vertical projections) [Jameel 2003] and the 
divide by eight algorithms (new- based on the characteristic of Kenyan license plates 
that have seven characters and a space which could fit one character). The horizontal 
projection which is the sum of the pixel values along the rows was used to remove 
the noise at the top and bottom of the extracted plate. Vertical projection or the sums 
along the columns was used to find the characters in the plate found. The peaks 
represented the characters while the valleys show the white region between the 
characters. Segmentation was then performed based on the peaks and valleys. The 
divide by eight technique was used because Kenyan plates have seven characters 
and a large space large enough to be a character between the third and the fourth 
characters. The fourth segment was discarded. This method would however not 
work for those plates with less or more than seven characters.

Optical Character Recognition: The final stage after segmentation is character 
recognition. This was performed using two methods namely template matching 
[Wing Yi 2003; El-Adawi et al.] and neural networks (the multilayer perceptron)
[Mathworks 2009]. 

Template matching was performed using two sets of templates. One set was made 
up of perfect characters which were downloaded. The second was prepared from 
the images that had been collected. The use of two sets was done to achieve better 
accuracy. A correlation function was used to compare the match between the 
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character segment and the templates in the database. The character that returned the 
highest match was output as the recognized character. A point worthy of note is that 
the number and letter templates were separated to reduce the error rate.

The multilayer perceptron was also used to implement the recognition module. 
This was done for comparison purposes. This was so as to find the best performing 
algorithm.  The perceptron was designed to have one input, output and hidden layers. 
Two perceptrons were designed. These include the number and letter perceptrons. 
The reason for this was to improve the accuracy and avoid ridiculous results such as 
a letter being recognized as a number.

The hidden layer for the number perceptron had 40 neurons while the letter perceptron 
had 67 neurons. These numbers were settled at after conducting various tests and it 
was found that they returned the best results.
Figure 2 and 3 illustrate the image processing stage where a still image is fed to the 
system as input and various processes such as cropping, binarization and connected 
component analysis are carried out.
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Figure 2: Image Processing   Figure 3: Image Processing

Figure 4: Plate Localization

Figure 4 illustrates the plate localization stage where the objects in the image 
are filtered based on certain criteria leaving our object of focus, the license plate 
region.
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Figure 5: Segmentation & Recognition

Figure 5 show the final stages of the system output where the plate region found 
is segmented and recognition performed. Detected characters on the left are those 
found using the template matching OCR algorithm while those on the left are using 
the multilayer perceptron.

4.  Results
The performance of the LPR application was determined in several ways:
Compare the results of the recognition stage after doing segmentation using the peak 
to valley method.  Approaches used were: template matching and artificial neural 
network.
Compare the results of the recognition stage after doing segmentation using the 
divide by eight algorithm.  Approaches used were: template matching and artificial 
neural network. The number of images used to test the application were around one 
hundred.
The analysis performed on the performance between the two segmentation methods, 
showed that that the peak to valley method led to better recognition results as 
compared to the divide by eight algorithm. The predictive accuracy of the template 
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matching after segmentation using peak to valley algorithm was found to be 86.99% 
while that of using the divide by eight was 84.22%. The artificial neural network 
was found to perform poorly in comparison since it had an accuracy of 79.10% after 
segmenting using the divide by eight method. The results of segmenting using the 
peak to valley method gave the poorest results of 70.36% after recognition using the 
artificial neural network (see Figure 6 below). 

Figure 6: Predictive accuracy graph

The images were fed into the application straight from the phone used to capture 
them, no manual processing was involved.
The accuracy indicated by the above graph was per plate and not per character. 
Due to resource constraints, it was not possible to compare the performance of this 
application with others that may  be existing and could be localized. However, it is 
important to mention that the reason different countries and regions have developed 
LPR systems is due to the fact that weather conditions among other aspects that 
influence accuracy come in to play and as we know, they vary. Also the character 
fonts, number, how they are combined differs greatly from one country to another. 
This is why this application was developed specially for the conditions and rules 
specific to Kenya. 

It is also important to note that most of the time, inaccurate results occurred when 
old car images were processed. This is because it was difficult to locate the plate 
region as a result of faded and scratched characters on the plate. Other cases of 
misclassification that were prevalent included the characters F and  P, E and F, K 
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and X, 5 and 6 and G and C. However, having two sets of templates improved the 
results.

The diagram below is an example of a scratched plate that was successfully extracted 
from the image. The characters 8 and S were however misclassified since after finding 
connected components, the two characters resulted into more than one object, hence 
KAU762ST result by the best algorithm. Fig. 8 illustrates a processed image with no 
vertical edges found, hence it is not possible to extract the plate region.

Fig. 7: Scratched Plate

Fig. 8: Vertical Edges not found

5. Conclusion and Future work
License plate recognition applications are important applications which have hardly 
been embraced in developing countries such as Kenya. There are numerous possible 
areas of deployment for such applications which could lead to improved efficiency 
and reduced corruption cases if they were used by the City Councils to automate the 
task of manning parking lots, toll stations and border crossings. Business premises 
would also experience improved security if they deployed this system since it would 
be able to regulate the car owners who gain entry into their premises’ car parks. 
Improvements that can be done to this system would be incorporation of recognition 
of foreign number plates such as the red and blue plates. It would also be efficient 
if it was interfaced with a camera that captures images and processes in real time. 



365

Since in this system the images were captured from the front of the vehicle with the 
main application area being deployment at exit points, in future, it would be of more 
benefit if the system could process images captured from different angles.
It has been observed that different algorithms perform better given different conditions 
and plates. This is why there is ongoing research of the best performing algorithm 
overall that can suit different environmental conditions. Some interesting alternative 
algorithms that would be probable to explore include the feature detection methods 
of SURF and SIFT.

Embracing this technology would lead to enhanced security and better revenue 
collection by premises owners and local governments, hence more funds available 
for community development among other benefits. Image processing technology has 
great potential as it can be used in a variety of tasks to provide localized solutions for 
developing countries such as Kenya as this paper has outlined. 
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ABSTRACT

In East Africa and Africa in general, we have several innovations in the payments 
processing sector that are each aimed at solving a critical business function. 
Currently, we have payment systems such as mobile payment systems from Telco 
providers, instant remittance systems, card based payment systems from banks, 
Electronic Funds Transfer systems and Real Time Gross Settlement systems. Each 
type of payment systems has its own standards and protocols for integration to client 
facing applications. Mobile payment systems use telecommunication protocols such 
as: GSM, SMPP, CDMA, GPRS, and microwave. Card based systems use protocols 
meant for secure card payments such as: magnetic strip cards and smart/chip cards. 
Electronic Funds Transfer use interchange specification formats that are based 
on ISO 8583 standards.  To tackle the issue of incompatibilities among the above 
diverse protocols, this paper explores an agent-based model for coordination and its 
impact in unifying payments from various industries. In this paper, an agent-based 
model for coordination is designed and an illustration on how to use open source 
tools such as: jPOS, Java and XML to implement such models.

Categories and Subject Descriptors: I.2. [ARTIFICIAL INTELLIGENCE]: 
Distributed Artificial Intelligence - Coherence and coordination; Intelligent 
agents; Multiagent systems; K.4.4 [Electronic Commerce]: Distributed commercial 
transactions
General Terms: Online payments, Real Time Gross Settlement, ISO 8583, Electronic 



368

Funds Transfer, agent coordination 

* Zablon O. Ochomo (ochomoz@gmail.com), Elisha Opiyo (opiyo@uonbi.
ac.ke), William Okello-Odongo (wokelo@uonbi.ac.ke), School of Computing and 
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1.  Introduction
In an effort to reach the unbanked people and financial institutions outreach on 
alternative banking channels, Africa has seen a revolution in the range of payment 
solutions. The unbanked now have access to micropayment services offered by the 
telkom providers through their mobile phones. The telkom providers setup virtual 
banks that serve the subscribers using their mobile phones by application of common 
telkom protocols such as: SMS and USSD. The best examples of such ground 
breaking services are the M-Pesa [MPESA 2010] from Safaricom Kenya and Zap 
[ZAP 2010] from the Zain mobile network in Kenya. With much progress that is 
happening in the payment industry, no efforts have been made to ensure existing 
and new innovations interoperate. This paper looks at existing payment systems and 
analyzes them based agent based models for coordination [Chavan et al, 2008]. The 
paper finally, illustrates an agent-based integration framework for integrating legacy 
and new payments systems in the African region.

2.  Related work
Real Time Gross Settlement systems are EFT applications that enable cross bank 
transactions in real time. They provide a reliable bus for users to initiate payments 
into others accounts held with other banks. It has become the preferred means of 
payment of amounts exceeding certain limits in some countries. [Ruzbeh, 2010]

ATM/POS switching networks also provide a means of dispensing cash and 
purchasing goods or services. They are card based systems where users access 
services through secure terminals. The terminals which include POS and ATMs 
have special encryption and authentication mechanisms that have over time enabled 
automated and self service cash management. These networks rely on TCP/IP based 
protocols such as ISO 8583, XML, and HTTP. 

Online payment gateways such as Google checkout, PayPal, and JamboPay are 
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payment services that integrate into the online merchants shopping carts to enable 
funds transfer from the buyer to the seller accounts. The accounts could be affected 
through credit/debit card transaction or a micropayment method where both parties’ 
online balances are affected. The payment gateways provide data interchange 
through their special APIs such as HTTP/HTTPS or web services.

To address the disparities in the above payment methods, Multi-Agent Systems 
(in Artificial Intelligence) can be used to model an integration framework that can 
promote interoperability and solve difficult coordination requirements. This paper 
explores an agent based coordination model aimed at unifying data interchange from 
various sources and its impact in revolutionizing payments in developing countries.

3.  Research framework and methods
In this section, basic operation setup for targeted payment systems is illustrated. The 
payment setup analysis is based on the three basic components of an agent-based 
coordination model that is: coordination model, coordinables, coordination rules and 
security considerations. This approach is used in order to analyze the inherent agent-
based aspects of payments systems and therefore, allow the agent-based approach 
to securely solve problems in the payments domain. The fundamental coordination 
media, coordinables, coordination rules, and security considerations are broken down 
for each payment system and their unique data interchange requirements exposed. 
The main systems analyzed are the ISO 8583 based such as ATM/POS, Real Time 
Gross Settlement, mobile payments, and the online payment systems.

3.1 ISO 8583: ATM/POS and other switching applications
ISO 8583 standard is a card originated transaction message that defines the data 
interchange specifications between financial entities such as banks, switching, 
bridging applications and devices. It guides the exchange of electronic transactions 
made by card holders using payment cards such as credit or debit cards. A sample 
ISO 8583 message for cash withdrawal is shown below.

<send><isomsg direction=”outgoing”><field id=”0” value=”0200”/><field id=”2” 
value=”9000000000000001”/><field id=”4” value=”000000310000”/><field 
id=”11” value=”473593”/><field id=”32” value=”444111”/><field id=”41” 
value=”10000002”/><field id=”43” value=”agent test zone”/><field id=”49” 
value=”404”/><field id=”102” value=”2222222233333333”/></isomsg> </send>
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3.2.1 Analysis

i) Coordination media
The main channel of data interchange is the TCP/IP networking where data is sent by 
client to the server and reverse as packets. In some cases GPRS networking is used 
for devices such as POS. In the case of GPRS the data services are provided through 
the telkom network. 

ii) Coordinables
The main objects being coordinated are the ISO 8583 messages. They are TCP/IP 
data packets encapsulation of financial services requests such as: balance enquiry, 
cash withdrawal, funds deposits, funds transfer, and statements requests.

iii) Coordination rules
These are the rules guiding the interchange of data and interpretation of service 
requests. They are derived from the ISO 8583 standard where the request and 
responses are evaluated based on the message format such as: message types, 
processing codes, return codes, and data elements.

iv) Security considerations
To securely interchange data in this setup we need a trusted Virtual Private Network 
with a private-private key encryption. Further security can be enhanced by encrypting 
certain data fields like PIN blocks.

3.2 RTGS – Real Time Gross Settlement System
The Real Time Gross Settlement processing is a means of making payments by 
account holders of one bank to a different bank in real time while each transaction 
is settled independently. This standard forms a critical backbone on which payments 
exceeding certain amounts are settled. For banks to initiate and receive such 
transactions, they need an interface system that can interpret RTGS messages. 
The RTGS messages are ASCII formatted text sent over a TCP/IP network. The 
communication can be basic sockets that asynchronously process requests on given 
ports. A sample RTGS message format is given below.

Sample message for open notification 
{A:CBSF24O000001000SBIN0001001200701081730}
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3.2.1 Analysis

i) Coordination media
The RTGS message can be transmitted as TCP/IP packets. The interchange setup 
may be a simple client server communication, where, the server application binds on 
a network address and a port. 

ii) Coordinables
The main objects of interchange are the RTGS messages. They consist of data 
elements and commands packaged as TCP/IP packets.

iii) Coordination rules
The RTGS interchange standards guide the communication. The RTGS interchange 
rules have certain control data elements that help to understand the message such as 
message identifiers.

iv) Security considerations
To securely interchange data in this setup we need a trusted Virtual Private Network 
with a private-private key encryption. Further security can be enhanced by encrypting 
certain data fields like PIN blocks.

3.3 Mobile payments
The mobile payment applications operate based on the telecommunication protocols. 
The protocols, though less developed are used to give users an interface on their cell 
phone mostly using the USSD interface or SIM card menu. The wire protocol is 
mainly SMS and SMPP. The SMS is basic text messages transmitted from one GSM 
device to another using the GSM network that is subscribed to and sometimes routed 
based on the roaming agreements. The SMPP protocol is used to overcome the SMS 
approach constraints by delivering the messages through TCP/IP packets. A generic 
message structure is shown below.

Message template: command#recipient#amount#sender
Message: transfer#07909999999999#20000#0719999999999

The submitted message is received at the SMSC and passed to the virtual banking 
system. On the bank’s side, a special SMS or SMPP interface has to be developed to 
parse the incoming messages and perform the right action on the accounts affected.
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3.3.1 Analysis

i) Coordination media
The mobile payment setup allows information to flow on different channels before 
final delivery. In a typical case, the data is transmitted through the GSM network 
channels from source to destination and sometimes from GSM network channels to 
TCP/IP channels when SMPP transmission is involved.

ii) Coordinables
The objects involved in this setup are SMS messages that are transmitted using 
the GSM protocols and the TCP/IP message packets that are delivered through the 
SMPP protocol.

iii) Coordination rules
The user data and commands entered in the mobile interface are controlled by the 
SIM menu provided. The menu of the SIM application ensures the correct entry of 
data and then triggers the right action in the background. The same case applies for 
USSD menus, where the prompts the user is served helps to construct the meaning of 
the service requested. The command in the background could be a simple structured 
SMS that will be interpreted on reception at the SMSC.

iv) Security considerations
Mobile GSM technology security can be enhanced by introducing trusted Business 
to Business connections such as VPNs with 3DES encryption of the payload.

3.4 Online payment gateways
An online payment gateway is a secured web portal that enables users to pay for 
goods and services using the credit/debit cards, bank accounts or online balances. 
The online payment gateway such as PayPal or JamboPay provides a mechanism for 
online merchant websites to redirect their shopping carts to the gateways secure site 
for payment actualization. 

Sample FORM for JamboPay merchant integration:
<form method=”post” action=”https://jambopay.com/WTCartProxy” target=”_
blank”>
<input type=”hidden” name=”item_type” value=”cart”>
<input type=”hidden” name=”item_name” value=”general shopping description”>
<input type=”hidden” name=”business” value=”merchant email@yourdomain.
com”>
<input type=”hidden” name=”amount_1” value=”4000”>
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<input type=”hidden” name=”rurl” value=”http://www.yourwebsite.com/done.
php”>
<input type=”image” src=”https://jambopay.com/img/buynow.gif”>
</form>

The web service approach involves the merchant web pages invoking a web service 
hosted at the payment gateway servers. The web service call is made through a 
SOAP message that carries same data as above HTML FORM only that in this case 
it is in XML format.

3.4.1 Analysis

i) Coordination media
The payment gateways data interchange is in the forms of TCP/IP channels, HTTP/
HTTPS channels and RMI/RPC channels. The TCP/IP channels help in client server 
communications while HTTP/HTTPS are used in transmitting the FORM elements 
on the web interfaces. The RMI/RPC is used to transmit the SOAP messages in a 
setup that requires web services.

ii) Coordinables
In the payment gateway scenario, the communicating entities mainly manipulate 
HTTP GET and POST query strings. The query strings carry the data as name value 
pairs that can be processed by any server side running script. Sometimes, interchange 
objects may be the SOAP messages. The SOAP message is usually a XML formatted 
RPC/RMI message tunneled through a TCP/IP request. The SOAP messages are 
applicable when web services are being used.

iii) Coordination rules
The business activity intended for each data interchange is determined by the name-
value pairs parsed in the HTTP query strings or the web methods and parameters 
invoked with the web service.

iv) Security considerations
Web based transactions security can be enhanced by deployment of public-private 
KEYs from Certificate Authorities like Verisign, Thawte, and COMODO. These 
security entities can help in managing the public and private KEYs/certificates for 
identity management and encryption.

4.  Discussion 
In the section above, simple analysis of various payment methods following the 
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agent based model’s three key components [Chavan et al, 2008] revealed that most 
payment systems can be analyzed easily using the framework. A summary of the 
findings above is shown in the diagram below.  

Payment 
gatewayRTGSMobileISO 8583

HTTP/HTTPS, 
RMI/RPC

TCP/IP, 
SocketsGSM, SMPPTCP/IP, GPRS

HTTP Query 
string, SOAP 

message
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Fig: Payment systems coordination elements

The findings above show that payment systems are inherently agent-based models 
that depend on communication channels such as GSM, TCP/IP, SMPP, HTTP, RMI/
RPC and other wire protocols. The results also show that each payment system 
exchanges data based on some standards or rules. These rules vary so much from 
one method of payment to another while the data exchanged is a simple ASCII or 
binary data encoded using the rules defined.
The above finding can be reorganized in a more generic way that can help to realize 
one main system that has customizable coordination media adaptors, flexible 
message packagers and easy coordination rules implementation through dynamic 
class loaders. One such framework is jPOS, a Java Professional Open Source library 
for development of card based payment systems. 

jPOS based solution
jPOS is a Java® platform-based, mission-critical, ISO-8583 based financial 
transaction library/framework that can be customized and extended in order to 
implement financial interchanges [jPOS]. The framework has useful features that 
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makes it able to solve the problem of payments systems integration. Some of the key 
features are outlined below.
Q2 module: It contains adaptors which provide the Q2 lifecycle (init/start/stop/
destroy) that are used to manage the services running on different ports and other 
jPOS components. Q2 provides an easy way of deploying each component as a 
QBean and provides one file per component for configurations. QBeans are Java 
JMX MBeans that are used to manage the frameworks life-cycle operations. 
Message packagers: These are components that provide XML based message 
templates. They help the framework to pack and unpack messages when they arrive. 
How the message is packaged determines the data interchange formats between the 
communicating entities.

Channels: They implement the wire protocol. They are used to receive and send the 
messages. They deal with the channel communication protocols such as TCP/IP, 
directory polling, SMPP, GSM and others.
Space:  This is a general purpose coordination component that helps in matching 
requests and responses. It is a Map like representation of objects lists in a name-
value temporary storage. 

Based on the jPOS architecture discussed above, a general purpose model can 
be realized that can help to integrate the payment systems discussed earlier. The 
model follows the agent based model design requirements of a coordination media, 
coordinables, and coordination rules. In this approach, all payment applications 
running in different institutions are treated as software agents since they run 
autonomously and run their tasks on the behalf of the hosting institution. The diagram 
below illustrates such a model designed for this paper.
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Coordination laws
 adopted ISO 8583 interchange specification
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The model consists of a coordination media, coordinables, and the coordination 
rules. The basic elements of the model are outlined below. 

Coordination media: the layer is made up of message packagers, channels, channel 
multiplexers and space components that help in realizing the coordination media. In 
this layer, the RTGS messages, ISO 8583 messages, SMS, SMPP messages, HTTP 
Query strings and SOAP messages can be processed using customizable message 
packagers. The communication protocols such as sockets, GSM, GPRS, RMI, and 
RPC can be managed using the channel adopters that are associated to the message 
packagers in a peer pattern.

Coordinables: the key objects that are exchanged in this setup are the ISO 8583 
messages. Each payment system message is adopted by its message packager to 
fit into an XML based ISO 8583 message. The main benefit of this arrangement 
is a standard set of operations that can be carried out on all the messages. In this 
layer, the RTGS messages, ISO 8583 messages, SMS, SMPP messages, HTTP 
Query strings and SOAP messages are all re-packaged as ISO 8583 messages before 
retransmission to destined institutions. 

Coordination rules: from the coordinables layer, all messages are converted into ISO 
8583 standard. Therefore, the governing rules for the data interchange are adopted 
from the ISO 8583 1data interchange specifications. In this case, standardization has 
been achieved. 
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5.  Conclusions
The work in this paper revealed that payment systems can be treated as an agent 
system acting on behalf of their hosting institutions. Some of the agents identified 
are: ISO 8583 Agents, RTGS Agents, GSM/SMPP Agents and HTTP/HTTPS 
Agents. This paper further shows that legacy payment systems in Africa can be 
analyzed using multi-agent systems methodologies where each payment system was 
analyzed based on basic elements of an agent based coordination model. The basic 
elements of such a model are: coordination media, coordinables, coordination rules, 
and the security layer. Based on the analyzed elements for each payment system, a 
generic coordination model that has customizable communication channel adopters, 
message packager, and coordination rules based on ISO 8583 interchange standard 
was illustrated. This paper has therefore, shown that legacy payment systems around 
Africa can be integrated using Artificial Intelligence Multi-Agent Systems models 
such as the one illustrated here.

6.  Future work
From the finding in this paper, the key areas of concern for such a model proposed are 
data security and compliance standards. More research is required in establishment 
of data security and payment systems compliance standards that can protect users in 
the African region. The unique setup of the micropayment options in Africa requires 
special standards that fit into the African context.
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Assessing the Performance of two Artificial 

Neural Networks in the Classification of 
Cassava Mosaic Disease 

Jennifer Rose Aduwo and Acellam Guy

Abstract 
Cassava Mosaic disease (CMD) has caused  severe losses to cassava production, In 
Uganda, production losses due to CMD is estimated at US$ 60 million annually and 
region wide losses in East Africa have been estimated in excess of US$ 100 million 
annually. The impact of the CMD is food security crisis and widespread poverty in 
districts where cassava is used for food crop and commercial purposes. To enhance 
the management of the CMD pandemic, timely information about the disease is 
required. Such information currently takes long to be obtained due to problems 
with the availability of competent staff and coordination of paper reports. Yet timely 
information on the health of cassava plants is vital for the proper management of 
the disease in the country. In this paper, we propose a classification system based 
on Artificial Neural Network (ANN) techniques to provide a more efficient solution. 
We compare the relative performances of two approaches (multi-layer perceptron 
(MLP) and radial basis neural network (RBNN) built using matlab R2007. The 
data used in the study came from the C3P field survey of pests and disease of six 
districts in Eastern Uganda, collected by Namulonge Crops Resources Research 
Institute in 2007. It was divided into training and testing data sets. We used the 
number of white fly nymphs, number of white fly Adults, extent of white fly damage, 
sooty mould severity and CMD severity as inputs to the ANN models. We found that 
RBNN performed better than MLP on this data. The performance of the models was 
evaluated using mean square error (MSE) and the Receiver operating characteristics 
(ROC) curve. The results indicate that MLP and RBNN computing techniques can be 
employed successfully in the classification of CMD data. 

Keywords: Cassava Mosaic Disease (CMD), Artificial Neural Networks (ANN),Multi-
layer perceptron(MLP),Radial Basis Function Neural Network(RBFNN).
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1. Introduction
Cassava Mosaic Disease (CMD) greatly impacts Cassava yield [Sseruwagi et 
al, 2004],, [IITA, 2003], [Otim Nape, 2001]. It is one of the diseases that affects  
cassava the most in Africa, caused by whitefly –borne cassava mosaic virus 
(Family:Geminiviridae; Genus: Begomovirus) [Sseruwagi et al, 2004], [Otim Nape, 
2001]. The disease is spread by a whitefly, which carries the virus from an infected 
plant to other plants, when feeding on the leaves, consequently destroying the plant’s 
chlorophyll and hence its ability to feed itself resulting into poor yields. Research 
also indicates that use of infected stem cutting as planting materials can spread the 
disease. The symptoms of the CMD  are: (i) bright yellow chlorosis (bright yellow 
leaves) affecting much of the leaf area (ii) severe distortion of leaf shape with 
reduced size and (iii) stunted plant. Its existence in Uganda dates back to 1928[Otim 
Nape, 2001].
The disease is known to cause severe loss of cassava yield and achievable yields 
in Africa are estimated to decrease by 15% to 24%, which is equivalent to 12 to 23 
million tonnes per annum [IITA, 2003]. In Uganda, an estimated production loss of 
600,000 tonnes amounting to US$ 60 million annually triggered large scale famine 
and death of 3,000 people..

The impact of the CMD pandemic would result into potential food security crisis, 
widespread poverty and unemployment since cassava is predominantly grown by 
small holder farmers for food and commercial purposes. Secondly, the effects of 
the disease would slow the market diversification of cassava use in the following 
sectors): (i) livestock feed, (ii) textile industry, (iii) pharmaceuticals, (iv) alcohol and 
other beverages [IITA, 2003].

Consequently, there is need for timely and accurate information about the CMD 
infection types to enhance the management of the CMD. This information would 
be used in planning, implementing, monitoring, communicating appropriate 
intervening strategies and predicting the CMD disease incidence. However, such 
information currently takes long to be obtained due to problems with the availability 
of competent staff and coordination of paper reports. Yet timely information on the 
classification of the CMD survey data into healthy and not healthy is vital in the 
proper management of the disease in the country.

We propose a classification system based on Artificial Neural Network (ANN) 
techniques to provide a more efficient solution. ANN techniques have never been 
applied in the classification of CMD data, despite the fact that Neural Networks have 
been applied successfully in a wide variety of areas [Fang et al, 2009], [Mucherino et 
al. 2009], [Kisi,2009],[Kumar et al,2008],[Wang et al, 2006] and [Hagan et al, 1996] 
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and their performance have provided promising results.
The rest of the paper is organized as follows:  Section 2 provides an overview of 
the literature reviewed, section 3 highlights the methodology used in the study, and 
section 4 provides the results and discussion of the study. The conclusion  and future 
work is in section 5.

2. Artificial Neural Networks
An artificial neural network (ANN) is an interconnection of simple processing nodes 
whose functionality is modelled after the node in the brain. The ANN consists of an 
input layer, an output layer and at least one layer of nonlinear processing elements, 
known as the hidden layer [Kumar et al, 2008]. The input values to the network 
are received from the input layer through the hidden layer to the output layer. The 
processing of input values is done within the individual nodes of the input layer 
and then the output values are forwarded to the nodes in the hidden layer. The 
values obtained as inputs by the hidden layer nodes are processed within them and 
forwarded to either the nodes of the next hidden layer or nodes of the output layer [ 
Chen and Mlynsky, 2007],[Kasabov, 1998], [Hagan et al, 1996].
The processing capacity of the network is determined by the relative weights of the 
connections in the network. Supervised learning or training is the process of changing 
the weights of the links between the nodes of the network to map patterns presented 
at the input layer to target values of the output layer. This is done using training 
algorithms[ Chen and Mlynsky, 2007],[Kasabov, 1998], [Hagan et al, 1996].
 
2.1 Architectures of artifical neural networks
a) Artificial Neuron -Perceptron
McCullosh and Pitts in the 1940s designed the first artificial neuron with signal 
transmission characteristic simillar to that of the biological node [Fang et al, 2009], 
[Hagan et al, 1996]. In the biological neuron, signal transmission from one neuron to 
another is implemented through synapses (a point at which a node’s axon connects 
with another node. The effect is to raise or lower the electrical potential inside the 
body of the receiving node. If the potential reaches or exceeds a threshhold value, 
the node fires[ Chen and Mlynsky, 2007],[Kasabov, 1998], [Hagan et al, 1996].
. The perceptron consists of input layer of nodes Ni for i=1,....,n where n is the 
number of inputs. Each of these is connected to a single output node implementing 
a threshhold node function. The input nodes implement the identity node function, 
where the input is the same as the output. Thus these nodes only act as place holders 
of inputs. Each node to node connection is associated with a weight vector wi  for 
i=1,..., n representing the strength of that connection. This arrangement forms the 
single processing neural network called a perceptron which was first formulated by 
Rosenblatt[Hagan et al, 1996].
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b) ADALINE (ADAptive LInear Node) network
Bernard Widrow and Marcian Hoff introduced ADALINE network in 1960 and 
a learning rule which they called the LMS (Least Mean Square) algorithm. Their 
network is very simillar to the perceptron, except that its transfer function is linear 
instead of hard limiting. Just like the perceptron network, the network can only solve 
linearly seperable problems, however the LMS algorithm is more powerful than 
the perceptron learning algortihm. Adaline networks are being used in digital signal 
processing, for instance most long distance phone lines use ADALINE networks for 
echo cancellation[Hagan et al, 1996].

c) Multi-layer perceptron Architecture (MLP)
MLP is the most used type of artificial neural network [ Mucherino et al. 2009]. In 
MLP, the nodes are organized in layers. The input layer contains nodes that receive 
the input signal, which is fed to the network. However, these nodes do not perform 
any task.  There are also the hidden layers between the input and output layers. The 
nodes on the output layer are active, and the result they provide is considered the 
output provided by the network. Each node receives input signals from the nodes 
in the previous layer and sends its output to nodes in the successive layer. The 
arrangement of nodes in layers and their interconnections describe the structure of 
the multilayer perceptron [ Mucherino et al. 2009]. Figure 1 provides an example of 
the multilayer perceptron.
For instance, when the input in is given to the network, it is transmitted through the 
nodes of the input layer and it is sent to the hidden layer, the nodes in this layer get 
the signal and compute the activation value as the weighted sum of the received 
signals:
Net activation (a)j = ∑ wijoi  

Where wij is the weight associated to the connection between the node i of the 
previous layer and the node j, and where oi is the output provided by node i. the 
weights are assigned to the links connecting nodes and their effect can be to either 
increase or decrease the signal. Once the activation value has been computed, nodes 
process this value by using a predefined function which is usually sigmoid or a 
logistic function [Mucherino et al. 2009].
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Figure 2:  Architecture of RBNN –adapted from [Kisi, 2009]

The output of the radial basis function depends on the distance between the input 
vector and a stored vector to that function. The basis function has parameters centre, 
C and width Φ [Demuth and Beale,1998]. For the Gaussian function, the width 
corresponds to the variance, theta whose peak is zero distance and decreases as the 
distance from the centre increases. The function makes the RBF networks highly 
specialised pattern recognizers [Demuth and Beale,1998]. 

 The function is similar to the sigmoidal function of the back propagation network 
being continuous and differentiable but having a bell shape. The output layer nodes 
of RBF network implement linear functions. The transformation from input space to 
the RBF network hidden layer  is non linear whereas the transformation from hidden 
node space to the output space is linear[Kisi, 2009],[Demuth and Beale,1998]. Thus 
the hidden layer nodes of RBF network form the basic difference between MLP feed 
forward network.
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2.2 Data processing with Artificial Neural network
A node takes multiple values as inputs; these are processed and forwarded as a single 
output to the next node. For instance:

Given a node j. Its output Oj is given by:

   Oj      = f (∑ (xji   wji))

Where Oj  is the output of node j, xji the ith input of node j and f is the transfer 
function. Transfer functions are responsible for changing the weighted sum of inputs 
to a value forwarded to the next node. The most common types of transfer functions 
are: [Hagan et al, 1996].

a) Binary transfer function

The binary transfer function is represented as:
  
f (a)  =        1,  if a≥0  -1,  

otherwise

  Its variant are -1 and 1 makes it a poor smooth function.

b) Sigmoid function

This is the function that makes Multi layer perceptions very popular, their output 
values are in the range of (0, 1)

        1 f (a) =           1 + e-a

   
c) Hyperbolic tangent transfer function
The output from this function is in the range of ( -1, 1)

    Sinh(a) ea  - e-a
   f(a)     = tanh(a)  =         =   cosh(a)  ea  + e-a
            
d) Gaussian activation function
   [-(x –uj) T ∑jl(x –uj)] 
      Φj (x) = e
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Where x is the input feature vector, l the number of hidden units, and for j=1,…l , uj  
and uj  are the mean and covariance matrix of the jth Gaussian function.

2.3 Learning/Training algorithm
Backpropagation algorithm

The backpropagation algorithm became prominent in the 1980s and it is the most 
commonly used learning algorithm for multi layer feed forward neural networks [Ma 
and Khorasani, 2004]. The backpropagation algorithm for multi-layer feed forward 
network is presented as: [Ma and Khorasani, 2004].

Step 1. Initialise weights to small random numbers;

Step 2. Apply to the input node a sample input vector uk  with desired output 
vector yk;

Step 3.Forward phase: Calculate the activation values for the nodes at L starting 
from the first hidden layer and propagating towards the output layer as:
If L-1 is the input layer
    
If L-1 is the hidden layer
     
Step 4. Calculate the output values for the nodes at layer L as;
      
Step 5.Backward phase: propagate error backward to the input layer through each 
layer L using the error term.
    
The strength of the Backpropagation algorithm are, it:
(i) Can represent many functions
(ii) Has wide application
(iii) Tolerates noisy and missing data in training examples
(iv) Good generalisation power 

However, the Backpropagation algorithms have the following deficiencies:
(i) Takes long to learn complex functions
(ii) Does not provide explanation of computed results
(iii) Generalisation of the backpropagation is not guaranteed since the trained 
network can fit training examples perfectly but may not provide accurate outputs for 
inputs not in the training set.
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(iv) Backpropagation employs the sigmoid activation function which often gets 
paralysed when the incoming weights become big during learning.
Nonetheless the learning of backpropagation is highly dependant on the set of 
learning parameters which include, initial weights, learning rate, number of hidden 
layers and nodes. These can only be determined experimentally.

3. Method

3.1 Data collection
The pests and disease data used in this study came from a C3P field survey of six 
districts in Eastern Uganda collected in 2007 by Namulonge Crops Resources 
Research Institute. The districts (Kaberamaido, Kamuli, Katakwi, Tororo, Soroti 
and Sironko) were chosen because they are intense cultivators of cassava. In each 
district, 20 villages were sampled and in each village, a sample of 30 plants were 
selected. This implies that the total number of sampled plants in a given district 
is 600, making a total of 3,600 samples of record. While information about CMD 
infection in some samples were missing, the number of complete records from each 
district was above 500.

3.2 Exploratory data analysis 
Exploratory data analysis was done to generate summary information i.e computation 
of totals of healthy and infected cassava plants.

3.3 Data partitioning
The data for all the districts were combined and divided into two subsets, one for 
training the network and the other for testing the classifications made in addition to 
adjusting the network parameters. To develop the models, we used the 10 fold cross 
validation approach. This is where the whole dataset (3391 records) is split into ten 
(10) approximately equal portions, such that each one is used in turn for testing, 
while the remainder is used for training. For instance, we used 9/10 of the dataset 
for training and 1/10 for testing. We repeated the procedure 10 times. The trained 
networks were tested using data from all districts. 

3.4 Data normalization
To develop a neural network, which can model the relationship between input values 
and output values, an appropriate choice of the preprocessing of the input and target 
values is required. The inputs and outputs are scaled between the upper and lower 
bounds of the transfer functions, normally in the range of [0,1] or [-1, 1]. For this 
study, three outputs that indicate the extent of infection were normalized and set 
as Healthy (H), Cutting Infection (C ) and Whitefly Infection (W). To convert the 
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H,C,W factors to the representation used by ANN, 1 X3 matrix was used, where H 
=[1 0 0], C = [ 0 1 0], W = [ 0 0 1].

3.5 MLP Architecture for classification of CMD data.
The three layer MLP neural network implemented is shown in Figure 3. It consists 
of layers i,j, and k,  with the interconnection weights Wij  and Wjk between layers 
of nodes. Since the weights of the inter connections  are initially in a random state, 
these  are progressively corrected during a training process that compares predicted 
outputs to known inputs, and back propagates any errors ( from right to left in Figure 
3) to determine the appropriate weight adjustments necessary to minimize the errors. 
The weight of the interconnections are changed until the desired result is achieved i.e 
the input matches the target output. The hidden layer nodes implement the tangent 
function on the weighted sum of inputs, whereas the output layer implements the 
sigmoid function on the weighted sum of outputs from the hidden layer.
The MLP was trained to classify CMD data based on the following inputs: i) number 
of adult whitefly, ii) number of white fly nymphs, iii) extent of white fly damage, 
iv) severity of sooty mould on the leaves and v) CMD severity. Three classification 
back propagation algorithms (Levenberg–Marquardt (LM) , Scaled Conjugate 
Gradient (SCG) algorithm and  Resilient Backpropagation (RP) were used to train 
the networks and assess its performance.  
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3.6 Radial Basis Function neural network (RBNN) for CMD classification
The Radial basis function neural network (RBFNN) architecture was also used to 
classify the CMD. It was trained to classify based on the following input data: i) 
number of adult whitefly, ii) number of white fly nymphs, iii) extent of white fly 
damage, iv) severity of sooty mould on the leaves and v) CMD severity. 
The RBFNN implemented is shown in Figure 3. It consists of input layer, one 
hidden layer and an output layer. The weights of the interconnections are initially 
in a random state, these are progressively corrected during a training process that 
compares predicted outputs to known inputs, and back propagates any errors to 
determine the appropriate weight adjustments necessary to minimize the errors. The 
weight of the inter connections are changed until the desired results are achieved i.e 
the inputs matches the target outputs. The hidden layer nodes implement the radial 
basis function on the weighted sum of inputs, whereas the output layer implements 
the linear function on the weighted sum of outputs from the hidden layer.
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Figure 4:  RBNN architecture for classification of CMD 

Hidden 
layer units 

3.7 Implementation of the MLP and the RBFNN models
The Matlab software (Mathworks, Inc, Natick, MA, USA) version R2007B was used 
to develop the neural network models using the nntool. For the MLP model, three 
classification algorithms were used LM, SCG and RP.  The numbers of nodes were 
varied between 4-10 and their learning rates between 0.1 and 1.0.
 The reasons for the choice of the algorithms as discussed in Matlab R2007B are 
stated below: i) LM algorithm is good because of its fast convergence, ii)  RP 
algorithm is the fastest algorithm for pattern recognition problems,  and iii) SCG 
algorithms perform well over a wide variety of problems and is almost as fast as RP 
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on pattern recognition problems.
For RBFNN model, we implemented the backpropagation algorithm for classification 
of the CMD data.
Since there is no clear algorithm to determine the structure of Neural Networks, 
trial and error methods were used to obtain the neural network structures with their 
learning rates. This was done by varying the number of hidden layers for the MLP 
and the nodes of the hidden nodes in the RBFNN.

3.8 Testing the accuracy of the MLP and the RBFNN models
The accuracy of the MLP and RBNN models to classify the CMD data of the six 
districts was analyzed using error rate and the Receiver operating characteristics 
(ROC) curve. The error rate is defined as the number of cases which are wrongly 
classified divided by the total number of test cases. ROC is the diagnostic performance 
of the accuracy of a test to discriminate between diseased cases from normal cases 
[Metz, 1978], [Zweig & Campbell, 1993]. ROC curves can also be used to compare 
the diagnostic performance of two or more laboratory or diagnostic tests [Griner et 
al., 1981].

4. Results 
4.1 Exploratory data analysis of the datasets
The exploratory analysis of the collected data provided insight to the techniques that 
would be used for the classification problem. This involved calculation of summary 
statistics (i.e average, sum) illustrated in table 1. 

Table 1: Summary statistics of the dataset
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Figure 5: Column graph of infection category: W-whitefly, C-cutting, H -healthy

Graphical representation of the collected data provided insights into distribution of 
CMD data infection per district into healthy, cutting infection and whitefly infection.  
The graph indicates that the most dominant cause of CMD is use of infected stem 
cuttings as planting materials.

Figure 6: Line graph of cassava pests & disease data for six districts in Uganda
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Figure 6 shows the non linearity of the data points therefore justifying the use of 
neural networks for the classification of CMD data.

4.2 Test results of the implemented neural network models
 The neural network models were tested with several experiments on various model 
parameters, such as network structure, number of epochs (iterations) and learning 
rate, the results are shown in table 2.

Table 2: Test results of the MLP/RBFNN models.

In Table 2, the test results indicate that different algorithms require different network 
structures and learning rates to achieve a minimum MSE. RBFNN algorithm 
provided the lowest MSE.

Table 3: Summary of the classification accuracy of the MLP and RBFNN 
Models for the   districts. 

The RBFNN model performed best with average classification accuracy of 91.3% 
with respect to the number of correctly classified instances (Table 3), it was followed 
by MLP-SCG with a classification accuracy of 87.8 %. However, accuracy alone does 
not completely describe the classification efficiency, and other means of evaluating 
our classification models are necessary. The receiver operating characteristics (ROC) 
curve, also known as the relative operating characteristic curve, is a comparison 
of two operating characteristics as the criterion changes. It can be represented by 
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plotting the fraction of true positives (TPR=true positive rate) versus the fraction 
of false positives (FPR-false positive rate). A ROC analysis provides tools to select 
possible optimal models and discard suboptimal ones. The area under the ROC 
curve (AUC)  was used to further evaluate our models. The results are shown in 
table 4. In all cases, the AUCs were > 0.5, with the Radial Basis Function Network 
model displaying AUCs closest to 1 with all the class types. These results indicate 
that all models can classify a new instance, however for the CMD data Radial Basis 
Function Network is the best.

Table 4: Summary of the AUCs

5. Conclusion
Timely and accurate information about the CMD is vital for the proper management 
of the CMD, however most times, institutions responsible for management of 
such pandemics are faced with limited technical staff and manual coordination of 
paper reports.  This could be enhanced through deploying appropriate and efficient 
classification systems. The paper presents preliminary results based on artificial 
neural networks to provide a more efficient solution for the classification of CMD 
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data. We investigated two ANN techniques namely MLP and RBFNN for the 
classification of CMD data. The near perfect accuracy of the RBFN is encouraging 
for the development of an automated classification system for CMD data. This is 
a step towards the development of an automated classification system for CMD 
management.
Future work will include utilizing cassava pest and disease data from other districts 
and experimenting with other classification techniques like decision tress, support 
vector machines, K-Nearest Neighbour and Naïve bayes. It is necessary to extend 
the application of the best technique in terms of accuracy of performance and time 
for the classification of other cassava pests and disease data like  cassava bacterial 
blight, Cassava green mite and cassava brown streak which is currently the biggest 
threat to cassava plants.
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Abstract
Rules governing scheduling and sequencing have accumulated overtime, driven by the 
manufacturing firms quest for improved operations against key performance metrics. 
While lead time dictates the need to preserve a focus on manufacturing efficiency, 
these needs must be balanced with demand-driven requirements especially at the 
process level, based on the finite capacity that is true of real systems. Investigation 
into the processes of biological systems presents an intriguing way to investigate how 
autonomous decision making can be improved in industrial operation systems. There 
are a number of reasons for this, (i) biological systems are easy to conceptualise, 
(ii) they have been well characterised and (iii) the study of their operations has 
produced abundant genomic data currently available that has led to the construction 
of genomic-scale models of microbial metabolism. Most importantly though, protein 
synthesis for gene expression in biological systems is a highly autonomous process 
and it is this inherent ability to self regulate that is of acute interest to the industrial 
operations engineer. Increasing levels of autonomous decision making will be 
required when designing, planning and controlling the manufacturing process in 
order to respond effectively to changes in increasingly competitive market and 
service environments. This paper describes a framework for the development of an 
algorithm using biological control to aid in enabling autonomous decision making 
functionality in operations planning in manufacturing and service industry.
Key words: Gene transcription and translation, Biological control, finite capacity 
scheduling, manufacturing parameters, Gene regulation, discrete event simulation, 
biological processes.
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1.0 Introduction
Effective planning and scheduling is vital to the successful sequencing of operations 
of any manufacturing plant. In a manufacturing environment, this function is often 
complex because of the rate of change, number of parts and occurrences of unplanned 
events. If a scheduling is well developed based on the various manufacturing 
requirements, it facilitates making quality products and service, at minimum cost, 
on time while providing the means to reduce lead times. There are many different 
methods to plan and schedule a factory; however the underlying aims of efficiency 
and effectiveness are continuous throughout the varying methods – emphasising one 
of the main principles of lean thinking. Scheduling provides coordination of activities 
and resources over time to achieve the goals with as little resource consumption as 
possible.

Central to any organisational planning is scheduling which is concerned with the 
allocation of resources over time to perform a collection of tasks [Baker 1974 in 
Chainual et al. 2007]. Manufacturing systems reveal immense amounts of features 
and parameters that should carefully be incorporated in the operational levels of the 
system. The productivity, flexibility and the controllability of the system depends 
greatly on the manufacturing parameters such as setup time, work-in-progress 
levels, inter-arrival times of raw material/parts, resource availability and many 
others [Khalil et al. 2009].

Since each type of, or indeed each individual manufacturing system strives to meet 
its own set of performance criteria, certain issues may be considered more important 
or influential than others. Various methods are available for approaching the different 
decisions concerning the control of the production system. These methods range from 
simple, traditional techniques to more sophisticated, employing complex computer 
programs. The aim of such techniques, however, has been found to fundamentally 
address one particular production control problem. [Ardon-Finch 2000]   
The basis for many of these solution techniques particularly within manufacturing, 
are subject to strict constraints or limitations. They are used to optimise only certain 
variables for a specific problem and therefore are only valid under a certain set of 
conditions, if these conditions cease, the methods become severely impractical. 
Furthermore, this dependency to specific situations inhibits the applicability of these 
methods to other situation problems.

Gene transcription and translation as part of the biological processes, (i) exhibit 
the flexible and adaptive behaviour desired by industry, (ii) achieve this flexibility 
without any central planning or management, and (iii) coordinates many proteins 
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and sub units, [Anderson and Bartholdi III 2000], and this research views these 
two processes as important model system for industrial finite capacity scheduling, 
logistics and service planning. It is important to note that biological systems function 
without guidance from an external or internal control centre, and the research finds 
that biological systems function with mechanisms of decentralised control in which 
numerous subunits of the system adjust their activities by themselves on the basis of 
limited local information [Seeley 2002].

Even though biological systems display an immense decentralised control strategy, 
the various subunits of the systems are largely if not entirely in synchronism and 
hence the subunits cooperate closely for the effective functioning of the system 
as a whole through various hierarchical levels control. This same approach in 
control can be applied at the operation level of manufacturing especially the control 
of assignment of time constrained tasks to time constrained resources within a 
predefined time framework, which represents the complete time horizon of the 
manufacturing schedule. An admissible schedule will have to satisfy a set of hard 
and soft constraints imposed on manufacturing tasks and resources [Madureira et 
al. 2003]. Examples of various manufacturing parameters considered in scheduling 
will include but not limited to the following: setup time, processing time, resource 
availability, material inter-arrival times, and many others. 

2.0 Literature Review
Operations facility in manufacturing may be viewed at several different functional 
levels: (i) the level of the physical plant, which involves operating the resources 
to produce products – although the sequencing process is done by considering the 
current load and the capacity of the shop floor, i.e., when a set of orders is to be 
scheduled and there are already orders in process; and (ii) the level of functionality 
which involves the scheduling of which products to make at any given time – the 
arriving orders have to adapt themselves to the capacity resultant from already 
approved schedules. Scheduling is limited to a variety of constraints and by an 
overall planning function, which describes how much of each product to produce 
to meet the desired or promised quantities of products to customers over a given 
interval of time. It should be noted that this interval of time varies, depending on the 
types of product being made and the dynamics of the production system.
It should also be appreciated that a lot of research has been and is being done 
in the field of scheduling and especially on finite capacity scheduling. Many 
of the methods have focused on classical flow/job shop scheduling with diverse 
classical assumptions and different objective functions and by implementing 
various optimization techniques [Hejazi and Saghafian 2005]. Noorul et al. [2008] 
developed a simultaneous scheduling of machines and automated guided vehicles 
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using artificial immune system, where they exploit the interactions between the 
machine scheduling and the scheduling of the material handling system in a flexible 
manufacturing system by addressing the two simultaneously.
Kumar et al. [2003] developed a scheduling of flexible manufacturing system based 
on ant colony optimisation approach by applying a graph-based representation 
technique with nodes and arcs representing operation and transfer from one stage 
of processing to the other. Fox et al. [2007] advanced this same idea and applied 
it to industrial applications of the ant colony optimization algorithm where they 
employed a simplified ant graph-construction model to minimize the number of 
edges for which pheromone update occurred, so as to reduce the spatial complexity 
in problem computation. 

Clear cut relationship between factors of manufacturing provides successful 
foundation for scheduling. Karmarkar et al. [1985] hypothesised the relationship 
between lot size and shop performance using an open queuing network model, which 
could be embedded in an optimization routine that searches for optimal lot sizes for 
a manufacturing system. They recommended a manufacturing system model which 
is based on open queuing network theory, which could be used to estimate average 
flow time more accurately than the conventional lead time estimation methods. 
Nonetheless, parameters such as, setup time, labour availability, processing time, 
machine failures, product degradation and rework, scrap rate and others, very vital 
to the process control were not considered in their model. This then got intertwined 
with computational complexity and hence it became very difficult to implement. 
Suri and Diehl [1985] embedded a dynamic model, which was based on queuing 
network theory, on the static allocation model in order to capture the dynamics, 
interactions, and uncertainties in a manufacturing system. However their model 
investigated steady state parameters such as processing time that varies depending 
on the current state of the resource, and other parameters. This model did not provide 
the possibility of estimating lead time, which is an important performance metric 
and always cherished by customers should their orders get satisfied in a specified 
time.

Zijm and Buitenhek [1996] developed a method that determines the earliest possible 
completion time of any arriving job, without sacrificing the delivery performance of 
any other job in a shop. Their argument was based on the fact that the arrival streams 
of a work at stations are the superposition of departure streams from other work 
stations and an external arrival stream. The short-coming of this proposal was on lead 
time estimation which was to be refined using more sophisticated approximations of 
queuing network models, how this networks could be used to set lead-time and other 
performance metrics of the whole manufacturing system.
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Demeulemeester and Herroelen [1996] developed a solution procedure to formulate 
and solve several types of production scheduling problems involving sequence-
independent setup times as well as process and transfer batches. In their method, 
it was shown that with use of appropriate computations for the time lag associated 
with finish-start precedence relations between network activities of manufacturing 
factors and appropriate procedures for computing activity durations, use of the 
branch-and-bound procedures could be used to generates feasible solutions under 
various scenarios with respect to both the number and size of the process and transfer 
batches used.

It is important to note here that infeasibility of meeting product delivery times are 
detected during the scheduling of each resource in the system. Several methods 
may be used to backtrack and reschedule resources based on under and over 
utilisation of availability of resources. This could include the variable ordering of the 
manufacturing factors or parameters or sometimes starting over with a different set of 
assumptions. It is because of this reason that a proposal is presented for developing 
an algorithm applying biological control principles in finite capacity scheduling for 
manufacturing, logistics and service work environments. 
It is truly a fact to note that finite capacity scheduling is a challenging undertaking and 
for each passing day, new approaches are developed to aid in making the scheduling 
processes as realistic as possible. New research methodologies are being born making 
scheduling volatile topic of interest for operational research engineers.
In this paper we posit a method based on biological control principles as exhibited 
in gene transcription and translation processes. Expression of a biological gene is 
under the control of a variety of factors and is realised in an event-driven approach. 
Application of gene expression control principles in finite capacity scheduling is 
made possible because; (i) the processes are easy to conceptualise, (ii) they have 
been well characterised and (iii) the study of their operations has produced abundant 
data currently available that has led to the construction of models of metabolism 
[Covert et al. 2001]. 

3.0 Finite Capacity Scheduling
As partly mentioned in 1.0 above, scheduling involves the determination of a 
sequence of operations to satisfy a set of conditions and a set of goals concurrently. 
It concerns the allocation of limited resources such as tools, operators, machines 
and materials over a period of time among various manufacturing activities with 
the aim of meeting the set due dates, as due dates are fixed and an attempt must be 
made to schedule the resources to meet them [Shayan and Fallah 1999]. Basically, a 
scheduling task must account for conflicting aims and objectives of the system as a 
whole, various constraints, different configurations of the manufacturing architecture, 
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various simultaneous operations, renewable and non-renewable resources and many 
other factors. It must be appreciated that inclusion of all these factors in the schedule 
making process is a truly hard problem.
Finite capacity scheduling creates and maintains a detailed schedule of the processes 
while satisfying capacity and due-time constraints by allowing rejection or 
rescheduling of some of the order processes. Finite capacity scheduling therefore 
forms the ultimate process of the day to day activities that take place in a typical 
manufacturing firm. It fulfils the planning process as done earlier which essentially 
reserves certain resources for the whole work-order. Based on finite capacity 
scheduling, there may be certainty in estimating near correct work-order flow 
times and thus enhancing the system’s capability of quoting reliable due-times and 
checking whether a requested due-time can be met [Akkan 1996].

Although meeting due-time is a significant objective of any manufacturing industry 
indicating its performance level, it cannot always be used as the driving force 
behind the scheduling processes because due-times depend on some of the internal 
factors such as dispatching or sequencing rules, production capacity, availability 
of raw availability, machines, tools, space, [Tsubone et al. 1992], resource setup 
times, processing times, work-in-progress inventory, material inter-arrival times, 
precedence relations among operations, the production calendar and so on . The 
effectiveness of scheduling methodology is in the way these factors are treated and 
implemented into simple and efficient procedures, to obtain least possible lead times 
capable of accommodating the dynamics of the environment in which it operates.
Traditional studies in manufacturing systems have typically focused on identifying 
individual workstations and factors associated with them and studying their specific 
functions in isolation. While this approach provides great details of components 
of manufacturing systems, it has limitations in explaining how a manufacturing 
system operates through interactions and networks of such components. Thus, it is 
difficult to predict with certainty the behaviour of the system using this approach, for 
example, how a workstation would respond to uncertainties in some workstation or 
factors away from the workstation in question.

Applying the principles of biological control, on the other hand, examines 
the dynamics and interactions of manufacturing components, and focuses on 
understanding systems-level manufacturing properties. A systems manufacturing 
approach streamlines understanding of a manufacturing system at the systems-level 
by connecting the interdependent, component-level knowledge of the system such as 
the properties of the workstations and other factors of manufacturing system, while 
such a systems-level understanding cannot be simply deduced from the collection of 
components in the system alone.



401

In this regard, the system-level approach leads to a better way of organising 
manufacturing processes, and in turn, can potentially have significant impacts on 
improving manufacturing efficiencies to maintain a lead in the ever increasing global 
competition. This approach also extends the possibility of applying biological control 
in making manufacturing systems more autonomous especially in finite capacity 
scheduling tasks which is the core to any manufacturing processes [Mukhongo et 
al. 2010]. It is important to note that the finite capacity scheduling technique is 
one where, before scheduling an operation, consideration is made about capacity 
availability on the resource in which operation will be performed. 

To satisfy this end, the scheduling process: (i) constantly updates the capacity 
availability database; (ii) checks capacity catalogue expressed in terms of timing 
and size such that the calendar list of individual resources is presented; and (iii) 
recognises differences on the types of availability intervals–this is generated by the 
scheduling process itself, meaning that up to a certain extent, the availability intervals 
might be seen as a mirror image of the schedule itself. Capacity restrictions are 
coped with by either creating capacity or by rationalising the capacity usage on the 
shop floor. Capacity is generated by buying equipment, machines and tools, as well 
as, by contracting workers or increasing the number of daily work hours and shifts. 
Capacity usage is rationalised by adopting effective sequencing rules, overlapping 
operations or splitting batches. Finite capacity scheduling falls in the category of the 
capacity rationalisation–making use of the existing capacity in the best possible way 
without sacrificing the overall set manufacturing or organisational goals.
 
4.0 Application of Biological Control to Industrial Manufacturing
Effective design, planning and scheduling of extremely complex manufacturing 
environments requires innovatively new approaches. A biological cell and its well 
regulated production of the proteins are analogous to a factory operating a well honed 
production system. It could be suggested that a complete protein is the culmination 
of a number of operations and additions that take place on a production line. In 
addition, the transcription factors that activate genes are the machines that perform 
the work that is necessary in order to drive production of the proteins. Similarly, 
manufacturing important steps are controlled by signals, for example completion of 
the part of the process results in a signal to initiate a process that frees up a resource 
making it available for the next process so that manufacturing can continue.
Ability to respond to environmental changes in a dynamic, efficient and effective 
way is something that is common to both manufacturing and protein synthesis and 
other biological processes. For example, a cell is under constant pressure from such 
things as osmotic stress, glucose starvation, pH levels, cell density, heat shock, 
high salt concentration and alcohol molecules. These factors all influence protein 
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synthesis and ultimately influence the survival and reproduction of the organism as 
illustrated in [Berg 2003; Manson 2006; Mitchell 2004], and coordinated production 
and control power of biological system.
Akutsu et al. [1999] identify various gene expression control approaches as: (i) gene 
regulatory networks where one gene modulates expression of another one by either 
activation or inhibition; (ii) protein interaction network where proteins are connected 
in a physical interactions or metabolic and signalling pathways controlling one 
another; and (iii) metabolic network where metabolic products and substrates that 
participate in one reaction control one another.
It is becoming apparent that the stochastic nature of the production and degradation 
of RNA transcription products in gene expression introduces an important source of 
intrinsic genetic noise. Transcription is the process of making mRNA template from 
a DNA strand, which forms the information needed in the synthesis of the required 
proteins. Gene expression goes through stages of well coordinated events and can be 
split into two distinct phases; transcription of the DNA to mRNA and; translation of 
mRNA into protein [Voliotis et al. 2008]. However the production (and degradation) 
of proteins and mRNA transcripts are themselves multistage processes.

Transcription in particular can be crudely broken up into three main stages: initiation, 
elongation and termination. In initiation RNA polymerase (RNAP) binds to a promoter 
sequence on the DNA and opens the double helix, uncovering the template strand 
to be transcribed. The initiation phase ends with the formation of the transcription 
elongation complex (TEC) which is made up of the RNAP, DNA template and the 
nascent RNA [Greive and von Hippel 2005]. The formation of TEC signals the entry 
to the elongation phase which allows the TEC to slide along the DNA, extending 
the transcript one nucleotide at a time. Destabilization of the TEC (at specific sites 
or by certain factors) leads to the termination of the process and the release of the 
nascent mRNA [von Hippel 1991]. In the truest sense, transcription process can 
exhibit biochemical fluctuations at each stage making it hard to predict the outcome 
of the process – an important factor to apply scheduling of manufacturing process.

Gene expression dynamics are governed by processes that are essentially event 
driven – many events take place in a predetermined order with uncertain start and 
execution times to accomplish a certain task. Transcription process produces mRNA 
transcripts with probability determined by the cellular environment and availability 
of required components (termed as parameters in this paper). In manufacturing, 
facilities produce certain amounts of finished products at a particular time with a 
certain degree of probability. Accumulating mRNA and protein levels in the cell 
during and after transcription and translation parallels the raw material, parts and/
or products inventory in manufacturing systems. Investigating biological processes 
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exposes very important control strategies that when made use of improve the 
planning of activities in manufacturing.

The next step after successful transcription is translation. This is the process of 
synthesising proteins from the information contained on the mRNA with the help 
of ribosomes, which are the actual machinery for protein synthesis. Feedback 
mechanisms are highly relied on in gene expression, such that the effect of a class 
of proteins transcribed from certain genes may be on the transcription of some other 
genes.

With the help of these principles, this research describes discrete event-based 
approach for testing and hypothesising putative manufacturing parameter interactions 
to aid in developing a self-organising control logic for finite capacity scheduling in 
manufacturing, logistics and service work environments. The key feature of this logic 
development is based on the interaction of the fundamental processes underlying 
gene expression (transcription, translation and species decay) with system-specific 
regulatory circuitry. 

In this we provide a review outlining the levels of mechanistic detail that is accounted 
for in the various biological process steps as can be applied in manufacturing systems. 
Gene expression and regulation dynamics entails an integration of the underlying 
biochemical processes with the regulatory machinery. From the literature, it is 
evident that the regulatory mechanism is viewed as stand-alone modules, with each 
module being characterised by several parameters. Gene expression is characterized 
by the following modules (i) transcription module, (ii) mRNA decay module, (iii) 
translation module and (iv) protein decay module [Greive and von Hippel 2005]. 
These modules when modelled to manufacturing systems could be visualized as: (i) 
production input parameters, (ii) process parameters, and (iii) output performance 
metrics as shown in Figure 2. The regulatory mechanism is driven by communication 
between these modules in accordance with specifics of the regulatory circuitry of the 
manufacturing system being investigated as is the biological system. The mechanistic 
details of the underlying processes are represented as a sequence of discrete events 
within the modules. 
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Figure 1 Network diagram of manufacturing systems with biological control principles

Implementing biological control principles is vital in the context of the changes 
occurring to mathematical science base at the bottom of operations planning which 
over many years, has been changed with the addition of advanced modelling and 
optimisation procedures [Stockton et al. 2007]. Based on the fact that mRNA and 
proteins undergo continuous turnover [Johnson and Rosenbaum 1992; Mitchell 
et al. 2005] gene expression is constantly balanced by disassembly of mRNA and 
proteins. 

5.0 Description of the Research Framework
In this research we proposed a decentralised system in finite capacity scheduling 
which removes the need for a centralised controller or scheduler, in assignment of 
resources to production events. Schedule decisions which are made in real-time 
by active states in the system (modules), which recognises the required module 
parameters and required input variables, make the decision-making functionalities 
autonomous. This proposal aims to make production managed by the decentralised 
control, where general and localised manufacturing parameters are associated either 
by causing positive or negative effects on the functioning of a given process at 
that point in time, hence increasing or decreasing the rate of production of a given 
customer order.

Transcription Translation Proteins folding
mRNA amino acid chain Protein

Concentration

short feedbacknormal feedback

Figure 2: Normal and short feedback loops form the basis for self-adaptability in system control
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There exists a similarity on the feedback control mechanism between the transcription 
and translation control and the classical control theory. The feedback loop in the 
mechanism of gene expression can be classified into the normal feedback and the 
short feedback loop. The normal feedback loop may be defined as: the product 
concentration feeds back to its upper control module by either the transcription factors 
or the translation factors, which includes the feedback of the protein concentration at 
the output to the translation module or the transcription module [Timberlake 1993]. 
Short feedback loop is defined as: the output products of the modules feeds back to 
itself control module, which includes the feedback of the concentration of the protein 
to the protein folding mechanism (module), the feedback of the concentration of the 
amino acid polypeptide chains to the translation module, and the mRNA transcripts 
to the transcription module [Morris and Borboli et al. 2003].
The adaptability of the biological gene expression is necessitated by the short 
feedback mechanism and this forms the basis for self-adaptability for finite capacity 
scheduling. In manufacturing, we can identify three types of entities: physical entity 
(part, machine, operators, etc); logical entities (machining process, preference 
relations, dispatching rules, etc.), and functional entities (coordinators). Functional 
entities work to resolve conflict on resource requirements. These entities are 
considered the control factors or transcription factors as in transcription process. The 
correct coordination of functional entities, provide the control of production flow 
from one event to the other through independent modules of whole system leading 
to conflict resolution.

With internal and external perturbations, each module has the ability to self-detect 
and take actions to correct the situation in order not to deviate from the operating 
norms or standards by short feedback loops. Each module of the system feeds interior 
information back to itself according to the changes at the outset. If the local tasks 
cannot be better resolved by adjusting its parameters, it then transfers the information 
to the succeeding and preceding modules by normal feedback to resolve these tasks, 
making use of the global control factors.

In the event of schedule conflicts between resource and tasks, the control 
manufacturing factors (module factors) stand out to resolve the conflicts, and then 
the resource of the modules can be reorganised according to the change requirements 
or malfunctions; when the tasks are finished, the dynamic manufacturing resources 
dismiss themselves automatically, forming good collaboration and self-adaptability.
The existence of such decision points in the system make the module of the system 
autonomous and self-regulating, enabling the modules to take appropriate action 
on resource allocation based on the current state of the system, output information 
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and the appropriate mix of input parameters to the system. The control points are 
used for self-regulation and feedback and also could be coupled with environmental 
signals such as machine breakdowns, operator unavailability, resource availability 
(which depend on mean-time-to-failure (MTTF) and mean-time-to-repairs (MTTR) 
factors) and others. Regulating a process is either by enhancing or inhibiting its 
actions. There is a possibility that one parameter utilised at one module could act as 
a much needed parameter for some other module and as a result promote or repress 
the module production events.

Based on these interactions, production system processes can be distinguished into 
four: (i) a process is on; (ii) a process is off; (iii) a process is positively affected by a 
parameter; and (iv) a process is negatively affected by a parameter, in case the process 
proceeds without this regulating parameter. With the schedule self-organisation or 
regulation and the production processing, systems maintain themselves in particular 
steady states. Changes of environmental parameters that drive the systems to other 
states can be viewed as the system’s adaptability to the environments. When a system 
develops into a fixed state, changes in the system such as missing tools, part or abrupt 
system parameter changes can cause faults in the systems. The ability to realise these 
changes or identification of alternative states prepares the system to work in the 
changing environments by identifying the cause – and – effect relationships and 
acting on them appropriately [Kang et al. 2010]. 

The state of production processing system is characterised in terms of whether the 
individual resource in the network of resources are available (on) or off (unavailable), 
and whether the processes or events are active (present) within the required functional 
capabilities or absent (meaning they are either operating below their optimal levels 
or are totally absent). In manufacturing, each sequence of production process or 
customer order comes complete with instructions or specifications on where to start 
processing, under what tolerances and what product is expected at the end, causing 
the process to stop or end. Adherence to the set specifications provides the system 
with required production capabilities.
A resource selected for a certain task will solicit or gather for all required parameters 
to enable the start and uphold the process. The presence or absence of one or some 
of the parameters may affect one or more of the resources leading to their availability 
or unavailability.  Unavailable resource cannot be assigned to any processing tasks 
leading to stoppages of the processes and eventually, it may trigger further effects. 
Such interactions among the resources and the parameters through feedback caused 
by certain parameters (at all levels) facilitated by resources, results in a complex 
dynamical behaviour of the system [Alkaabi et al. 2010], presenting the best 
autonomous decision making functionality in scheduling.
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The scope of this research is to identify various type of manufacturing system 
parameters and group them in the various groups of modules of the whole 
manufacturing system. The identified modules will form the centres of the 
decentralised decision-making functionalities for the resource allocation processes. 
The identified parameters are put in relationships that will enable self-regulating 
networks within modules and across modules. With the development of the self-
regulating modules and self-regulation between modules, a logic method is visualised 
to aid in the overall finite capacity scheduling process.

5.0 Future Work
The work involved in this research traverses different fields of study which makes 
it even more interesting to pursue. In this paper we have showed the biological 
control principles of interest to apply to finite capacity scheduling. We have shown 
similarities between manufacturing and gene expression processes. An explanation 
of the parameters for autonomy in biological processes has been given and have 
shown how these can be applied in manufacturing to make the process of finite 
capacity scheduling autonomous in decision-making. 

We therefore strive to develop a control logic applying biological control principles 
in making the process of finite capacity scheduling autonomous and thereby reducing 
the immense levels of time required in manual planning of the manufacturing tasks. 
The aim is to make systems possess the abilities to develop into self-correcting 
and adaptive to be able to self-organise themselves to operate together by use of 
enterprise-wide knowledge, recognise problems or unexpected conditions, and 
either invoke or suggest corrective actions [Stockton et al. 2007]. Execution plans 
for operations must be living plans, continuously tuned and adjusted in real time to 
balance the demands for different enterprise functions with minimal disruption.
With the application of these control principles as learnt from biological processes, 
there will be a dramatic improvement of the resource efficiencies of the finite 
capacity scheduling process through the development of cause-effect relation-based 
decision-making functionality. The resulting finite capacity scheduling systems will 
be measured by (i) the ease with which they can be deployed, (ii) the low level of user 
expertise required for their deployment, (iii) the range of problems and production 
system types that can apply it and (iv) the effectiveness in identifying root causes 
from the effects they create. 

Discrete event simulation functionality will be developed that will make use of the 
logic system learnt from the biological gene transcription and translation processes, 
for designing and testing planning within manufacturing, logistics and service work 
environment.
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Most countries collect surveillance data at least weekly on several notifiable diseases. 
This data is to inform policy formulation as well as aid in forward planning. Knowing 
the relationships between these diseases is not only helpful for preventative planning 
but for predictive purposes as well. In this paper we present a computational method 
for analysing the relationships that exist amongst these diseases. We employ the 
Incremental Association-Based Markov Blanket algorithm to find sets of mutually 
informative diseases with high predictive power in a dataset covering the 80 districts 
of Uganda. Results indicate sufficiency of our methods in obtaining non-spurious 
relationships amongst notifiable diseases. The predictive relationships we identify 
could be used to improve the accuracy of existing disease monitoring systems. 

Categories and Subject Descriptors: I.2.1 [Computing Methodologies]: Artificial 
Intelligence– Medicine and Science.
General Terms: Disease Association learning, Causal Analysis, Markov Blanket 
Analysis, Notifiable diseases, Biosurveillance.

 1.  Introduction 
Work on monitoring outbreaks of disease has recently focused on using alternative 
sources of data, such as in symptomatic monitoring (e.g. looking at sales of over-the-
counter drugs, absenteeism and hospital admissions for related illnesses). Working 
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out how to take advantage of these extra sources of information makes the task of 
inferring the extent of disease more feasible when direct measurements may be scarce 
and untimely. In this work, we consider the information about disease rates that can 
be extracted from data about the prevalence of other diseases. Because some groups 
of diseases share common factors, there can be predictive relationships between 
disease counts. This extra source of information has the potential to improve the 
accuracy of existing disease monitoring systems in situations where other data is 
limited. 

An analysis based only on direct correlation is not adequate for this task, as this 
is prone to finding spurious associations. Consider for example two random 
variables we might measure in Uganda: ‘death by plague’ (which has been steadily 
decreasing), and ‘mobile phone access’ (which has been steadily increasing). The 
two are strongly (anti-)correlated, but each has no predictive power with respect to 
each other. However, using more sophisticated techniques and with some conditions 
on the covariates we have available, we can find the smallest set of covariates with 
the greatest predictive power – without being misled by such spurious associations. 
In probabilistic graphical models, the minimal set of variables which jointly determine 
the distribution of a variable is known as the Markov blanket of that variable. 

We employ the Incremental Association-Based Markov Blanket (IAMB) algorithm 
[Tsamardinos and Aliferis 2003] which is applied in order to discover Markov 
Blankets (MB) for each disease. MB discovery techniques in general try to find the 
set of features that constitute the immediate family of a particular feature and these 
include the parents of the feature (causes) the children (effects), and the variables 
sharing a child with that feature. This set (the MB) contains all the features that have 
an effect on that particular feature due to the associative nature of their linkages. 
For epidemiological surveillance data it is important to know what associative 
relationships exist between the diseases as this aids prediction, planning and 
management. It is worth noting that these associative links may exist because of 
extra latent or hidden variables that may be causing both diseases in an associative 
relationship. This is common in disease data because like in our case, only information 
about the diseases is collected, other relevant data that may constitute the latent 
variables e.g. climatic conditions, sanitation conditions, movement of people etc are 
not collected yet with disease causation and transmission these are crucial. 
The Uganda Health Management Information System (HMIS) is the principle tool 
used by the Ministry of Health in Uganda to collect all health related data in the 
country for purposes of planning, managing and evaluating the health care system in 
Uganda. The HMIS specifies specific periodic data collection routines for all health 
centers in the country to collect data on specific diseases and other health related 
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items. Most of the analysis of this data is done using basic descriptive statistics. 
In this paper we present some computational techniques from recent research in 
computing and try to address them to this data for purposes of a more general 
associative analysis. 
In the next section we discuss the data we used and the notifiable diseases we focused 
on. We further discuss the associative techniques in the later sections and then give 
results. 

2.  Data 
A notifiable disease is any disease in a particular country whose every incidence 
has to be reported to relevant government authorities. The aim of this is usually to 
enable the government monitor the disease effectively as well as strategize on how 
to handle the disease especially if an epidemic is suspected. 
The HMIS has a form that records weekly the number of new cases of a particular 
notifiable disease and the number of deaths from a particular disease for the previous 
week. The data used in this paper comprises over seven years of this data from 
80 districts of Uganda and has just over 30,000 records. Preprocessing steps for 
the data involved removing all records with missing values. For this study we also 
considered only the weekly disease incident counts (not the deaths) of the following 
diseases in the HMIS 033b; Acute flaccid paralysis (Afpn), Rabies (Rbn), Cholera 
(Chon), Dysentry (Dysn), Guinea worm (Gwmn), Malaria (Maln), Measles (Mssn), 
Meningococcal Meningitis (Menn), Neonatal tetanus (Nntn), Plague (Plgn), Ty-
phoid (Typn) and Sleeping Sickness (Slsn). 

3.  Causal Associative Analysis 
Causal associative analysis deals with finding associations amongst the diseases that 
are causally oriented. In recent years causal structure discovery has emerged as a 
branch of machine learning. The goal is to learn causal relationships from purely 
observational data, without being able to perform manipulations. The first benefit 
of such techniques is the ability they provide to understand causal mechanisms in 
domains such as food security, epidemiology or genetics where it is either expensive, 
unethical or impossible to carry out certain experiments. Other advantages of causal 
analysis include (i) prediction under interventions: by knowing which variables are 
either causes or effects of a target variable, we can make robust predictions on future 
data even when interventions are made on some of the variables, (ii) manipulation: 
predicting the consequences of given interventions due to an external agent on the 
natural system, and (iii) counterfactual: given a certain outcome was observed, 
predicting what would have happened if different action had been taken. 
It is critical to note that causal analysis is of an entirely different nature to correlation-
based analysis (density modeling) of a dataset, as covered in [Pearl 2000]. A causal 
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relationship implies a change in one variable will have a corresponding change in 
any variable that is causally dependent on it, and this must hold even when the 
variables are subjected to external interventions. This is very critical for example 
in prediction where the data is subject to external interventions. For example, if 
we consider the correlation between time spent in bed and the death rate. Studying 
these two variables would show a positive correlation between them. It would hence 
seem like the most obvious conclusion is spending time in bed  ‘causes’ death and 
the converse not sleeping at all ensures you live forever. However if we apply an 
intervention to the system, e.g. forcing people to spend more time in bed, there 
probably would be no increase in the death rate. A close analysis would indicate that 
there is another variable, sickness for example, that causes both an increase in time 
spent in bed and the death rate. 
In this study we are however not interested in the direction of causation of the 
relationships between the different diseases. We are more interested in whether there 
happens to be a link between any two diseases that is causally motivated. This is 
because with disease data of this nature there are bound to be a potentially high 
number of latent variables that causally affect any of the diseases or groups of 
diseases hence determination of the direction of causation becomes more difficult. 
For this study also, just knowing there exists some form of relationship between any 
two diseases is of critical importance as earlier highlighted. 

3.1  IAMB 
The Incremental Associative Markov Blanket method is a constraint-based causal 
analysis method that uses conditional independence tests to determine the relationship 
between variables, and so determine the Markov Blanket. Formally the Markov 
blanket of a target variable T, MB (T ), is the minimal set of variables or features 
such that every other variable is independent of T given MB (T) [Tsamardinos and 
Aliferis 2003]. 
The IAMB algorithm is an improved version of the Grow-Shrink (GS) algorithm 
[Margaritis and Thrun 1999]. Essentially these algorithms are two phased. In the first 
phase the algorithm finds a set of all relevant variables to the target and then in the 
second phase conditional independence tests are used to trim down the set of relevant 
variables to the Markov blanket. The GS algorithm has some limitations for example 
it requires a sample at least exponential to the size of the Markov Blanket and cannot 
scale to thousands of variables [Guyon et al. 2007]. IAMB has been proven correct 
and sound for discovering Markov Blankets [Tsamardinos et al. 2003] and has since 
produced several variants of itself including Fast-IAMB [Yaramakala and Margaritis 
2005], IAMBnPC, parallel IAMB, etc. 
Given a dataset D, the IAMB algorithm will discover a unique Markov Blanket MB 
(T ) if (i) all the data, D is generated by process that can be faithfully represented 
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by Bayesian Networks, and (ii) if there exist reliable, statistical, conditional, 
independence tests and measures of association for checking independence and 
strength of association of T with some other variable X given a set of variables 
Y. If (i) and (ii) do not hold then the output obtained is a heuristic approximation of 
the Markov

 

Blanket of the target T. 
 The IAMB algorithm is shown in Algorithm 1. It starts with an empty set for the MB. 
In phase 1 (also called forward or grow phase) it incrementally admits members, X 
into the set MB if X has the largest association with T conditioned on the MB. In 
phase 2(backward or shrink), conditional independence tests are used to trim all the 
false positives from the set MB, obtaining the real Markov Blanket. 

3.2 Significance Testing 
Since our data is of a continuous nature, we used Fisher’s Z-test as a measure 
of conditional independence with varying significance levels α. By varying the 
significance levels of the tests we were able obtain different MBs corresponding to 
different strengths of association between the different diseases. 

4. Results and Discussion 
Causal Association learning was carried out for the 12 diseases/features in the dataset 
for various significance levels. Figure 1 depicts a graph showing the associations 
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amongst the various diseases for the default significance level of 0.05. As can 
probably be expected, the graph depicts a highly connected graph with multiple 
relationships between the diseases. The links between the diseases represent 
associative relationships obtained when thresholding the selected Markov Blankets 
per disease at a significance level of 0.05. 

 

Fig. 1: Association graph showing the associative linkages between the notifiable 
diseases represented as : Dysn -Dysentery, Typn -Typhoid, Gwmn -Guinea Worm, 
Nntn -Neonatal Tetanus, Menn -Meningococcal Meningitis, Plgn -Plague, Mssn 
-Measles, Afpn -Acute Flaccid Paralysis, Chon -Cholera, Slsn -Sleeping Sickness, 
Rabn -Rabies and Maln -Malaria. 

Figure 2 shows the actual Markov Blankets obtained for each of the 12 notifiable 
diseases at a significance level of α = 0.05. The order of the diseases in the Markov 
Blanket in a sense represents the relative strength of association with the target 
disease. Most of the linkages make heuristic sense for example there appears to be a 
link between diseases related to sanitation for example dysentery, typhoid, cholera, 
sleeping sickness all have to do with stagnant water, or presence of water bodies or 
improper usage of water sources. These diseases also tend to be linked to climatic 
factors for example in the rainy season it is probable that proliferation of diseases like 
cholera, dysentery will result. Some diseases for example malaria, sleeping sickness 
and amoebic dysentery are both caused by protozoan parasites that enter the body 
through bites from flies and mosquitoes. Typhoid also presents as a disease with a lot 
of associations probably because it is caused by ingestion of contaminated food or 
water, and most other diseases have to do with a contaminated water source of some 
kind. Clinically typhoid especially in countries like Uganda is only diagnosed after 
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testing for malaria and dysentery because they initially present similar symptoms of 
fever, etc. 

 
Fig. 2: Markov Blankets corresponding to graph in Figure 1 with α = 0.05. Each row 
represents the target disease in the leftmost column and the corresponding Markov 
Blanket on the right after the semicolon. 

 One strange finding is the relation between rabies and the other diseases. As evident 
from the Figure 1 and Figure 2 there seems to be close associations between rabies 
and several other diseases especially malaria. From the literature there seems to 
be a relationship between the clinical manifestation of rabies encephalitis and 
cerebral malaria [Mallewa et al. 2006]. Without much certainty we conjecture that 
the relationship between malaria and rabies is the cause of the large Markov blanket 
for rabies. 

Figure 4 depicts the graph obtained by decreasing the significance level to 10−4, 
thereby eliminating more false positives in the second phase of the IAMB algorithm 
as previously highlighted. The implications as seen from the graph are that there are 
relatively less linkages amongst the diseases. The linkages in the graph represent 
associations with a 10−4 chance of false positives (under the assumptions of the 
Z-test). 

Figure 3 shows the corresponding Markov Blankets for the diseases. With a higher 
threshold on determining a false positive from a true positive α = 10−4, no diseases 
are associated with guinea worm and meningitis. Again diseases with the highest 
associations present as malaria, rabies and typhoid. As previously proposed, we 
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think malaria and rabies could be related by some external latent variable. Typhoid 
is related to a lot of other diseases because of similar causative environmental factors 
based on sanitation. 

 
Fig. 3: Markov Blankets corresponding to graph in Figure 4 with α = 10−4 . Each row 
represents the target disease in the leftmost column and the corresponding Markov 
Blanket on the right after the semicolon. 

 For Fisher’s test with α = 0 we obtain empty sets for the Markov blankets. With a 
sufficiently small α = 10−6, we obtain the graph in Figure 6 with the corresponding 
Markov Blankets shown in Figure 5. We get stricter and more intuitively plausible 
relationships. It is interesting to note that the associative nature of rabies decreases 
with malaria while the associative nature of typhoid remains even with this small 
α. This is probably because there are stronger relationships associated with typhoid 
and the corresponding diseases than with rabies and malaria. This again seems to be 
intuitively right. 
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Fig. 4: Association graph showing the associative linkages between the notifiable 
diseases represented as : Dysn -Dysentery, Typn -Typhoid, Gwmn -Guinea Worm, 
Nntn -Neonatal Tetanus, Menn -Meningococcal Meningitis, Plgn -Plague, Mssn 
-Measles, Afpn -Acute Flaccid Paralysis, Chon -Cholera, Slsn -Sleeping Sickness, 
Rabn -Rabies and Maln -Malaria. α = 10−4 . 

5. Conclusion 
In this paper we have shown how associations between diseases specifically notifiable 
diseases can be found by applying techniques from causal machine learning. From a 
dataset spanning over 6 years, associations amongst 12 notifiable diseases in Uganda 
were established. The epidemiological department at the Ministry of Health in 
Uganda has been making most of these associations intuitively and using experience 
from the medical field. In this paper, we were able to show that these associations 
can actually be discovered from the data; having indicated that such predictive 
relationships exist, these can now be exploited by being incorporated into existing 
disease monitoring systems. 
While some of the discovered relationships seem intuitive, others are not immediately 
plausible and need expert domain knowledge to fully understand the relationships. 
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This study considered all 80 districts of Uganda together pooled as one dataset. 
Further research will try to see if these relationships hold for different districts or 
different parts of the country that may have different climatic conditions. Associations 
will also be investigated for specific periods of the year to see if associations are 
more pronounced during some phases of the year than others. This study however 
suffices to present information for planning and preventive purposes and offers a 
means of determining whether predictive relationships exist between the counts of 
different diseases. 
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Abstract
In recent years, a number of developed countries have employed ontology in 
e-government projects. On the other hand, Sub Saharan African (SSA) countries 
have followed the trends towards e-government and adoption of new technologies 
during the past eight years, resulting in many applications developed in various 
government departments. However, little work has been done in building knowledge 
base ontologies that facilitate communication amongst stakeholders and that specify 
processes and data description of these applications; thereby, guaranteeing their 
maintainability, interoperability and sustainability. This paper presents a case study 
of constructing ontology in support of e-government initiatives in the domain of 
development projects monitoring in a Sub Saharan African country. Case studies 
of development projects conducted in different SSA countries as well as related 
published works in various fields including project management, project monitoring 
and evaluation, and capacity building are reviewed and the features of the ontology 
are extracted. The main purposes of the ontology encompass; providing developers 
of potential e-government applications for development projects monitoring in 
Sub Saharan Africa and the developing world at large, with key concepts and 
activities of the domain, facilitating communication amongst all the role players 
involved in development projects implementation by providing a common and 
shared representation of concepts and activities of the domain, and serving as a 
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knowledge base system to the monitoring and evaluation activities of development 
projects - thereby, strengthening efficiency, effective and sustainable implementation 
of development projects in Sub Saharan Africa. Further, the study aims at sensitizing 
and serving as a practical case study of building ontology in support of e-government 
adoption processes in Sub Saharan Africa.    

Categories and Subject Descriptors: J.1 [Computer Applications]: General; D.2.10 
[Software Engineering]: Design - Methodologies; Representation
Additional Key Words: E-government, Ontology, Knowledge Base System, 
Development Project, Protégé
 

1.  Introduction
The continuous improvement of Information and Communication Technologies 
(ICT) has drastically changed the way governments the world over, deliver services 
to citizens, businesses and organizations. The use of ICT for public services delivery 
is called electronic government (e-government). The ICT facilities and the Internet 
technologies are used to deploy web-based applications that support government 
processes. This support consists of: (1) providing a large range of government 
information and services (health care, education, social services, community 
development, taxes return, etc.) online, (2) facilitating online citizens’ participation 
to government processes and decision making, and (3) streamlining and reorganizing 
government processes. Sub Saharan African (SSA) countries have followed the 
trends towards e-government and adoption of new technologies during the past eight 
years [Bwalya 2009; Kaaya 2004; Ngulube 2007]. Consequently, many applications 
have been and are currently being developed in various government’s departments 
[Bwalya 2009; Kaaya 2004; Kitaw 2006; Shuppan 2009], aimed at providing better 
delivery of services to citizens, businesses and organizations. However, little work 
has been done in building knowledge base ontologies that facilitate communication 
amongst stakeholders and that specify processes and data description of these 
applications.  

Jakachira et al. [2008] present a web-based e-government application that allows 
citizens from the Dwesa rural area in South Africa to access government services 
online; through the application, citizens from the Dwesa rural area can download, 
fill and send forms and reports electronically to the department of Home Affairs and 
the municipality respectively. The Zambia Health Management Information System 
(ZHMIS) and Immigration Management System (ZIMS) are presented by Bwalya 
[2009]; both systems are e-government applications that provide online services 
delivery in the health and immigration sectors.  Shuppan [2009] presents three 
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case studies of e-government applications implemented in Ghana, Tanzania and 
Kenya. In Ghana, the e-government application called GCNet allows all customs 
transactions related to the import and export of goods to be done electronically. The 
Tanzanian e-government application is an integrated tax management system (ITAX). 
Implemented with the support of the German Agency for Technical Cooperation 
(GTZ), the ITAX allows electronic collection of tax revenues all over Tanzania. 
In Kenya, the Business Keeper Monitoring System (BKMS) is an e-government 
application that allows anonymous online reporting of incidents of corruption. To 
facilitate anonymous reporting, the BKMS uses a secure website; this makes it 
possible for a whistleblower to communicate with the corruption investigators of 
private businesses or with the police without revealing his or her identity [Shuppan 
2009]. Kaaya [2004] presents an analysis of the status of e-government services 
in three East Africa countries including Kenya, Tanzania and Uganda. The study 
has conducted the visibility and usability tests of government websites in the three 
countries and has concluded that all of the East Africa websites are at the first and 
second stages of e-government development. Three case studies of e-government 
initiatives carried out in Rwanda, Ethiopia and Mauritius are presented by Kitaw 
[2006]; the case studies were selected to illustrate the three e-government delivery 
models (government to citizens (G2C), government to government (G2G) and 
government to business (G2B)) in Sub Saharan Africa. The Rwanda case study 
illustrates the G2C model; it focuses on e-government applications which deliver 
secure web-based email service, online electronic forms for national identity 
document or passport and visa, as well as Public Internet Access Centers [Kitaw 
2006]. The Ethiopian WeredaNET project have been selected to illustrate the G2G 
model; its aim was to build terrestrial and satellite-based network connecting lowest 
levels of government (federal, regional and local) and deliver the following services: 
video conferencing, Web services, Voice over IP, and electronic messaging [Kitaw 
2006]. In Mauritius, the Contributions Network Project (CNP) illustrates a G2B 
e-government model; the CNP has developed an e-government application that 
allows electronic submission of returns, payment of taxes and contributions [Kitaw 
2006].

Most of the above e-government applications currently run in SSA countries provides 
only one way interaction with citizens. They present government information in 
form of simple web pages and offer few online services to citizens and stakeholders. 
Government services delivered online mainly consist of downloading, filling and 
submitting forms to government departments; in many cases, the online submission 
is still unavailable and citizens have to visit government offices in order to submit 
their forms [Kaaya 2004; Ngulube 2007]. Largely, there is no structured database of 
government valuable information accessible interactively through these applications 
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nor evidence of proper knowledge base systems that specify processes and data 
description of these applications; thereby, guaranteeing their maintainability, 
integration, interoperability and sustainability. 

In this paper, we present a case study of constructing ontology in support of 
e-government initiatives in the domain of development projects monitoring in a Sub 
Saharan African country. The ontology presented here is not intended to provide a 
definitive and comprehensive account of the many aspects of development projects 
implementation, but it aims at serving as a foundation for further specification efforts. 
Case studies of development projects conducted in different SSA countries as well 
as related published works in various fields including project management, project 
monitoring and evaluation, and capacity building are reviewed and the features 
of the ontology are extracted.  The main purposes of the ontology encompass: 
(1) providing developers of potential e-government applications for development 
projects monitoring in Sub Saharan Africa and the developing world at large, with 
key concepts and activities of the domain, (2) facilitating communication amongst 
all the role players involved in development projects implementation by providing 
a common and shared representation of concepts and activities of the domain, and 
(3) serving as a knowledge base system to the monitoring and evaluation activities 
of development projects; thereby, strengthening efficiency, effective and sustainable 
implementation of development projects in Sub Saharan Africa. Further, the study 
aims at sensitizing and serving as a practical case study of building ontology in 
support of e-government adoption processes in Sub Saharan Africa.   

The rest of the paper is organized as follows. Section 2 defines ontology and describes 
its use in software engineering and e-government. The methodology we followed to 
gather information and to build the ontology is presented in section 3. Section 4 
presents and discusses the results. A conclusion is drawn in the last section.  
. 
2.  Ontology Modeling

2.1. Definition and Role of Ontology
There are several definitions of ontology in the literature [Gomez-Perez and Benjamins 
1999]; the most common definition is taken from Gruber [1993]. Ontology is an 
explicit specification of a conceptualization. A conceptualization is an abstract and 
simplified view of a domain of knowledge we wish to represent for certain purposes; the 
domain could be explicitly and formally represented using existing objects, concepts, 
entities and the relationship that exists between them [Gruber 1993]. Ontology 
is widely used in disciplines such as software engineering, databases, artificial 
intelligence, and many more [Welty 2003]. In these fields, developers use ontology 
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to represent knowledge in a way that can be automatically processed by a machine. 
In particular, the interest of ontology in software engineering is acknowledged by 
many authors. In [Ceccaroni and Kendall 2003; Usero and Orenes 2005] the authors 
argued that ontology represents the concepts of a domain of knowledge and the 
relationships between them, which provide a shared and common understanding of 
the structure of information among people and software agents, thereby facilitating 
software development and improving processes in the corresponding domain. Aside 
the semantic representation of concepts of a domain of knowledge, ontology also 
provides data type description which specifies the data component of applications 
[Bettahar et al. 2005]. Ontologies are application independent; which allow domain 
knowledge reuse and easy software maintenance, and contributes to the semantic 
interoperability of applications [Gruber 1993]. The complexity of government 
processes along with the increasing number of applications that are implemented 
in various government departments, need ontologies to streamline and re-organize 
government services and facilitate their integration, maintenance and interoperability 
[Bettahar et al. 2005; Mondorf and Herborn 2008].  The above works demonstrate 
the usefulness of ontology in e-government processes and particularly for e-services 
integration. Some practices of ontology in e-government are described in the next 
section.   

2.2. Practices of Ontology in E-government
A number of countries employ ontology in e-government projects [Ralf 2003; Bettahar 
et al. 2005]. The OntoGov project which aims at developing an ontology platform 
that facilitates the consistent configuration and re-configuration of e-government 
services is presented by Apostolou et al. [2005]. Bettahar et al. [2005] describe a 
methodology for building ontology in the social care domain within the context 
of e-government. Gomez-Perez et al. [2006a] present an ontology-based model for 
efficient and fast retrieval of government documentation; they further introduce a 
set of legal ontologies for the transaction domain in e-government [Gomez-Perez et 
al. 2006b]. Ortiz-Rodriguez [2006] uses a set of government ontologies to represent 
Mexican local government processes.  An ontology-based fraud detection system 
for e-government is presented by Alexopoulos et al. [2008]. Herborn and Wimmer 
[2004] present an ontology driven semantic for business registers; which aims at 
facilitating business transactions amongst companies across European Union 
countries.  Salhofer et al. [2009] present an approach of using ontology for services 
integration in e-government; the approach consists of building ontology at the start 
of an e-government project and uses the resulting ontology as a domain model for 
generation of application services. A so called goals/desires approach was employed 
to illustrate how e-services could be derived from goals predefined in form of simple 
sentences or phrases. A method of automatic ontology mapping is presented by Chen 
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et al. [2008]; a Semantic Service Agency (SSA) is designed for each government 
department; each SSA is a domain ontology which has a department portal and 
supply to the citizen the whole set of available services or a part of the services; a 
Semantic Integrating Model is employed to integrate all the SSA; ontology mapping 
is achieved using semantic similarity techniques.  The next section presents the 
ontology modeling approaches.

2.3. Ontology Modeling Approaches
Several methodology approaches for building ontology have been proposed in the 
literature [Fernandez-Lopez 1999; Beck and Pinto 2003; Calero et al. 2006]. These 
approaches recommend different steps and tasks that must be performed when 
building ontology. However, there is still no standard method for building ontology. 
The approach described in this research was adopted from the Uschold and King 
[Fernandez-Lopez 1999, Calero et al. 2006] ontology modeling approach. Further, a 
new ontology could be constructed from existing ontologies or from scratch [Calero 
et al. 2006]; we have adopted the later as our domain of interest. It was not aligned 
to any existing ontology domains. The methodology we used to gather information 
and construct the ontology is presented in the next section.

3.  Methodology

3.1. Data Collection 
We gathered concepts and activities of the domain by: reviewing case studies 
of development projects implemented in Sub Saharan Africa, interviewing 
municipalities’ and non-governmental organizations’ employees, and academic 
members, and reviewing related published and working papers in various fields 
including project management, project monitoring and evaluation, and capacity 
building. 
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Figure 1: Framework of the Ontology Building Process 

3.2. Framework for Building the Ontology 
We followed five steps in building the ontology. Figure 1 shows the framework of 
the ontology building process. 

3.2. 1. Purposes of the Ontology  
The purposes of the ontology were deduced from the analysis of the role and the 
current state of impact of development projects in Sub Saharan Africa. Clearly 
speaking, Sub Saharan African governments use development projects as tools for 
providing solutions to problems facing their people. However, the number of actors 
involved including government, donors, non-governmental organization (NGO), 
private companies, civil society, academic institutions and communities, makes 
development projects implementation a complex task; furthermore, other human 
factors such as corruption, incompetence, weak monitoring and evaluation have led 
to poor performance of development projects in Sub Saharan Africa since many 
decades of multiple aids from national and international aids agencies, government 
and non-governmental organizations [Copson 2006; Okereke 2007]. Then, in this era 
of e-government adoption in Sub Saharan Africa [Kaaya 2004; Ngulube 2007], we 
believe that it is important to look at building consistent knowledge base systems as 
ontologies to support potential e-government initiatives towards effective monitoring 
and evaluation mechanisms of projects, for efficient, effective, transparent and 
sustainable implementation of development projects in Sub Saharan Africa.      
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3.2. 2. Scope of the Ontology 
The scope of the ontology was delimited by analyzing the life cycle of a 
development project and the activities that are carried out during various phases. 
According to the works in [Quartey 1996; Ahsan and Gunawan 2009] the life 
cycle of a development project can be broadly broken into three main phases 
including planning, implementation and evaluation. In our research, we assume that 
development projects have been designed and planned conveniently and that all the 
role players are known. Our work focuses on the implementation phase of projects 
i.e. the phase of the real delivery to people. The resulting ontology will then serve 
as a knowledge base system to the monitoring and evaluation activities of projects; 
thereby strengthening efficiency and effective delivery to communities.  

3.2. 3. Activities of the Domain 
The two previous steps of the framework provided the first corpus of terms of the 
domain including potential role players involved in the implementation phase of 
development projects (government, donors, NGO, private companies, civil society, 
academic institutions, and communities). Further, we gathered the activities of the 
domain by reviewing case studies of development projects implemented in Sub 
Saharan Africa and interviewing six municipalities’ and NGO’s employees and three 
academic members. The interviews with municipalities’ and NGO’s employees 
were scheduled at specific periods of time and took about twenty five to thirty 
minutes each, whereas interviews with academic members were done in form of 
regular discussions about the subject, for almost an hour each.  The case studies 
reviewed were selected based on their level of details in describing the activities 
of development projects implementation. Table 1 presents selected development 
projects that we have reviewed. 
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Table 1: Selected Case Studies of Development Projects in SSA

The case studies and project reports we reviewed do not provide information on 
activities related to the finance and the monitoring indicators of development 
projects implementation. Then, we conducted interviews and investigated related 
published and working papers in various fields including project management, 
project monitoring and evaluation, and capacity building [Ahsan and Gunawan 
2009; Bergeron et al. 2006; Crawford and Bryce 2003; Goldman et al. 2006; Mosse 
and Sontheimer 1996; Quartey 1996; World Bank 1996]. The subject content of 
the papers reviewed, with regard to development projects monitoring activities, has 
motivated their choice in this research. This step produced an augmented corpus of 
terms and the relationships between them.  

3.2. 4. Improving the Corpus of Terms of the Ontology
The corpus of terms obtained from the previous steps may not be complete enough 
to satisfy the purposes of the ontology. Then, the actual corpus has to be improved 
[Bettahar et al. 2005]. Our approach consisted of building a set of questions which 
needed to be answered by the ontology in order to fulfil its purposes; this process 
has added a set of new terms in the corpus.  The concepts of the ontology are terms 
that define the domain or activities carried out in the domain [Bettahar et al. 2005]. 
Finally, we represented the conceptual version of the ontology as in Figure 2.  
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Figure 2: Conceptual Representation of the Ontology

4.  Results and Discussions
We have represented in Figure 2 the domain ontology of concepts and activities of 
development projects monitoring in a SSA country. Further, we used the ontology 
knowledge base editor Protégé to create the ontology. A screenshot of the Protégé 
version of the ontology is presented in Figure 3.
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Figure 3: Protégé Version of the Ontology 
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From Figure 2, one can see that the ontology provides sufficient information about 
development projects implementation, to be able to facilitate communication 
between actors involved. For instance, the ontology shows that the level of impact 
of a project on a given community could be obtained by conducting a survey to get 
output indicators that represent the needed information. 

The ontology aimed at serving as a knowledge base system to the monitoring and 
evaluation activities of development projects; to fulfil that goal it should be used 
as a data component of potential web-based e-government applications related 
to development projects implementation. These applications should provide 
the target users who are amongst others; government authorities, civil servants, 
donor organizations’ and NGOs’ employees, project staff, and communities, with 
appropriate and user-specific interfaces so that they can either update or query the 
knowledge base ontology.  For instance, citizens could query the ontology to find 
out which are the development projects being run in their locality and who are the 
stakeholders involved. Similarly, a donor organization could query the ontology to 
get information on how far a particular development project has been implemented, 
in order to make decisions. A government authority could query the ontology to get 
the level of satisfaction of a community on the implementation of a particular project 
or get the level of contribution from the donors. Project staff could use appropriate 
interfaces to save statistical information as monitoring indicators in the knowledge 
base ontology. 

5.  Conclusion
This study demonstrates that ontology is useful in the e-government development 
processes as it provides a common and shared representation of concepts and 
activities of a domain of knowledge; thereby, allowing easy communication 
between stakeholders and facilitating integration, maintenance and interoperability 
of applications. 

The literature discloses that many e-government projects in developed countries use 
ontology for data type description and web service features, and that the current 
e-government applications that are being run in SSA countries lack knowledge 
base components as ontologies that support their sustainability. We believe that 
this situation is in part due to the little academic debate on the subject in Sub 
Saharan Africa and the lack of proper protocols of collaboration between industries, 
governments and current research efforts towards promoting ICT and e-government 
in the continent. 
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The study examines case studies of development projects implemented in Sub 
Saharan African countries and reveals that many actors are involved in development 
projects implementation including government, NGOs, civil society, private sector, 
academia, donors and communities. The development project’s activities are 
managed, monitored and coordinated by the project management team which must 
define specific indicators to monitor the activities. The project team deliver services 
to communities through community workers, community-based organizations, 
community leaders, traditional leaders, providers, suppliers, and households. The 
activities carried out during the delivery depend on the type of project (infrastructure 
development, water supply and sanitation, education, healthcare, etc.) and include: 
fieldwork, training, group reflection, discussions, interviews, surveys, meetings, and 
field visits. The data is collected during the delivery by means of site observation, 
focus groups, interviews and surveys. Finally, feedback is given to donors and 
stakeholders through regular reports or periodicals, and workshops. Given the 
importance of the development projects to SSA countries and the developing world 
at large, the above information would be certainly valuable to new researchers 
interested in the field in the future.  

 A case study of constructing ontology in support of e-government adoption processes 
in Sub Saharan Africa was carried out in the study. It uses a five step framework to 
methodically gather concepts and activities of the domain and to build the ontology. 
The complexity of the domain as well as the techniques employed to gather the 
ontology’s features make it an added value to the ontology modelling body of 
knowledge. Overall, the study is aimed at raising the awareness of governments and 
e-government application developers from SSA countries and the developing world 
at large on the role of ontology in sustainable e-government development processes. 
In the near future, it would be valuable if European countries which are more 
experienced on the use of ontology in e-government projects enter into partnerships 
with African governments in order to strengthen the use of ontology in Sub Saharan 
African e-government projects. 
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Abstract
Electronic transactions have become the norm for the modern world. Development 
of new digi¬tal technologies are transforming business paradigms and creating new 
opportunities for Internet based trading. New developments in autonomic systems 
are already replacing roles previously played by humans in trading activities such 
as product identification, negotiation and decision making. In addition to creating 
new possibilities for electronic trading, new challenges related to digital security 
have emerged as well. Shilling is the process through which syndicating individuals 
help other individuals or organizations to sell or promote their goods or services. 
This article eval¬uates the state-of-the-art techniques for detecting and preventing 
shilling in autonomic electronic markets. We further present similarities between 
auction markets and reputation systems in the perspective of shilling attacks. Various 
threats that are usually mounted in electronic bidding and reputation systems are 
presented and possible countermeasures discussed. Effectiveness of shilling detection 
and prevention techniques is analyzed and improvements suggested. 
Categories and Subject Descriptors: D.2.7 [Computer Science]: Expert and 
Intelligent Systems; H.4.0 [Security]: Shilling—Countermeasures; I.7.2 [Electronic 
Markets]: Autonomic General Terms: Auction; Reputation; Shilling; Autonomic 

1.  Introduction 
The Internet has unlocked many possibilities for electronic trading. Trading 
sup¬ported by digital technologies is no-longer a luxury, but a necessity for 
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a modern world. Several developments in information and communications 
technologies have already enabled digitization of several business processes and 
activities. In the trade industry, terms such as electronic-commerce (e-commerce), 
electronic trading (e-trading), e-transactions and e-banking have become part of 
the business lan¬guage. Consequently, we use the term e-markets in this article to 
refer to electronic markets. We have seen considerable growth in e-market numbers 
over the past 20 years. Interactions between trading partners are equally becoming 
more sophisticated. New models of on-line interactions such as social networks, 
modularization and aggregation of services have led to complex forms of interaction 
for an ordinary e-customer. Due to complex requirements of business interactions, a 
large number of e-markets have developed automated services to support users in the 
decision making processes. Development of services such as automated business-to-
business integration in supply chain [Preist et al. 2005], automated price negotiation 
[Badica et al. 2005] and automated trust estimation [Klenk et al. 2007; Squicciarini 
2004] have enabled new possibilities in autonomic e-markets. Several important 
break¬throughs have been achieved in the design and implementation of functional 
and security requirements for autonomic e-markets. In this article, we focus on the 
problem of shilling in on-line auction markets and reputation systems. Although the 
problems discussed here relate directly to other types of auctions such as Vick¬rey, 
Sealed First-Price, and Dutch auction, we focus our discussion on the English auction 
systems in-order to be consistent with the bidding strategy. 

1.1 Auction Markets 
In on-line auction markets, shilling is perpetuated to benefit sellers that wish to arouse 
demand for their products by using accomplices (Shills) to submit strategi¬cally high 
priced bids (shill bids). Sellers collude with Shills in-order to drive-up the final price 
for a targeted product in auction. Such fraudulent actions cause losses to genuine 
buyers, who end-up purchasing items at inflated prices. Auction fraud through 
shilling is a challenge for on-line auctions which has attracted the attention of several 
researchers [Kauman and Wood 2005; Trevathan and Read 2007]. At¬tempts to 
stop colluding bidders are increasingly countered with new sophisticated strategies 
intended to outwit detection and prevention mechanisms. 
Shilling in on-line auction systems such as eBay , eBid and uBid can be achieved 
with little diffculty since users can easily create and assume several new profiles. 
Shilling in auction markets is motivated by valuation perspectives of bid¬ders. As 
indicated by [Kaufman and Wood 2005], most bidders tend to consider high bids 
on items as an indication of their worth. We refer the reader to [Kaufman and Wood 
2005] for a more detailed analysis of how a shill premium bid would lead to an 
inflated final price of an item. 



439

Automation of human activities in auction systems by use of multi-agent sys¬tems[Ma 
and Li 2008; Shih et al. 2005] is now a mature research field which has had numerous 
contributions. Use of multi-agent systems in auctions presents sev¬eral benefits such 
as proactive response to market changes with minimum input from the user and better 
information processing. However, this also creates new possibilities of automating 
shilling activities by some participants. Shills can also use agent systems to pro-
actively learn about market trends and process this infor¬mation more quickly and 
accurately using machine learning techniques. 

1.2 Reputation Systems 
 http://www.ebay.com
 http://www.ebid.net
 http://www.ubid.com

Reputation systems on the other hand are used in e-markets to award scores to vendors 
and products on sale. Feedback and ratings from users and reviewers of products and 
services are collected by a reputation system so that new consumers can use them in 
their decision making processes. These systems help people partic¬ipating in on-line 
trading to assess whom to trust with their money. Additionally, reputation systems 
deter vendors from selling poor products and engaging in unfair business practices. 
As indicated in [Gregg and Scott 2006], on-line auction buy¬ers with knowledge of 
using reputation systems are in better position of avoiding fraudulent auctions than 
those who do not. 

Systems collecting customers’ feedback have existed for several years in on-
line systems such as Amazon . Recently, reputation systems have seen heavy 
deploy¬ment in ubiquitous mobile devices for downloading music, movies, games 
and soft¬ware. Systems such as Apple store , Android store and Nokia application 
store provide mechanisms for users to download music, movies, games and 
applications in an environment which is fully integrated with the computing devices. 
Research developments in the field of agent-mediated e-markets are opening up 
new possi¬bilities for automated trading supported by feedback mechanisms and 
reputation systems for trust estimation [Budalakoti et al. 2007; Huynh et al. 2006; 
Patel et al. 2007]. 
Shilling in reputation systems is carried out to compromise integrity of user feedback 
and reviews. Similar to auction market, information in reputation systems can be 
compromised by users that assume new profiles and post information to positively 
influence a product of an accomplice. In some cases, these entries can be targeted 
towards another vendor with competing products with the intention of negatively 
driving down its value in the market. 
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Similar to automation techniques mentioned in subsection 1.1, shilling in repu¬tation 
systems can become more complicated when adversaries have the ability to shill 
based on automated analysis of reputation data. The rest of the paper is or¬ganized 
as follows; section 2 puts into perspective threats to autonomic e-markets. Section 
3 presents a review of the state-of-the-art in shilling countermeasures in auction 
markets and reputation systems. Analysis summaries are presented in sub¬sections 
3.1.3 and 3.2.3 concerning the reviews. Recommendations and conclusions are 
presented in section 4. 

2.  Threat model 
This section presents a threat model for autonomic e-markets based on the shilling 
threat. We briefly present techniques through which shills achieve their goals. As 
indicated in the introduction section, shills have got a major objective of influencing 
the final selling prices of target items in auctions. While in reputation systems, 
shills may have an objective of increasing ratings of a product in a market for their 
accomplices. Furthermore, shills may also want to negatively impact popularity of 
a competitor’s product by submitting low ratings and negative remarks. We identify 
the attack vectors presented in subsections 2.1, 2.2 and 2.3 below, which can be used 
to achieve shilling in autonomic e-markets. 

2.1 Shill Bids 
Shill bidding involves accomplices of a seller submitting strategically high price 
bids in-order to raise the price of an item in the auction. The success of this technique 
relies on the assumption of bidders seeing a premium (high price) bid on an item, 
which would then imply to them that the item is of high value. Bidders practically 
place high price bids on presumably “high value” goods. Shill bidding is illegal in 
most countries and they are usually carried out by syndicating fraudsters. Colluding 
bidders participate in the bids with the intention of losing. After an item has been 
auctioned, they can then share the revenues above the previously agreed upon value 
price. Such revenues are used to fund their expenses such as auction fees. In case 
Shills win a bid, they would usually put it back for re-auctioning. More details about 
a Shill’s mindset and strategies can be found in [Trevathan and Read 2007]. 

2.2 Sybil Attacks 
Activities of shilling are normally preceded by a Sybil attack. An action by which an 
individual creates and assumes a new profile in-order to hide his or her true identity 
is known as a “sybil attack” [Douceur 2002]. The main objective of Sybil attacks is 
to provide an attacker means of covering up their dubious activities. Pseudo-names 
obtained using Sybil attacks can be used in auction markets by col¬luding with 
participants to submit fraudulent bids. Furthermore, systems without strict identity 
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management can be exploited by vendors to bid on their own products with¬out 
being detected. In reputation systems, adversaries could use newly obtained pseudo-
names to post malicious comments and rating scores for competitors’ prod¬ucts. Such 
pseudo-names could additionally be used to post high rating scores and comments 
by fraudsters for their products and services. 

2.3 Strategic Liars 
Strategic lying is common in on-line transactions supporting reputation systems. 
Even without “Sybil attacks”, participants in on-line transactions can still tell lies 
about competitors’ products or those they subjectively favor. Sometimes negative 
reviews and low rating-scores are posted by individuals based on preconceived 
be¬liefs and ideologies. Strategic lies are common with literature based products 
such as books and newspapers. People differing in political views may strategically 
tell lies and post low score ratings about books with differing opinion. Conversely, 
strategic liars may subjectively overrate products with which they share an opinion. 

3.  Shilling Countermeasures 
This section reviews countermeasures which have been presented in literature to 
mitigate some of the threats identified in section 2. In the review of these schemes, 
we focus our attention on the input parameters to the detection and prevention 
algorithms and underlying assumptions concerning shilling. As opposed to other 
studies which have focused on effectiveness of mathematical models for shilling 
detection and prevention, we focus attention on building blocks for the models and 
how they can be improved with better input parameters and assumptions. 

3.1 Shill Bidding Countermeasures 
This section presents shilling detection mechanism in auction markets. The main 
objective of these techniques is to detect bids which are intended to inflate prices for 
a seller colluding with dummy bidders. Most of the detection techniques suggested 
in reviewed literature have focused on developing and improving algorithms for 
detecting shilling patterns. 

3.1.1 Shill Score and Collusion Graphs:
In [Trevathan and Read 2007], a technique for detecting multiple Shill bidders in an 
auction is presented. The authors defined an algorithm for observing all participants 
in an auction and awarding them a shilling score. The Shill score is then used to 
detect a group of colluding bidders. The algorithm determines shilling based on the 
behavioral ratings listed below: 
  (α) -Percentage of auctions bidder has participated in. 
  (β)-Percentage of bids bidder has made out of all the auctions participated in.
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  (f) -Normalized function based on number of auctions bidder has won out of 
    the auctions participated in. 
  (δ) -Normalized time difference between bids for bidder in auctions. 
  (ε) -Normalized inter bid increment for bidder in auctions. 
  (ζ) -Normalized time bidder commences bidding in an auction. 
Each rating has a score between 0 and 1. The higher the value, the more the bidder 
is suspected of shilling. A Shill Score (SS) is computed using the weighted average 
of these ratings in the equation below:(1)
 
(  is the weighting associated with each rating). The weight¬ing is based on the 
relationship between behavioral ratings itemized above. More details and justification 
on how the authors obtain weighting values can be found in [Trevathan and Read 
2008]. The resultant shilling score from equation 1 is a value between 0 and 10. 
The closer the shill Score (SS) is to 10, the higher the probability that the bidder is 
a shill. However, this shill core is not enough to detect a group of colluding bidders. 
[Trevathan and Read 2007] further presented a collusion graph mechanism for 
detecting groups of colluding bidders. Bidders are represented as graph G =(V, E) 
where V is the set of bidders and E is an edge (representing collusion) between 
two bidders. The goal of the collusion graph is to find a subset of participants in V 
that are most likely to be colluding with each other. Initially, bidders have no edges 
connecting them to each other, so set E would be empty. Given two bidders , that 
participate in the same auction, an edge between them is added to set E based on 
the Shill Score (SS). The weight of the edge  grows bigger as  continue carrying out 
colluding activities. 

3.1.2 Dempster-Shafer Detection Theory: 
[Dong et al. 2009] presented a shilling behavior detection and verification technique 
for real-time auction systems using Dempster-Shafer theory of evidence [Shafer 
1976]. [Dong et al. 2009] proposes a two-step approach as a strategy for accurately 
detecting suspicious shilling behaviors. The first step uses a model-checking 
tech¬nique for detecting shilling behavior. The second step is used to eliminate false 
positives from the first step using the mathematical theory of evidence known as 
Dempster-Shafter (D-S) theory. The output of this two-step process is a shilling score 
which can be used to determine whether a bidder is shilling. We briefly describe the 
model-checking technique and application of the D-S theory. 
The model-checking technique uses a 5 element tuple (<Β, δ, Ρ, θ, >) abstract for 
analyzing shilling behavior of bidders. The elements in a tuple are defined in the 
listing below: 
— Β = {b1,b2, ...,bn} : Set of bidders in an auction. 
—  : This a shilling score function; α(bi) represents a shilling score for each 
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bidder in set B. 
—   : This is a set of shill bidder properties which are used as evidence for 
shilling behavior.
—  : This is a set of thresholds, where is thethreshold for the basic mass 
assignment of evidence i. 
—  : The threshold for the shilling scores of bidders; if a shilling score exceeds 
θ, then the bidder will be marked as a shill. 
A detailed description of Shill bidder properties can be found in [Dong et al. 2009], 
with an elaborate description of shilling strategies. The authors also specify for¬mulas 
for quantifying various shilling properties to obtain values for the model checker 
input. For example, taking a property that “shills win all bids they par¬ticipate in”, 
a formula to obtain a score on this property is defined based on the total number of 
bids a bidder participated in and won. 

Dempster-Shafer Theory:
The detection phase is followed by verification using the Dempster-Shafer (D-S) 
theory. D-S theory is a probabilistic technique which is used to compute a degree of 
certainty (belief) after considering all available evidence. D-S is useful for making 
decisions in situations of uncertainty and incompleteness of information. The main 
objective of using D-S theory in shilling countermeasures is to provide a tool for 
adapting prior knowledge using historical records and new evidence. D-S basic 
concepts: Given a set A =  , the power set (B) of A is considered to contain evidence 
of all possibilities the investigator is looking for. 
Where .The D-S theory of evidence assigns a belief mass (m) to each element of the 
power set (B), defined in the basic belief assignment (BBA) function;  
The BBA has two important properties: 
(1) The belief mass of the empty set is zero : . 
(2) The sum of the remaining masses is one (1): (2)

The mass   represents the proportion of confidence that the investigator has in the 
presence of the item under investigation in set   but without certainty on the particular 
subset. The mass assignments are used to obtain the upper and lower of probability 
for belief and plausibility. 
The Dempster’s rule of combination is used to combine two independent sets of 
mass assignments. The details of its derivations are not discussed here, and can be 
found in [Shafer 1976; Gordon and Shortlife 1984]. The combination rule is used 
to emphasize agreement between multiple sources and ignores conflicting evidence 
through a normalization factor [Gordon and Shortlife 1984]. In this shilling context, 
D-S is used to obtain the “basic mass assignment” value using a set of all possible 
values ({shill, ¬shill}). After obtaining the basic mass, assignments evidence is 
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combined using Dempster’s combination rule to obtain the belief value. The value 
of belief (shilli) is assigned to  as a shilling score to indicate whether bi is a Shill or 
not. 

3.1.3 Analysis Summary:
In subsections 3.1.1 and 3.1.2, we respectively presented “Shill score with collusion 
graphs” and “Dempster-Shafer Theory” techniques for detecting shill bids. The 
“Shill score with collusion graphs” technique is used to derive shill scores and 
col¬lusion graphs by using a weighted function (see equation 1). The weighting 
function also associates a weight with each of the six behavioral activities based 
on an infor¬mal relationship between them. This weighting scheme is explained 
in [Trevathan and Read 2008]. However, this weighting scheme presents the first 
observable weak¬ness in the “Shill score with collusion graphs” technique. Firstly, 
the six behavior characteristics are not exhaustive and are informally linked together. 
It is difcult for example to consistently justify a score such as 4 based on any 
relationship between α and β. Secondly, this scheme does not take into consideration 
areas of doubt by say using probabilistic based estimations. 

The “Dempster-Shafer Theory” technique provides a powerful tool for reasoning 
about uncertainty when evaluating evidence for shill and non-shill bids. However, the 
authors in the evaluated literature [Dong et al. 2009] also present informal properties 
of what constitutes a shill bid. Only obvious properties such as shills posting several 
bids on a single item are considered. Tactful shills would definitely not follow such 
easy to detect habits or patterns. Again this technique (based on Dempster-Shafer 
theory) still falls short on specifications of a shill bid. The design of probabilistic 
techniques used does not take into consideration conflicting attributes in mass sets. 
The model checker presented by [Dong et al. 2009] could be complimented by a 
better weighting function (such as Shill Score (SS)) to take into considering more 
parameters than those currently suggested. 

3.2 Sybil Attacks and Strategic Liars Countermeasures 
Accountability is important for profile reputation building and tracking of malicious 
activities. Sybil attacks greatly compromise the integrity of reputation systems since 
users’ pseudo profiles cannot be linked to their previously recorded activi¬ties. After 
a successful sybil attack, adversaries can disguise their identities while carrying out 
malicious activities. 

All shilling detection and prevention mechanisms discussed in subsection 3.1 rely on 
the assumption that participants have been correctly identified and their activ¬ities 
recorded. This assumption is a requirement for integrity of reputation sup¬ported 
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systems. However, adversaries will also try to assume new pseudo identities to hide 
their actions and to tell strategic lies. 

A lie in reputation systems is relatively similar to a shill bid in auction markets. They 
are both about incorrect representation of facts intended to arouse demand for a 
product or service. Though lies in reputation systems are meant to distort facts, shill 
bids are used for strictly monetary purposes (gain on the side of accom¬plices for the 
attacker and loss on the side of target). A reputation lie may also result in monetary 
gains, but this is not the only direct benefit it would bring its perpetuators. Some 
lies can be perpetuated for political gains. This subsection discusses techniques for 
detecting and preventing Sybil attacks and strategic liars in reputation systems. Two 
major questions are dealt with here; 
(1) How do you  detect and prevent pseudo identities? (2) How  do you detect and 
prevent strategic lies or liars? 

3.2.1 Profile Clustering:
[Mehta and Nejdl 2009] presented a scheme for separating shilling user profiles 
from normal profiles by exploiting structural similarities of shilling profiles in 
reputation systems. In [Mehta and Nejdl 2009], reputation systems are referred to 
as collabora¬tive filtering systems because their recommendations are based on the 
judgment of a large number of people. Since most recent research on Sybil attacks 
and strategic liars has been based on techniques discussed in this section, we firstly 
present a detailed explanation of building blocks for these countermeasures. 
Attack Strategies: 

Attack strategies in reputation or recommender systems have previously been 
char¬acterized in a formal model by [Mobasher et al. 2006]. The authors distinguished 
between push and nuke attacks. Push attacks are used to promote, while nuke attacks 
are used to demote a target item. Listed below are the reviewed attack strategies: 
(1) Random attacks: This model involves two groups, the target item and a set of 
filler items. Filler items are obtained from results of previous selection methods 
which is based on knowledge about the system. Random attacks are used to rate a 
subset of items randomly, around the overall mean rating of filler items. 
(2) Average attacks: These attacks are similar to random attacks, since they are also 
based on the same groups of items. However, the average attack rates items randomly 
around the mean rating of every item. 

(3) Bandwagon attacks: These attacks are used to rate items based on concrete 
knowledge the attacker has about ratings of specific items in the systems. A group of 
items is selected by the attacker to increase effectiveness with a mini¬mal amount of 
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additional knowledge. The attacker will rate target items based on the overall mean 
of a small number of frequently rated items. 

More detailed information on how attack models vary is presented in [Mobasher et al. 
2006]. The variations develop from parameters or methods used to identify selected 
items, fillers and assignment of ratings to the sets of items and target items. 

Characteristics of shilling attack profiles: 
Shilling detection and prevention techniques rely on specific properties or behavioral 
patterns in submitted data (such as ratings) and profiles activities. We briefly present 
shilling profile characteristics which have been discussed in more detail in [Mehta 
and Nejdl 2009].
(1) Low deviation from mean votes value, but high deviation from the mean for the 
target item. 
(2) High similarity with large numbers of users: Due to voting based on mean values 
discussed above, most shill votes will have a high correlation with most users. 
(3) Shills work together: Depending on the objective of Shills (push or nuke), they 
will always magnify each other’s effect. 
(4) Shills are highly correlated, again because of the same underlying attack model 
used to generate their ratings. This is particularly true for random and average 
attacks. 

Next, we discuss three techniques for detecting shilling profiles using clustering. 
Due to the coordinated nature of shilling profiles, their isolated actions may pass 
undetected. However, when the shilling problem is approached from the concept of 
clusters, then more powerful detection can be done. 

Probabilistic Latent Semantic Analysis: 
Probabilistic Latent Semantic Analysis (PLSA) is used to capture hidden 
depen¬dencies between users and items by using a probabilistic model. [Mehta and 
Nejdl 2009] presented two building blocks for using PLSA in shilling detection; 
(1) Latent variable model which associates a hidden variable with each 
observation. 
(2) The space of observations represented as a co-occurrence matrix ( ). Where   has 
data items   and   users  

The aspect model follows the probabilities below: 
— Select data item y from Y with probability , 
— Select latent factor z with probability , 
— Generate a data item u from U with probability . 
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To predict a vote for an item by a given user, the conditional probability below is 
defined. 
       (3)
Membership to a distribution in PLSA is not restricted, thus data points can belong 
to many distributions. This results in soft clustering, where data points can belong to 
multiple clusters [Mehta and Nejdl 2009]. 

Principal Component Analysis: 
Principal Component Analysis (PCA) is a linear dimension reduction technique. It 
seeks to reduce the dimensionality of the data by finding a few orthogonal lin¬ear 
combinations (principal components) of the original variables with the largest 
variance. The main advantage of PCA over PLSA is the ability to rank users in a 
cumulative similarity with others. Shills are detected based on the probability that 
suspicious user profiles will occur at the top of the list. PCA based algo¬rithms seek 
to extract such patterns from the correlation matrix of all users. We point the reader 
to section 7 of [Mehta and Nejdl 2009] for a more detailed formal presentation of 
PCA. 

Unsupervised Dimensionality Reduction:
In [Mehta et al. 2007], a robust collaborative filtering technique based on Singular 
Value Decomposition (SVD) was introduced. A technique based on generalized 
Hebbian algorithm [Gorrell 2006] is used to examine large datasets of profiles 
using single observation pairs presented serially. In [Mehta and Nejdl 2009], the 
authors combined PCA and SVD techniques to obtain a robust collaborative filtering 
algo¬rithm. 

3.2.2 Statistical Attack Detection: 
In [Hurley et al. 2009], a Sybil attack is treated as an instance of a statistical de¬tection 
problem in which a decision has to be made from possible statistical models that 
describe a set of observations. [Hurley et al. 2009] argue that it is possible to create 
attacks which cannot be detected by PLSA and PCA based clustering techniques 
(presented in subsection 3.2.1), yet they can be detected by a statistical based 
detector. The authors reviewed attack models in the context of their de¬tectability 
and proposed a Neyman-Pearson based statistical detection technique. A modified 
version of average attacks is used to compare detection abilities of PCA-based 
techniques and Neyman-Pearson detector. We briefly present the building blocks for 
the Neyman-Pearson based detector below. 
Neyman-Pearson Detection Theory: 
The attacker model presented by [Hurley et al. 2009] is based on attack strategies 
discussed in 3.2.1. Again we have a binary classification problem consisting of 
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genuine and attack profiles as output to distinguish between malicious and non-
malicious participants. How are genuine and attack classifications generated for the 
Neyman-Pearson (N-P) detector? This can be done by either; (1) using observations 
on a single profile in a dataset to determine whether it is an attack or not or (2) 
considering groups of profiles when making a classification. Consideration of groups 
is motivated by the idea that shills (attack profiles) in most cases work as a group to 
promote or demote an item [Mehta et al. 2007]. 

Using single profile observations, the input to a feature extraction step is a single 
rating vector , for some user   from the dataset. The feature extraction step would 
then extract a set of features,   from the vector  
The classifier then outputs “attack” or “genuine” from input . In case of groups, the 
input to the classifier would be a set , where m is the total number of groups. 
The classification process: The detection or classification process is a binary 
hypothesis testing problem considering observations from two possible choices 
(de¬noted by H0 and H1). In the scenarios of a shilling problem, H0 would represent 
a “genuine profile” and H1 an “attack profile”. 

The N-Y testing process follows: Given   , where   is a space of all possible profiles, a 
test is performed based on probability distribution function of  under the assumption 
that H0 or H1 is respectively true [Hurley et al. 2009]. 

The space Y can then be partitioned into two regions R0 and R1 such that H0is 
accepted if   and H0 is rejected if  . [Hurley et al. 2009] defined a decision function 
(4)

The decision function above was used to evaluate detection performance of N-P 
theory with obfuscated attacks. It is further stated in section 5 of [Hurley et al. 2009] 
that no formal guiding principles were used to create these new types of attacks, but 
they are considered to be harder to detect than those discussed in subsection 3.2.1. 

3.2.3 Analysis Summary:
In subsections 3.2.1 and 3.2.2, we respectively presented “clustering” and 
“statisti¬cal” based techniques for detecting and preventing Sybil attacks and 
strategic liars. These two recent techniques approach the shilling problem with the 
same assump¬tions concerning the characteristics of the attackers and their shilling 
strategies. 
The statistical based technique went on to further define a fourth type of attack (called 
obfuscated attack) from the three presented in 3.2. The objective was to experiment 
with an attack that is harder to detect than the random, average and bandwagon 
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attacks. However, these attacks are also defined in a fuzzy way. This gives room for 
an attacker to exhibit new characteristics which were not considered in the learning 
model parameters. 

4. Recommendations and Conclusions 
The most powerful shilling countermeasures discussed are based on well-grounded 
machine learning and probabilistic techniques. We thus did not seek to evaluate 
which machine learning technique is more accurate and robust than another, even 
though it would be an interesting investigation. We mainly focused on the building 
blocks for these schemes and focused on identifying weaknesses in their inputs and 
processing procedures. 
We realize that the countermeasures suggested in literature have handled the shilling 
problems in auction markets and reputations systems as if they operate in totally 
separate domains. Countermeasures to shilling threats in auction markets can be 
greatly improved by reputation information. The weighting scheme in sub¬section 
3.1.1 would present better results by attaching a reputation score to the weights in 
the SS function. 

Informal specifications of what constitutes an attack and characteristics of shilling 
profiles strongly undermines consistence and accuracy of shilling detection 
tech¬niques. There is a large perspective of information processing that is not 
considered in either auction or reputation systems. 

In reputation systems, all the approaches reviewed did not try to redesign the nature 
in which scores on items are captured. Currently, collaborative filters are largely 
“democratic” i.e. all contributions from profiles are assigned the same weight so 
long as they are not considered to be malicious. We suggest a weighted scheme for 
collaborative filters that would discourage shilling and strategic liars in reputation 
systems. User ratings should be weighted in such a way that a recommendation 
that comes from a reputable identity which has been in the system for a long time 
is not given the same weight as that of a newly registered profile. This would imply 
that it would take more effort for a newly created shill profile to cause a desired 
effect, since their score would be to make little contribution to the overall rating. 
The “winners’ curse” problem is another indicator that a consumer bought a product 
which has later turned out to be of less value than they thought. Items which get 
inflated in auctions usually have a high chance of having been influenced by a shilling. 
Attaching a “winners’ curse” score to products from vendors would help consumers 
in determining whether to bid on their items or not. Furthermore, when a vendor 
has a high “winners’ curse” score, then they will be forced to behave and price their 
goods rationally. Such scores would be received via a feedback mechanism from 
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consumers. It would however need to be monitored for strategic liars that may be 
working for or against some vendors. Additionally, these scores need to be weighted 
based on previous records or reviews of the consumer. 
Lastly, most informal specifications of characteristics for malicious profiles or shill 
bids need more attention. We observed that most performance comparisons are based 
on inconsistent specifications and thus do not generate results that can be trusted. 
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